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AHHOTaAIUSA

BesomacHocTh HquOpMaLII/IOHHHX TEXHOJIOTUI CpEeOHETO U
MaJioro 6I/I3H€Ca OCHOBaHa Ha MCPOIPUATUAX, HAIIPABICHHBIX
Ha TIOBBIMICHUE W TMOAACPKAHUC ypOBHCfI 3alllMTbl OJAHHBIX U
I/IHCI)OpMaLII/IOHHLIX CUCTEM, a TaKXKE MPEAOTBpPALlICHUSA daTdK Ha
KpUTHYHbIE WH(OPMAIMIOHHBIE pecypchl. HekoTopble aKCHOMBI
6€3OHaCHOCTI/I, QJIEMCHTAPHBIC TIpaBHWJIa W HECJIOXHbBIC HpI/IéMLI
MOMOT'YT PEHICHUIO 3ala4, MOCTABJICHHBIX IIEPEI I/IHCI)OpMaL[PIOHHOﬁ
u (pusnyeckodl 06e30macHOCThI0 Ha mpenpustur. O MeTooHKax,
9(peKTUBHBIX JEWCTBUAX W TNpUMepax 3alluThl JaHHBIX U
UH(OPMAIMOHHOW Cpeibl MAJIoro OM3HECa B 3TOM KHUTE.
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Anekcanap CamapuH
be3onacanocts B UT
MaJIoro OM3Heca

be3zonacHOCTh MH(OPMALMOHHBIX TEXHOJIOTMM CPEJHErO U
Majioro OM3Heca OCHOBAaHA HAa MEPOMPUSATHUSIX, HAMPABJICHHBIX
Ha IMOBBIIIIEHUE U MOAJEeP)KaHUE YPOBHENW 3aIlUThl JAHHBIX U WH-
(popmalIMOHHBIX CHCTEM, a TaKke MPeJOTBPAILEH!s] aTaK Ha KPU-
THYHBIE MTH(OPMAIIMOHHBIE pecypchl. HekoTophie akcnoMsl 6e3-
OIMACHOCTH, JIEMEHTApHbIE MTPaBUJIA U HECIIOKHbIE IPUEMBI TTO-
MOTYT pelICHUI0 3aJay, IOCTABJIEHHBIX Nepe MH(OPMALIMOH-
HOU U (pU3UYECKOl Oe30macHOCThI0 Ha mpeanpusTud. O Meto-
JUKaxX, 3(PPEKTUBHBIX ACUCTBUAX U MPUMEPAX 3aIIUTHI JAHHBIX
¥ MH(OPMAITMOHHOM Cpeibl MaJloro OM3Heca B 9TOUM KHUTE.



I'naa 1. UnBeHnTapu3zamnusi
CAHKI[MOHUPOBAHHOTO H
ycrpaneHue nocroponnero IO

JI71s1 Havasla KOPOTKO pacCMOTPUM HanOoJiee BEpOsATHBIE CLIe-
HAapUM JEVCTBUM BHEITHMX 3J10yMBIIIJIEHHUKOB. HauHeM c exe-
JHEBHO HCIIOJIb3yeMOro B oOguce WIM OMNepalMOHHON cpefe
TPEINPUSTHS POrPAMMHOTO 0OecredeHHsI.

JlOCTaTOYHO CEpbE3HYI0 OMACHOCTb IPENCTABIAIT «BHEII-
HME» KOMITBIOTEPbI, KOTOPblE pa0OTAIOT KaK MHTEPHET-PECyPChl 1
ocHalteHsl ycrapeBiMuy Bepersivu [10, Hanpumep, BeO-cepeep
Apache, BIND wim Sendmail. I[lonck 1 ckaHnpoBaHue CUCTEM €
TAKUMU YS3BUMBIMUA BEPCUSIMU SBJIAIOTCS MEPBBIM IIATOM 3JI0-
YMBIIUIEHHUKA K IPOHUKHOBEHUIO B CUCTEMY WJIM KOPIIOPATHUB-
HYyI0 ceTb. [IpakTryecku Bce Xakepbl MOJIb3YIOTCS CETEBBIMU CKa-
HEpaMH, MO3BOJIAIIUMY U3yYUTh CETEBOE OKPYKEHHE aTaKye-
MOTO Y HAWUTH PECYPCHI CETH, OTKPBITHIE IS 3AITUCH. DTO MPEJ-
BapuTesIbHAsA CTausl CKPHITOrO BTOPKEHUS, 3a KOTOPOU ClIeyeT
«urmnHr>». Onepanus pUIIMHra 3aKII0YaeTCs B OIMeHe pabo-
Yero 37J0pOBOro (paiijia «3apakeHHbIM» WJIM BHEAPEHUE Ha CETe-
BbIE PECYPCHI ITPEANPUATUSA BPEJOHOCHOW MPOTrpaMMBbl 0] BU-
J0oM paboueil mporpaMMel. PUIIMHT MOXKHO Ha3BaTh OJHUM U3
BUJIOB MOILIEHHUYECTBA, KOTOPOE UCTIONb3YET METOAUKH «COLM-



aJIbHOW MH)XEHEepHH '» B 9JIEKTPOHHOM (popme.

Hpyriumu ciocodaMy MpOHUKHOBEHHU ST TOCPEACTBOM (DHIIIH-
ra MOTYT OBbITb JIEKTPOHHBIE MHUChMa C «BUPYCHBIM» BIIOKEHHEM,
00MaH MHTEepHET-TI0Ib30BaTeNel yepe3 «3apakeHHbI» KOHTEHT
yKe B3JIOMaHHBIX CAlTOB WJIM HETJIACHYIO TIOIMEHY BeO-CTPaHMUII
JIETaJIbHbIX CAUTOB CTOPOHHUX BJIAAEJIBIIEB CTPAHUIIAMU C Bpe-
JOHOCHBIM KOJIOM.

3HauMTENbHBIN PUCK B OM3HECE HECET UCIIONIb30BaHKE MTOCTO-
POHHEr0 MPOrPaMMHOTO OOeCTieueH I, KOTOpOe TOMaIaeT B JIo-
KaJIbHYIO CeTh Yepe3 HerpaMOTHBIX B BOIPOCax Oe30MacHOCTU
rojp3oBaresiel. PasbacHalTe monb30BaTesisiM UX OLIMOKH, CO-
3naiite B [lonmuTrke nH(GOPMAITMOHHON O€30MaCHOCTH TIPEATPU-
ATUA MPABUIA, KOTOPBIE CBOEBPEMEHHO IPeCceKyT 3arpy3ky 110
13 ceTy MHTepHET. OpraHn3alMOHHBIMU MEPaMU 3aK PbIBAUTE Ta-
KyI0 BO3MOXHOCTb. TeXHUYEeCKue Meponpusitus no (uibTpa-
MM MapKa MPOrpaMMHOTrO 0OecriedeHusl U YCTPAHEHHUIO TIOCTO-
ponHero I10 croAT 3HaYMTENPHO JOPOKE.

Koraa mosp3oBareny BHINOIHAKT JOCTYH K BPEAOHOCHOMY
COIEP)KMMOMY C TIOMOIIBIO YS3BUMOTO Opay3epa WM KJIMEeHT-
CKOW MPOrpaMMmbl, KOMIBIOTEP CKPBITHO aTaKyeTcs, PEeAOCTaB-
JI5151 Xakepy BO3MOKHOCTh IPOHUKHOBEHUSI B MAIIMHY J1J15I TOJTY-
YEHU 1 IOJITOCPOYHOrO KOHTPOJIS HaJl Yy KOU KOMITBIOTEPHOM CH-
creMod. HekoTopble Cl0KHbIE MPOHUKHOBEHUSI MOTYT UCHOJb-

! Coumanbnas mHkeHepHs — 31€Ch IOHUMACTCA KAK HE3aKOHHbII METOJ IOy YeHHs
JIOCTYTA K 3aKpbITON MH(OPMALMHY, 3a4aCTYIO UCIIOIb3YEMbI B MHTEPHETE, WK HO[-
MeHBI MH(pOpMalK, KOTOPasi IPECTABIAET LIEHHOCTb U IIPUBOAUT K JIOCTYKEHHUIO Lie-
JIK CO CTOPOHBI XaKepa.



30BaTh YSI3BUMOCTH «HYJIEBOTO JHS» 2.

Korga onyuH KOMITbIOTEp CKPBITHO B3JIOMaH ¥ IPH 3TOM IPO-
JOJKAET KCILTYaTUPOBAThCSI, 37I0YMBIIIIJIEHHUKHN YacTO UCTOJThb-
3yIOT €ro B KaUecTBe «IyHKTa HaOMoIeHUus» AJis coopa KoHpU-
JEeHIATbHOW MH(OPMAIIUU O TIOJB30BaTeNie ¥ O IPYTUX B3au-
MOJIEHCTBYIOIMX KOMITbIOTepax. Takasi MalllHa UCTIONb3YeTCs U
B KaUeCTBE CTAPTOBOM TOYKH J|JIsl IPOHUKHOBEHUSI 110 BCEH CETH.
B pe3sysbrare xakep MOXeT ObICTPO MPEBPATUTh OJJHY CKOMITPO-
METHPOBAHHYIO MAIIIMHY B APMUIO MOJOOHBIX.

[MpeanpusaTHio, HE UMEIOIIIEMY TTOJTHOTO PeecTpa MporpamMm,
KaK MpaBUJIO, HE YIACTCS YCTPAHUTh MTPOOJIeMbl OJIOKMPOBKH Ha-
pylIuTeNneil U 30yMBIIUICHHUKOB, a TaKKe BBISIBUTh CUCTEMBI,
paboTtatomnue ¢ ysa3BumMbiM wiK BpenoHocHbIM [10. Kontponb
u yrnpasienue BceM [1O mpeanpusaTisi Takke UrpaeT BaKHYIO
pOJIb B IUIAHWPOBAHUU U SKCIUTyaTallid Pe3ePBHOTO KOMMPOBA-
HU$1/BOCCTaHOBIIEHU s MH(OPMALIMOHHBIX cucTeM. ClieioBaTesib-
HO, 6e3 naBeHTapu3anuu [10 nmpobiemsl o pazmepy OoJblle u
BO3HUKAIOT Yallle.

Wupenrapuszarms [10, BHeipeHHAs B paMKaX BCETo MpeJIpu-
SITUSI, IOJKHA OXBAThIBAaTh Bee TUMHI UcTonb3yeMbix OC Ha Beex
YCTPOWCTBAX, BKJIIOUasi cepBepbl, padoure CTaHIIUM U HOYTOY-
Ki. MexaHn3M MHBEHTAPU3AIIUY JIOJKEH 3aIiChIBATh HANMEHO-
BaHMEe CHCTeMHOro M mpukiaaHoro I1O, KoTopoe ycTaHOBJIEHO

% Guumnr — phishing (ot anru. cioa fishing «psidaiKka, yIuTb peOy».

3 VA3BUMOCTBIO «HYJIEBOI'O OHS» HA3bIBAIOT YA3BHMOCTb, KOTOpAsd paHEE HE Obl1a
N3BECTHA U ITO3TOMY IS HEC ITOKAa HET I/ICHpaB.TIeHI/IH/ OOHOBJIEHHMSL.



Ha KaXJ0M CepBepe/CTaHIMY, a TaK)Ke HOMEP BEPCUM U pein3a
(ypoBeHb oOHOBNEHUS1) oumeHoBaHHOro [10.

Komrinekce naBentapusanuu I10 noskeH ObITh MHTEIpUPOBaH
C MHBEHTapu3alluell anmnapaTHoro oO0OpyaOBaHUSl TakKUM oOpa-
30M, 4TOOBI BCE yCTpoicTBa U cooTBeTcTBYIomEee [10 orcnexu-
BaJIMCh U3 €AMHOrO LeHTpa. IIpoie roBops, akkyparHas v noin-
Hast uHBeHTapu3anus [10 MoxkeT ObITh MPOTUBOIMIOCTABIEHa 00-
MaHHBIM TPIOKAM CaMbIX XMTPOYMHBIX XakepoB. B ymo6om ciy-
yae Oe3 HaJyIekalero KOHTPOJIS 3a MPOrpaMMHBIM oOecIieve-
HHEM TMPEANpPUSITHS HEBO3MOXHO JTOIDKHBIM 00pa30M 3aIlUTHTh
CBOU MH(POPMALIMOHHBIEC AKTUBBI.



I'naBa 2. Ilpumenenue
«0eJoro caoucka» IO

NuBentapuzarms [10 sBasiercs 6a3ucom isi co3nanus «Oe-
JIOTO CMHUCKa». DTOT CIUCOK MOXKET ObITh BHEAPEH MyTeM MpH-
MEHEHHUS CTIEHUAIM3UPOBAHHBIX KOMMEPUYECKUX MPOrpaMM WU
C TPUKJIAJHBIMU MTPOrpaMMaMu «OeJbIX CIIMCKOB», BCTPOESHHbI-
MU B aHTuBHpycHble nakeTl uau OC Windows. Cucrembl vH-
BeHTapu3auuu [10 gOCTyIHBI U UCTIONB3YIOTCSA CETOAHSA Ha MHO-
rUx npeanpustusx. Jlydmme u3 Hux o0ecreynBaloT MHBEHTApH-
3aLIMI0 COTHU YCTAHOBJIEHHBIX M SKCIUIyaTUPYEMBIX Ha MPeaIpu-
ATUHA NPUJIOKEHUU, U3BJIEKasd NH(POPMALIMIO O BEPCUSAX MaTYen
KaKJI0H MCIOJb3yeMOH MPOrpaMMBbl, YTOOBI MTOATBEPAUTD aKTY-
QJILHOCTb ¥ IPUHA/IIEKHOCTh IPOrPAMMHOTO MPHIIOKEHHS K 00-
nieMy nepeusio JierajipHoro I10.

DyHKIINK TPOBEPKHU 10 BHEAPEHHBIM «OEJIbIM CIICKAM» Pa3-
PEILIEHHBIX VIS 3allyCKa MPOrpaMM BKJIIOUYEHBI BO MHOTHE CO-
BpeMEeHHbIe KOMILIEKChl Oe3omnacHocT. Bonee Toro, komMmmep-
YECKME pElICHUs] BCE Yalle KOMIUIEKTYIOTCS aHTHUIIIMOHCKU-
MU, aHTUBUPYCHBIMU IIPOrpaMMaMH, TIEPCOHATIbHBIM (haliepBO-
nom (firewall) 1 BCTpOEHHBIMH CHCTEMaMy OOHApPYXEeHUsI BTOP-
xenund (IDS) u npeporBpaiienus Bropxenuit (IPS). Moryt on-
HOBPEMEHHO TPUMEHSIThCS M «OeNblii» U «UePHBIN» CITHMCKHU.
BonbIIMHCTBO peleHnii 151 TAaKOM 3alUThl YKa3blBaeT HauMe-



HOBAHUE, pacrojyioxkeHue (pailyloBOM CUCTEMBI U/WJI KPUIITOTPa-
(bryeckuit Xa1r*, gaOMMIA UCHIOTHUTEIO BOZMOXHOCTD OIpesie-
JIUTh, CJIEyeT JIM pa3peliuTh NPUIOKEHUI0 paboTaTh Ha 3ally-
IIIa€MOM KOMIIbIOTEpE.

Hau6onee 3¢ ek TMBHBI MHCTPYMEHTHI U3 CIIeIUATM3UPOBaH-
HBIX «O€JbIX CMHCKOB». MHOrma mpuMeHsorcsi (PyHKIIMU TH-
1a «CEepOro CMUCKa», KOTOPbIM COCTaBJIEH aIMUHUCTPATOPaMU 1
orpeessieT MpaBuiia jsl BBIIOJTHEHUSI KOHKPETHBIX MTPOrpaMm
TOJIBKO JJIs1 YIIOJTHOMOUYEHHBIX MOJIb30BaTeNIeN U/UIM B ONpeae-
JIEHHOE BpeMs CyTOK.

Pa3pabatbiBasi Ha IPEANPUATHH CIIMCOK CAHKITMOHU POBAHHO-
ro 1O, Heo6XxoaMMO y4yecTh KakIblil THIT CUCTEMBI U 000PYIIO-
BaHMs. OOsI3aTeIbHO YCTAaHOBUTE CPENCTBA MPOBEPKH IENOCT-
HOCTH (pailyIoB 1151 OOECTIeYeHnsI TapaHTUH TOTO, YTO KPUTHYE-
CKHE CHCTeMHbIE (pailjibl (BaXKHBIX CUCTEM, UCTIOMHSAEMbIX MPU-
JIO)KEHUH, OMOIMOTEYHBIX MOMYJIel M HACTPOEK KOH(UTyparivii)
u (aiins [10 u3 «Oemmoro cnvcka» Hem3MeHHBI. Bee n3aMeHeHus
B TaKUX (paiiiax JOKHBI AaBTOMAaTHYECKU OTIOBENIATh O COOBITH-
SX crienuanucToB Oe3omnacHocTd. CucrtemMa ONoOBEIIEHUS T0TK-
Ha UMETh BO3MOKHOCTh OTJIMYUTH IITATHbIE U3MEHEHUS U BbIJIe-
JIATh HEOOBIYHBIE COOBITHS.

BHenpenHast TexHOMOTHSI «OJBIX CITUCKOB» TPHJIOKEHUN
no3BosisieT cucreme 3aryckarb [10, ecii OHO BKIJIIOUEHO B «0Oe-
JIBIA CIIMCOK», U 3arpelaeT 3amyckarh Bee octaibHoe [10. «be-

# Kpunorpapuueckuii Xl — pesylIbTarT MATeMATHUECKOrO PEOOpPa3OBAHMS HALl
(baiinioM U1 KOHTPOJIA LIEJIOCTHOCTH 3TOTO (haiina.



JIBIA CIIICOK» MOKET ObITh OUY€Hb OOITMPHBIM U BKJIIOUYATH JIOTION-
HUTEJIbHbIE «Oesble CIIMCKU» OT BEHJIOPOB KOMMEPYECKUX TPO-
rpaMm, 4ToObl MMOJIb30BATEIM HE UCTIBITHIBAIM HEYI00CTBa MpU
ucrosnb3oBanuu oduchoro 1O obmiero HazHauenus. s cne-
IIUAJIBHBIX CUCTEM, KOTOPBIE UCTIONB3YIOT CTPOrO OrPaHUIEHHOE
YHCIIO TPOTpaMM ISl CBOEH HeoOXOomuMoi Om3Hec-(hyHKITHO-
HAJTBHOCTH, «O€JIbI CITUCOK» MOXKET OBITh TOBOJILHO Y3KuiA. [Tpu
3aIlUTe CUCTeMBbI CO crienann3npoBaHHbiM [10 BO3MOXHO uC-
TNOJIb30BaHUE BUPTYAILHOM CpeJibl, KOTopasi OoJiee 3aluiieHa ot
BTOP’KEHUI U JIETKO BOCCTAaHABIMBAETCS U3 KOIUM MpeblIylIe-
IO COCTOSIHUSI.

TexHOMOrnI0 «OebIX CIMCKOB» HEOOXOAUMO TOAIePKUBATh
peryJsSIpHbIM CKaHUPOBAHHMEM [IJIs1 OOHAPYKEHUS HEJIETAIbHOTO
[1O. YtoObt 0OHAPYKUTH TOOBIE N3MEHEH s WTN ycTaHOBKH [10
Ha YCTPOWCTBaX B CETH, JOJIKEH OBITh peaM30BaH CTPOTHIA MPO-
1iecc KOHTpoJIsl u3MeHeHuid. Hanpumep, ¢ moMoIIpio KOHTPOJIst
HEJIOCTHOCTH (DAWJIOB WJIM COCTOSTHUSI CUCTEMBI. JTOT TPOIiecc
BKJTIOYAET OTOBEIEHHUE, KOT/Ia HEOMTO3HAHHBIE OOBEKTHI (MCHOI-
Hsiemble (paiinbl, Oubmotek DLL u T. 11.) BHISIBIEHBI B CHCTe-
Me. KoHTposib M3MEeHeHMit JOJIKeH BKJIIOYaTh MTPOBEPKY MOIM-
(purpoBannbix Bepcui I10O ¢ ncnonb3oBaHMeM CpaBHEHM S X3I1I-
3Ha4eHUH (parIOB. 3JI0yMBIIIJIEHHUKH 9aCTO UCTIONB3YIOT U3Me-
HEHHbIE BEPCUM M3BECTHBIX MPOrPaMM JJIsl HalaJeHusl, a CpaB-
HeHue (PaiiyIoBOro X3l1a YKakeT Ha B3JIOMAaHHbIE POrPaMMHBbIE
KOMITOHEHTHI.

C npakTHUYECKUM KOHTPOJIEM CIMCKA UCHIOIHSAEMBIX MOIYyJIEl



nipu oMoty nporpamMmmbl «CK3U nHdO» MOKHO 03HAKOMUTHCS
B pexomenaauusax banka Poccum http://www.cbr.ru/mcirabis/
po/recommend.pdf [1].



http://www.cbr.ru/mcirabis/po/recommend.pdf
http://www.cbr.ru/mcirabis/po/recommend.pdf

I'naa 3. Ucnoab30BaHue
CTaH/JAPTHBIX 0€30MacCHBIX
CHCTEMHBIX 00Pa30B JJ1s1 HOYyTOYKOB,
pPadoYuX CTAHIUI U CeEPBEPOB

[Tpu noctraBke 000OpPYyIOBaHMS OT IPOU3BOAUTENCH U TIOCTAB-
IIMKOB HACTPOUKHM MO YMOJIYAHHIO JUIsI YCTPOWCTB, OIEpPaIioH-
HBIX CHCTEM W MPUIOKEHHH, KaK TPaBUJIO, OPUEHTUPOBAHBI HA
JIETKOCTb BHE/IpEHUsI, HO He Ha Oe3omacHocTb. KoHeuHo, BO3-
MOXHO ¥ 00paTHOE, KOT/Ia B IPOIecce BHEPEHUS CUCTEMBI ITPH-
XOIUTCS pa3peliaTh HeKOTOpbie (DYHKIMH B yIiepd Oe30MmacHo-
cru. Tem He MeHee 371eCh HEOOXOUM OCO3HAHHBIN, KBATU(DUTIH-
POBaHHBIN MOJIXOM, TAK KaK OCHOBHBIE JIEMEHTHI YIIPaBJICHUs,
OTKPBIThIE CITYXKOBI M MOPTHI, aKKAYHTHl U TIAPOJIU IO yMOJTYa-
HUIO, YCTapeBIIUe (yA3BUMBIE) ITPOTOKOJIB, IPEAYCTAHOBIEHHOE
HeHyxHoe [1O — Bce 3T0 MOTeHIMATLHO MOKET OBITh UCTIONB30-
BaHO /17151 HECAHKITMOHUPOBAHHOTO MMPOHUKHOBEHUSI.

BMmectro Toro, 4toObl ¢ HyJs pa3padarbiBaTh Oa30BBIE Ha-
CTPOHMKM 0€30MacHOCTH IJIs1 KaKAOW MpOrpaMMHO-aIapaTHOR
CHUCTEMBI, TIPEANPUATHE TOIKHO MCIIONB30BaTh MyOINYHO pac-
IpOCTpaHsieMble, MTPOBEPEHHbIE, COMPOBOXKIAEMblE HACTPONKU
0e30IMacHOCTH, a TaKke PyKOBOJICTBA IO 0OecrieueHHIo Oe30mac-
HOCTH W/WJIA YEK-JIUCTHI.



Heobxoaumyio nH(pOpMAaIMIO coiepkaT cleaylolme nopra-
JIBL:

The NIST National Checklist Program [2];

WupopmanimoHHsIii iopTai no 6e3omnacHoctu [3];

NudopmalinoHHO-aHATUTAYECKUI TTopTa [4];

Nusenrapuzaiums [10 Microsoft SAM [5];

[locTaBmkM yciyr U TeXHUKH [6].

Jlanee mpeanpusITUIO HEOOXOMUMO PACIIUPSTH WM KOPpPeK-
THPOBATh MyOIMYHBIE MCXOAHBIE HACTPOMKM OE30MaCHOCTH IS
Y/IOBJIETBOPEHHSI MECTHBIX TOJUTUK M TpeOOBaHWHA, a TaKxke
00OCHOBBIBATb U JIOKYMEHTHUPOBATh TPUHUMAEMbIE OTKJIOHEHU I,
9TOOBI OOJIErYUTH MOCIIEAYIONINE OCMOTPBI UJTH CITYKeOHbIE TPO-
BEPKU.

JI71s1 GOMBIIIOr0 KOMIUIEKCHOTO TPEATIPUSITUS CO3/IaHNe eIU-
HOUM 0a30BOi KOH(pUryparuu 6e30MacHOCTH (Hampumep, OJUH
YCTaHOBOYHBIM 00pa3 Il BceX pabourx CTaHIMU MO BCEMy
NPEJNPUATHIO) MTHOTAA HEITPUEMJIEMO UM HEBO3MOXHO. Bron-
HE BEpOSTHO, YTO HEOOXOIMMO TO/IEP)KUBATh PA3JIMUHbIE CTaH-
JapTHbIe 00pa3bl HA OCHOBE COOTBETCTBYIOIIMX KOH(PUTYpAIHii
CHCTEM U HEOOXOMUMBIX (DYHKIIMH /JIs1 IEPBOHAYATIBHOTO CTap-
Ta (Harpumep, pabouasi CTaHIUsl OyXraiarepa ¢ IPUIOKEHUEM
1C v crannus paspadorunka [10 u Tomy nompoOHbie). Yucio
Bapualyi Jiyyilie CBECTU K MUHUMYMY, 4TOObI SICHO TIOHUMATh
CBOMCTBA 6€30ITaCHOCTH 1 yIIPaBIATh UMH. OTHAKO HEOOXOAMMO
OBITh TOTOBBIM YIIPABJIATh HECKOJIBKMMHU OAa30BbIMHU JIMHEHKAMHU



00pa3oB.

1O ynpasneHnss HaCTPOMKaMH MOKHO MCIIOIb30BATh IS CO-
nocrapieHus napameTpoB OC, Kak U AJis1 CONOCTaBJIEHUSs Mapa-
METPOB MPUJIOKEHHI, KOHTPOJIUPYEMBIX MAIIMH P TTOUCKE OT-
KJIOHEHU! OT CTAHJAPTHOW KOH(UTrypanuu oopasa.

TunuyHble UTHCTPYMEHTHI OTCJIEKUBAHUSI HACTPOEK HCIIONb-
3yIOT HEKOTOPBI KOMILJIEKC: MPOBEPKa Yepe3 areHTa, yCTaHOB-
JIEHHOTO Ha KaX[JO¥ yIpaBJisieMOl CUCTeMe, U MPOBEpKa CH-
creM Oe3 y4yacTHsl areHTOB, C YAAJICHHBIM BXOJOM Ha KakIylo
ynpasisiemylo MamuHy. Kpome Toro, nHora ucnons3yercs ru-
OpU/IHBII TIOIXOI, B MPOLIECCEe KOTOPOTro MHUITMUPYETCS yIaieH-
HBIIl C€aHC ¥ BPEMEHHbIN WM AUHAMUYECKUI areHT yCTaHABIIH-
BAETCsl Ha 1IEJIEBOW CUCTEMe ISl CKAHMPOBAHUS, 4 3aTEM areHT
yAaJIseTcsl.

CrapaiiTech akKypaTHO U CTPOTO YIPaBJsSITh KOH(UTYpalIvsi-
mu. Co3aiiTe UCXOOHBIN Oe30MacHBIN 00pa3 1 UCTIONb3YHTE ero
IUTSI CO3JJAHUSI BCEX HOBBIX CHCTEM, KOTOpbIe TosiBysioTcs B I T-
cpene peAnpusATrs. Beskyio BOCTpeOOBaHHYIO CUCTEMY, KOTO-
pasi «cJIoOMaHa», MOKHO TIOBTOPHO BOCCTAHOBUTD C MIOMOIIIBIO Ta-
Koro obpaza. [lepuoguueckue 0OHOBIEHUS U/WIA UCKITIOYEHUST
U3 3TOro oopasza BaKHO MHTETPUPOBATH B MPOLIECCH yIIpaBie-
HYSI U3MEHEHUsIMU Ha nipennpusatid. OOpas3sl HEOOXOOMMO CO-
31aTh ISl 0a30BBIX BAPHAHTOB paOOUYMX CTAHIIMH, CEPBEPOB H,
BO3MOXHO, J/Isl HEKOTOPBIX BUPTYAJIbHBIX MAIITMH MPEIIPUSATHUSI.

TuroBbie 00pa3bl KOMIIOHYIOTCSI KaK CKOH(DUTYpUPOBAaHHBIE
Bepcum 0A30BOY OTEPAIIMOHHON CHCTeMBbI U TiputokeHuil. Kon-



(purypupoBaHrie 0OBIYHO BKJIIOUAET B ceOsi: OIOKMPOBAHUE WU
yZaieHre N30BITOUHBIX YUETHBIX 3aMUCEeH, yIaleHNe WA OTKJTIO-
YyeHHe HEeHYXKHBIX CITykO, YCTaHOBKY HEOOXOMMUMBIX OOHOBIIE-
HUIA, 3aKPbITHE OTKPHITHIX U HEUCTIOJIb3YEMbIX CETEBBIX TIOPTOB,
yAaJieH’e HEUCTIONHSIEMbIX CKPUIITOB, a TaKke BKJIIOUeHe (aii-
PBOJIOB M CHCTEM OOHapy:KeHHs BTOp)KeHHA. THIoBbie 0Opasbl
JOJDKHBI TIEPECMaTPUBATHCSI M OOHOBJISATHCS HA PETYJISIPHON OC-
HOBE, YTOOBI MOAIEPKATh HEOOXOIMMBII YPOBEHb O€30MaCHOCTU
B MIPOTUBOAECUCTBUM «CBEXKUM» YSI3BUMOCTSM U MOIUUIIAPO-
BaHHBIM XaKEPCKUM aTaKaM.

XpaHuTh MacTep-oOpas3bl peKOMEHIyeM Ha HaJle:KHO 3alllu-
IIEHHBIX CepBEPaX, OCHAIIIEHHbIX MHCTPYMEHTaMHU IPOBEPKHU 11e-
JIOCTHOCTH (DAiJIOB, PYKOBOACTBYSICh IIPUHITUTIOM MOCTOSTHHOTO
KOHTPOJISI ¥ YIIPABJICHNS] N3MEHEHUSIMH, YTOOBI TAPaHTHPOBATh
BO3MOKHOCTh TOJIKO aBTOPU30BaHHBIX U3MEHEHUH. B kauecTBe
aJIbTEPHATUBBI MacTep-00pa3bl MOTYT OBbITh COXPAHEHbI HA aB-
TOHOMHBIX MAIlIMHAX, OTKJIIOYEHHBIX OT IMPOU3BOJICTBEHHON Ce-
. IHOTa 00pa3sl MOTyT OBITh CKOMMPOBAHBI HA OE30MacHBIE,
HaJIe’KHblE HOCUTEJH JIJIS1 UX TIepeMEIleHUsI MeXy CepBepamMu
U CTaHIMSMM TIPOM3BOACTBEHHOW ceTu. B olmem ciyyae ma-
cTep-o0pa3 sIBJISETCS] YACTHBIM CIIy4aeM «Pe3epBHOM KOIMHUM»,
TaK Ha3bIBAEMOro OIKara, 0 KOTOPOM HEMHOTO TIO3Ke.



I'maBa 4. JIlucTaHIMOHHBIE
HHCTPYMEHTHI — KOPNOPATHBHbBIN
HOYTOYK, IePCOHAJbHbIH cCMapT(OH

Cpazy otMeTM, 4TO MH(pOpMAIKs KOPIOPATUBHOTO HOYTOY-
Ka 3a4acTylo CTOUT J0pOoke camoro HoyTOyka. Kak mosb3oBath-
Cs1 TIEPEHOCHBIM YCTPOMCTBOM BHE O(hHca, 3allUTUTh 000PYIO-
BaHUE U €ro JJaHHbIe, TIOWIET Peub B TOM IJIaBe.

KopriopatuBHasi TeXHUKa OOBIYHO SIBJISIETCS MPEIMETOM KOJI-
JIEKTUBHOT'O UCTIONIb30BaHUs. He sBnseTcs UCKIIIOYEeHUEM U Ta-
KO€ YCTPOICTBO, KaK HOYTOYK, MPUHA/IJICKAIINIA OpPraHU3aIlvu.
[MepeHOCHOI KOMIBIOTED MPEACTABIISET YIOOHYI0 BO3MOXHOCTD
BBITIOJIHATH CITyXeOHbIe 00SI3aHHOCTH BHE MOMEIICHU U 0pu-
COB, 3aHUMaeMBbIX OM3HECOM, HO 3TO YI0OOCTBO HECET OIpe/ieieH-
Hble pUCKU. VIMEHHO MO3TOMY HAJIMYKE B HOYTOYKE CITyKEOHOM,
KOMMEPYECKOM MH(MOpMAIMU WM TPOrpaMM C BO3MOKHOCTBIO
JOCTyIa B KOPIMOPATUBHYIO CETh BBHIHYKAAET MPUMEHSITh K 3TO-
My YCTPOKCTBY TpH IJIAaBHBIX MTPUHIUIA UH(OPMAIIMOHHON 6e3-
OIMACHOCTU: KOH(PUIEHIIMATBHOCTD, LIEJIOCTHOCTh, JOCTYITHOCTb.
A 370, B CBOIO 0Yepe/ib, 03HAUAET, YTO HAPYIIEHUs] PUHIUIIOB
WIA TIPaBUJI UCTIOIB30BaHUs HOYTOYKa, perjaMeHTHUPOBAHHBIX
Ha MPeNpPUSATHH, B OOJBIITMHCTBE CIIyYaeB MPUBEAYT K BOHUK-
HOBEHMIO MHITU/IEHTOB MH(POPMAITMIOHHOW O€30MaCHOCTH.

Campblil OMACHBIM MHUMICHT, KOTOPBI MOXET MPOU30UTH C



MEPEHOCHBIM KOMITBIOTEPOM, — 3TO MOTEPsI UM yTeuKa KOH(PU-
JEHIMAIbHOU MH(pOpMAIMK ¢ ycTporcTBa. CTOMMOCTbh TaKOW
MH(OPMAIIMU C YYETOM BEPOSITHBIX PUCKOB BO MHOT'O pa3 Ipe-
BBIIIAET CTOMMOCTh CAMOT'0 HOYTOYKA.

Il vcnonb30BaHMs BHE Ouca NMpyu BPEMEHHOM BJIa/IEHUN
Y 9KCIUTyaTallMM YCTPOICTBa, MEPEeXOIsAlIero U3 pyK B PyKH,
NPUMEHSIOTCS] Pa3JIMUHble TIPEBEHTHBHBIE MEpPbl O€30IACHOCTH.
OroBopumcs cpasy, peub UAET O IEPEHOCHOM KOMIIBIOTEPE, COB-
MecTUMOM ¢ apxutektypoil IBM PC, npuuem 3TOoT KOMITbIOTEP
He TIomagaeT B paspsin ycrporcts BYODS.

MooOuibHOe padouee MecTo Ha 0a3ze HOyTOyKa OOBIYHO IMOATO-
TaBnuBaetcs crenyanuctoM I'T B cOOTBETCTBUM ¢ TUTIOBOM KOH-
(puryparment, npegnucanson nonmurtukon b npeanpusarus.

— IIpu Beigaue B ciykeOHOM KypHasie Win 6a3e perucTpupy-
eTCsl CepUHBIA HOMEpP HOYTOYKa JIJIsI MCKJTIOUYEHUsT BO3ZMOKHO-
CTH ero noaMeHbl. KOMILJIEKT ¢ IEpeHOCHBIM YCTPONCTBOM BKJIIO-
YaeT B ce0s1 CUJIOBOY IITHYP ¥ COOTBETCTBYIOIIHIA OJIOK IMUTAHUS.

— YcranaenuBaetcs maponbs Ha BIOS/UEFI” nHoytOyka Bo u3-

> BYOD - Bring Your Own Device, MOOHIBHOE YCTPOHCTBO (HOYTOYK, HETOYK,
TUIAHIIET WM CMapT(OH), BIaJesIbleM KOTOPOTO SIBJISETCS MOJb30BaTellb, a He Mpe/-
npusitue [7].

® BIOS — Basic Input/Output System, uarepdeiic 11 ynpasieHHss HAOOPOM MUKPO-
MPOrpaMM, TPEICTABISIONINX «0a30ByI0 cUCTeMY BBoja-BbiBosia» st IBM PC-cos-
MECTUMOTO KoMItbioTepa [8].



Oe’xaHue U3MEHEeHUsI alnapaTHON KOH(UTYpalluy 1/vii 3aMeHbI
BHYTPEHHUX KOMITOHEHT YCTPOMCTBA.

— CroeuuansabiMu - cpeactBamu  (BitLocker, TrueCrypt,
SecretDisk®) mmdpyercsi cUCTeMHBIA AUCK AJIL 3alIUTBI COO-
CTBEHHOTO COJIEPKUMOr0, MpeJoTBpallias HeCAHKIIMOHUPOBAH-
HBIW JOCTY K OMEPAIMOHHON CHCTEMe U IOCTYI TOCTOPOHHUX K
napaMeTpam U KOH(MUTypalusiM mporpaMM HOyTOyKa, BKJIIOUYast
y/IaJIeHHBIN BXOJ] B KOPIIOPATUBHYIO CETb.

— I1pu HeoOXOAMMOCTH BBIIACTCS MICHTU(DUKAIIMOHHAS Kap-
ta uiu TokeH (ESMART Token, eToken PRO, JaCarta PKI°) ¢
MPUBS3KOM K JIOTUHY TOJIb30BATENs /1711 OJHO3HAYHOU ayTEHTH-
(pukanmu rmosp30BaTeNIs B KOPIOPATUBHOM CETH.

— JIononMHUTENbHO K HOYTOYKY MOTYT OBITh BbIJAHBI MBIIIIb U
METAJUTU3UPOBAHHBIN TPOC C KJIIOYOM 151 (PUBNUECKOU MPUBSI3-
K TIEPEHOCHOTO KOMIThIOTEpA K pabouemMy MecTy, Halpumep, Ha
BpeMs1 KOMaHIUPOBKH.

7 UEFI - Unified Extensible Firmware Interface, uHTepdeiic MexI1y OneparnyoH-
HOH cucreMoil 1 Mukponporpammamu IBM PC-coBmectimoro kommnsiotepa. et Ha
cmeny ycrapesmemy BIOS [9].

8 BitLocker, TrueCrypt, SecretDisk 4 — Haubosee YacTo UCTIONb3yeMble POIYKTHI
Ut U poBaHust AUCKOB, TOMOB pabouux craHimi B cpene Windows [10].

9 Pyroken, ESMART Token, eToken PRO, JaCarta PKI — 310 THIbel cambIx pac-
MPOCTPAHEHHBIX CHEIMATBHBIX YCTPONUCTB, IPIMEHAEMBIX U1 aBTOPU3ALIIH TTOTB30-
Barens [11].



Co6monast popMabHOCTH, C BPEMEHHOTO Biafiesiblia Oepercst
pacIicKa ¢ yka3aHueM CpOKa U I1eJTU UCTIOIb30BaHKs HOYTOYKa,
a co cTopoHsl npeanpustus crerpamuct [T BMecte ¢ HOyTOyKOM
MOXET BPYYHTh MOJIb30BATENIO MAMATKY O HEOOXOAUMBIX Mepax
6e3omacHocTd. [IpeqnpusaTuio He JUITHUM OyAeT pacCMOTPETh
BO3MOXHOCTb CTPAXOBAHUSI HOYTOYKOB, BbIJIaBAEMbIX CBOMM CO-
TPYIHUKaM BO BpeMeHHOe Mojib30BaHue. CTOMMOCTh CTpaxoBa-
HUST MOXET 3aBUCETh OT CTOMMOCTH 0OpadaTbiBaeMoi nH(pOpMa-
i, OYeHb BaXHO, YTOOBI BBIJAHHBI HOYTOYK BHYTPU U BHE
HPEeINPUSTUS TOJJICPKUBAI IPUHATBHIE TpeOOBaHMUS UH(OpMa-
IIMOHHOM Oe3omacHocTu. Kak pa3 00 aTom naree.



I'naBa 4.1. Ilepeaaua Hoyroyka
B NM0JIb30BaHHeE 1 BO3BpaT

[pu BBIIAUE/BO3BpaTE HOYTOYKOB COOTBETCTBYIOIIMI peria-
MEHT 00s13aH YUMTHIBATh MPUHLMIMAJIbHBIE pa3inyusl B (PyHK-
LIMOHAJIe Nosib30BaTeneil HoyToykoB. Hanpumep, eciu HOyTOyK
UCIIOJIb30BAJICA TOM-MEHEIKEPOM, a 3aTeM IEPEXOAUT B PyKHU
IIPOrPaMMHUCTA, TO BBICOKA BEPOATHOCTh HECAaHKIIMOHUPOBAHHO-
ro JOCTyIa K KOH(puAeHIMaIbHON nHpopMalmu. [1sa Hegorry-
IIEHNs] IOJOOHBIX CiTyyaeB MH(OpMAIKs Ha )KECTKOM AUCKE HO-
yTOyKa TOCJe MPEeAbIAYIIEro BiaaJesblia ylauseTcs U Ha HOYT-
OyK yCTaHABJIMBAETCS TUIIOBOW MCXOMHBINA 00pa3 OreparioHHON
cuctembl — Omng 'Y, TlomoOHOE feiicTBUE MOJIE3HO MPAKTUKOBATD
HE3aBUCHUMO OT TOTO, ObLI JIM 3aIi(poBaH KECTKUN JUCK WU
HET.

PasymHO mogjiepkuBaTh ABA-TPH Pa3IUYHBIX CTAHIAPTHBIX
o0paza, MmpeJHa3HAUYEHHbIX /JI HOYTOYKOB C HEOOXOOUMbIMU
(pyHKIIMSAME 111 IEpBOHAYATBHOTO CTapTa (HanmpuMmep, HOyTOyK
IUTSI TIpe3eHTali, HOyTOYK OyXrajtepa Wik HOyTOyK pa3padoT-
yuka [10 u 1. 11.). Yncno Bapuanui Jiydille CBECTU K MUHUMYMY,

10 Build — OuIIzl, B HallleM cilyvae cOOpKa COIePKUMOrO CUCTEMHOTO KECTKOTO [IHC-
Ka HOyTOYKa, OPMEHTUPOBAHA HA TUMOBOW 0OOOIIEHHBIN (DYHKIIMOHAJ MOIb30BaTe-
ns1. O6eraHO B Windows-cpene ¢popmupyercs ¢ momorisio I10 Drive Image, Acronis,
Symantec u nip. [12].



4TOOBI SICHO TIOHMMATh YPOBHU OE30MACHOCTH U YIIPABJISATh UMU.
Ecm HOyTOYK BO3Bpalaercst mociie UCIONb30BaHus, TO TOJb-
30Bare’is, 6e3yCIOBHO, HEOOXOIMMO MPETYIPEIUTh, UTO BCS UH-
(bopmaris Ha KECTKOM JUCKe Oy/IeT yaalieHa U HeCBOEBPEMeH-
Hoe MH(OPMUPOBAHUE B OOJIBIIMHCTBE ITUX CIIyJYacB 3aKaHUU-
BAIOTCSI HETATUBHO.

HoyTOyk MoXeT BblIaBaThCsl MOJb30BATEN0 KPATKOCPOUYHO,
YTO HE BBI3BIBAET OCOOBIX MPOOJIEM C TOUKU 3PEHUsI KOHTPOJIS U
6e3omnacHocTh. Eciu ske yCTpOMCTBO TiepeiaeTcs Ha JITTUTENTbHBIN
CpoK, To cnienmayuctam 1T u 6e3omacHoCTH NpeATTPUSTUSI HE0O-
XOIMMO NEPUOAUYECKH ITPOBEPATH HAJTMUUE YCTPOKCTBA Y MOJIb-
30BaTeJisl, HalpUMED, Yepe3 COeIMHEHNE B KOPIIOPATUBHOM CETH.
CeaHchbl COeTMHEeHU I IOJKHBI OBITh PETrJIAMEHTHPOBAHBI (HAIpU-
Mep, He MeHee OIHOTO pa3a B HE/IEN0) U KpoMe KOHTPOJISI OObIU-
HO HECYT (DYyHKLIMOHAJIbHYIO HArpy3Ky. 3arpy:KatoTcs CBEXHUE aH-
TUBUPYCHBIE 0a3bl, YCTAHABIMBAIOTCS OOHOBJIEHUS JIJIsI KOMITO-
HEHT OIEPALIMOHHOM CUCTEMBbI, BO3MOKHO BBITIOJTHEHHUE YIAJICH-
HOTO PE3ePBHOIO KOMMMPOBAHUS U T. II.

HoyTOyk M KOMIUIEKTHOE K HeMy OOOpyIOBaHUE HOJIKHBI
OBITh MPENOCTABJICHBI ISl IPOBEPKU IO TEPBOMY TPeOOBAHUIO
otBeTcTBeHHOrO IT-CcrienmanicTa uim coTpyaHUKa Oe30macHo-
CTH TIPEANpUATHS. DTO HEOOXOAUMO JJIsI OTNIEPaTUBHOIO YCTpa-
HEHUSI «BUPYCHBIX aTak», KaKUX-JMOO OMACHBIX YS3BUMOCTEH
WIY TIPY pearnpoBaHUM Ha Upe3BbIUAHBIE CUTYAIK. PeKoMeH-



JyeTcsl MOAJEeP)KUBATh JOKYMEHTUPYEMYIO CBSI3b C MOJIb30BaTe-
JIeM 4Yepe3 KOPMOPATUBHYIO MEKTPOHHYIO TIOUTY MM MOOWJIb-
HBIA TeehoH. B sKCTpeHHBIX clydasx JOCTyI HOYTOyKa B KOP-
MIOPATUBHYIO CETh HE3aMEIJTUTENTLHO OJIOKUPYETCSl.



I'naBa 4.2. HoyTOyK y
M0Jb30BaTeJisl BHE NPeINPUsITHS

Homyctrm, HOYTOYK nepeiaH Hojb3oBateno. Bmecre ¢ HOyT-
OyKOM MOJIb30BATENIO BPYYaeTcsi MaMsATKa O HEOOXOAUMBIX Me-
pax Ge3onacHocTU. O0A3aTENILCTBO O3HAKOMHTBCS C MAMSITKON
Y HCTOJIb30BATh MOOMJIBHOE YCTPOKCTBO JOIKHBIM 00pa3oM 3a-
KPEIUIEHO B PaCIUCKe MOJIb30BaTels C YKa3aHUEM CpOKa U LeJH
UCTIONB30BaHKs HOYTOYKa. OCHOBHBIE peKOMEH/IAINY MaMSITKH
MOTYT OBITh CJIE/TYIOIIMH.

— IepeHocute HOYTOYK B HAJEKHOW CYMKe, 3alllUIIAIONIeH
YCTPOMCTBO OT BJIard, yoapoB W MoBpexkjaeHud. He pasmerniai-
Te OMHOBPEMEHHO ¢ 00OPY/IOBaHWEM B CyMKE ITMCbMEHHBIE TTPH-
HaJIJIe;KHOCTH, TIUIIY WM HAMMUTKU. PUCK TOro, 4To BaIia Kapbe-
pa MOXKET 3aBHUCETh OT OYTHUIKH T'a3UPOBKY — HEJIOITYCTHM.

— I[Nepen TpaHCTIOPTHPOBKOI 3aBepIIKTe paboTy U BBIKJIIOUH-
Te HOyTOYK. OTKIII0ounTe Bee Kabenu u nepudepuiiHble yCTpou-
crBa. I1o BO3MOXKHOCTH He cljaBaiiTe HOyTOYK B Oarax Ha BpeMs
nepenera. VI3BecTHBI CTy4yau, KOTia HOyTOyK BOJIIEOHBIM 00pa-
30M HcUe3al U3 Oaraxa.

— AnanTupyiite HOyTOyK K IIepeMeHaM TeMITepaTypHBIX yCIIO-
BUM U BJIQ)KHOCTH OKpYXawoIen cpeapl MUHUMYM 15—20 mu-



HyT. OmnacaiiTech BHICOKOM BJIQKHOCTH, T. K. BHYTPU HOYTOyKa
oOpaszyeTcsi KOHAEHCAT, YTO MOXET MPUBECTU K KOPOTKOMY 3a-
MbIKaHU0. Eciii cMoTpeTh Ha 00CTOATENhCTBA peasibHO, TO MOJb-
30BaThCsl HOYTOYKOM B CayHe — OMAcHO /1J1Is1 )KU3HHU.

— W36eraiite nonaganus Ha HOYTOYK MPSIMBIX COTHEYHBIX JTy-
yeit. CrioxHast ObITOBasi TEXHUKA He IPYKUT ¢ conHiieM. Crapaii-
TeCh HE OCTaBJIATh HOYTOYK B Kapy B CaJlOHE aBTOMOOWJISI WJIU
B OaraxxHuke. B conHeuHblii IeHb TeMIepaTypa BHYTPH MaIlIMHbI
BCEr/Ia BbIILE JOMYCTUMBIX /JIs KOMIIBIOTEPA HOPM.

— Wcnonb3yiite HOyTOyK Ha POBHOM TBEPAOM CTOJIe, OACTAB-
ke. He cTaBbTe padoTaloniuii KOMIbIOTEP HA MATKHE TIOBEPXHO-
CTH, TaKKe KaK KOBEP, ofiesiia, noAyiika. HepoBHbie Msrkue mo-
BEPXHOCTH TPEMATCTBYIOT BO3AYIIIHOMY OXJIKACHUIO YCTPOM-
CTBa, a CJIE/ICTBUEM SIBJISIETCS HEJJONTUIA CPOK PaOOTHI.

— Kak MuHMMYyM pa3 B HeJIeITio TOKJTIoYanTe HOYTOYK K KOp-
TIOPATUBHOU CETH JJIsl OOHOBJICHUSI aHTUBUPYCHBIX 0a3 U MOJIY-
JIel orepalMoHHOM crucTeMbl. He ucrosnb3yiiTe MoCTOpOHHUE UC-
TOYHWKHM OOHOBJIEHUH B MHTepHeTe. He ycTaHaBmBaiiTe mocro-
pPOHHee MporpaMMHOe OOecIieueHue, B CIydae HeoOXOMUMOCTH
oOpamaiitech B ogpaszaenenue IT. B mporBHOM cityyae Bac ¢
OOJIBITION BEPOSITHOCTHIO OOBUHSAT B PACPOCTPAHEHUH «BPEJIO-
HOCHOT'O KOJIa».



— He pexomeHIyeTcsi MCIONB30BaTh HOYTOYK M JIOMOJHU-
TeJIbHOE OOOPYIOBaHUE B OOIIECTBEHHBIX MECTax, I7Je eCTh Be-
POSATHOCTh HACHUJIbCTBEHHOIO 3axBaTa HOYTOyKa WMJIM €ro Kpa-
*Ku. CTpOro orpajgiute HOyTOyK OT UCIIOJIb30BAHUS TOCTOPOHHH-
mu Jriamu. TTo1b30BaTeb HECET OTBETCTBEHHOCTD 3a Oe30mac-
HOCTb KMCIIOJIb30BaHUsI BBEpeHHOro ooopynoBanus. [lotepst wiu
Kpaxa HOYTOyKa JIOCTaBSIT BaM HEMAJIO JJOCA/Ibl U «CITyKeOHOM
ropeuu».

— CoOmopaiiTe mpaBuia U TpeOOBAaHMS KOPIOPATUBHBIX TO-
JMTUK MH(pOPMAIIMOHHON Oe3omnacHocTu. He nomyckaiite mepe-
JAa4y U CIIyYallHOrO O3HAaKOMJIEHUs MOCTOPOHHUX JIMIL C NApo-
JISIMM JIOCTyNa K HOYTOYKY U CITy’KeOHBIMU CEPBUCAMH JWCTaH-
LIMOHHOT'O 10CTyMa. Eciiv BBl CEMEMHBIN YEJIOBEK, TO AJIsl IO3HA-
HUS IEKTPOHHOIO MUPA KyIUTE JIETAM WINA «BTOPOH IOJIOBU-
HE» JINYHbIA KOMIIBIOTEP.

— B ciyuae yrepu nnm Kpaxu ycTporCTBa NOJIb30BaTENb 0051-
3aH B TEUEHHUE IBYX YaCOB MPOMH(POPMHUPOBATH CITy KOy Oe3omac-
HOCTU MPEANPUSTUS O JAHHOM HHIIM/IEHTE, a 3aTeM 0OpaTUTh-
csl B IPaBOOXPAHUTEJIbHBIE OPraHbl MO (PaKTy Mpomnaxu o0opy-
noBanusi. CBOeBpEMEHHbIE aIeKBATHbIE MEPbI IIOMOTYT IPEIOT-
BpaTUTh YTEUKy MH(OPMAITUH U, BO3SMOXKHO, BEPHYTh YyTEPSIHHOE
YCTPOMCTBO.

B obmem ciiyyae peKoMeHIalluK 0 UCTIONb30BaHUIO, Tiepe-
HOCKE U 3aIuTe HOYyTOYKa OIyOJIMKOBAHbBI HA CAWTE TTPON3BOIM-



Tesis, Harpumep, HP [13].

[MomHuTE, YMTaTes b, YTO HOYTOYK He Bar, a Koproparus-
Hbii. CriejoBaTenibHO, paboToAaTe b MMEET MOJTHOE MPABO 3HATH,
YTO MPOUCXOOUT U KaK Bbl MOJIb3yeTeCh MEPEHOCHBIM KOMIIbIO-
TEpOM KOMITaHUU. BO3HHKAIOT orpeie/ieHHble PUCKH, KOTOpbIe
Hecet PaGoTtonatesib, BBepsisi BAM KOMITbIOTEP /IS TUCTAHIINOH-
HOT'O KCIIONIb30BAHMSI, UMEET CEPhE3HbIE OCHOBAHUS OrPAaHUYHUTH
IECTBHSI, KOTOPbIE BO3MOXHBI IPH COEIMHEHUU HOYyTOYKa KOM-
MaHUW C UHTEPHETOM. BBITIONTHEHUE MTPOMUCHBIX JIeMEHTapHBIX
npaBwiI OyAeT COCOOCTBOBATH Balllel YCIIEITHOM padoTe.



I'napa 4.3. IlepconanbHbIe
MOOMJIbLHBbIE YCTPOICTBA.

J17151 IepcoHabHBIX HOYTOYKOB M CMapT(OHOB TpeOOBaHMS K
3ammTe nH(popmanmu yxecroyaiorcs. [loBcemecTHbIN AOCTYN B
WHTepHeT u jierkast 10CTyIHOCTb K HEJJOCTATOYHO 3aLUIIEHHBIM
MOOWJIBHBIM YCTPOWCTBaM JWKTYIOT HOBBIE MpaBUiIa K Oe30rac-
HOCTU MH(OPMAILIMOHHOTO OOMEHa.

s padotel yepe3 VIHTepHET kesaTebHO COXPaHUTh aHO-
HUMHOCTB pabOThI B INIOOAIBHOM CETH, YTO BO3MOXKHO, €CJTH UC-
nosib3oBaTh VPN!!. Dta TeXHOIOr M [TO3BOISAET 3aXOIUTH Ha UH-
TEPHET-PECYPCHI CKPbIBAsA UICTOYHUK COEIMHEHU TaK, YTO HUKTO
HE Y3HAET HACTOAIIee MECTOMNOIOKEHNE UCTOYHUKA JAHHBIX. DTO
BaXXHO, €CJIM Bbl PELUWIN M3-3a TPaHUILIbl COBEPUIUTD OMEparfio
B POCCHIICKON (DMHAHCOBOW OPraHM3alliy WK MOJKJIIOUUTHCS K
CEPBUCY /151 TPOCMOTPA MHOCTPAHHBIX HOBOCTEN M Meaua-(an-
JoB U3 Poccun. [lo ucnonb3oBanuss VPN Takasi BO3MOXHOCTD
JOCTUTAJIACh Yepe3 COeIMHEHNE, COCTOSAILEE U3 LIETIOUYKH TIPOK-
cu-cepBepoB. VPN peasibHO ITOMOXKET COXPaHUTb MECTOHAXOXK-
JEHHAE MCTOYHMKA 3alPOCOB WJIM BOCIOJIb30BATHCSA CEPBUCOM,
JOCTYIIHBIM TOJIBKO /111 KOHKPETHOM cTpaHbl. [lonHas aHoHUM-
HOCTh BO3MOXkHa, ecnii VPN-npoBaiiiep He XpaHUT JaHHbIE O
BallleM COEIMHEHUM UM UMEET MHOIO CTpaH, IJie PacrioiOkKEHbI

"'VPN - aurn. Virtual Private Network, BUPTYyaJIbHAsl YaCTHAs CETb.



VPN-cepgepbi.

HauGonee  momymsipusl ~ VPN-cepBuchl:  RusVPN 12
TunnelBear'® u Hideman'4. V 3Tux cepBUCOB eCTh MPUIOKEHUS
s 10S, Android, a Takke BepcHM ISl IEPCOHAIBHBIX KOM-
nbiotepoB. /st 6pay3epoB Chrome u Opera ecTb COOTBETCTBY-
IOlIMe paciupeHus (IJIarvHel). 3arycKaiTe nporpammy, BbIOU-
paiiTe UCXOHYIO CTpaHy ISl Balllero COeMHEHMSI, U Bbl TIONY-
yrTe HEOOXOAUMYIO CTENIeHb aHOHUMHOCTH. Bosiee MOIIHOI ajib-
tepHaTrBOl VPN-cityx0am siBiisieTcst HeOe3U3BeCTHBIN Opay3ep
Tor®

12 RusVPN — https://rusvpn.com
13 TunnelBear — https://www.tunnelbear.com
14 Hideman — https://www.hideman.net

15 Tor — https://torproject.org



Konen 03HaKOMUTEJLHOI'O
¢dparmenra.

Tekct npenocraBieH OO0 «JIutPec».

[IpounTaiiTe STy KHUTY LIEJIMKOM, KYIIUB TOJIHYIO JIETATbHYIO
Bepcuio Ha JIutPec.

Be3ormacHo oriaTuTh KHATY MOKHO OaHKOBCKOH KapToit Visa,
MasterCard, Maestro, co cuyera MOOMJIBHOTO TesiehOHa, C TiIa-
Te)KHOro TepMmuHaia, B cajoHe MTC wmm Cesa3HoOHM, uepe3
PayPal, WebMoney, Aunexc./lensru, QIWI Komenek, 60Hyc-
HBIMU KapTaMu WK APYTUM YI0OHBIM Bam crioco6om.
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