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ABTOPCKHH KOJLIEKTHB

Pyuxuna I'yavnapa ®Paroposena — npodeccop, aekan IOpunndeckoro ¢pakynasrera PI'OBY
BO «®unancosbii yausepcutet npu [Ipasurenscree Poccuniickoit ®enepanun», JOKTOpP I0puanye-
CKHMX HayK, npodeccop;

Jemuenxo Makcum Baadumupoeuu — KaHIuIaT IOPUIMYECKUX HAYK, JOLEHT, 3aMECTUTEIb
nekana lOpuauueckoro gakyinprera 1o HayuHoi padote PI'OBY BO «®UHAHCOBBIA YHHUBEPCUTET
nipu [IpaButenscrBe Poccuiickoit ®epeparmn»;

Ilonoea Anna Baaducaagoena — NOKTOP I0OPUANYECKUX HayK, podeccop, podeccop enap-
TaMEeHTa MEXAyHapoaHOro 1 myonuuHoro npasa Opunuyeckoro dakynprera PI'OBY BO «Punan-
coblil yHuBepcuteT nipu IIpaButenscree Poccniickon ®enepauum»;

Jlanuna Mapuna Adanacvesna — NOKTOp I0OPUIUUYECKUX HAYK, Ipodeccop, I1aBHbIA Hayy-
HBIN cOTpyAHUK LleHTpa nccinenoBanmnii M sKCepTus, npogeccop JlenaprameHTa MexXJyHapOAHOTO U
nyonmyHoro npasa lOpuanyeckoro gakysprera PI'OBY BO «®unancoblil yHuBepeuret npu Ilpa-
BuTesbeTBe Poccuiickont denepanum»;

Ilas.auxoe Cepeeii I'epacumosuu — TOKTOp IOPUAMYECKUX HAYK, Ipodeccop, pyKOBOAUTEb
JlenaprameHTa paBoOBOIO PETyIMPOBAHUA SKOHOMUYECKOM JesATenbHocTH IOpuandeckoro paxyiib-
tera PI'OBY BO «®unaHcoBbi yHUBepcuteT npu [IpaBurensctBe Poccuiickon ®enepanum»;

TI'opoxoea Ceemaana Cepeeeéna — KaHIU AT IOPUIMUECKUX HAYK, IOLEHT, BEIYIIUI HAyYHbIN
coTpyaHuk LleHTpa rccinenoBaHui ¥ 9KCepTu3, JOLEHT JenapraMeHTa MexxayHapOAHOro U myOnny-
Horo mpaBa fOpuanueckoro gakynsrera PI'OBY BO «Punancosblii yHHBepcuTeT nipu [IpaButens-
crBe Poccuitckon denepanmm»;

Csupuoosa Examepuna Anexcanopoena — KaHIuIaT I0PUANYECKUX HayK, JOLEHT, CTapIIii
Hay4HBIM COTPYIHUK LleHTpa ncciie1oBaHnil ¥ 9KCIepTU3, JOLEHT [lenaprameHTa MexIyHapOJHOIO U
nyonmyHoro npasa lOpuanyeckoro gakymnprera PI'OBY BO «®unancoblil yHuBepeuret npu Ipa-
BuTesbeTBe Poccuiickont denepanum»;

Hemaunos Hemaun IHlanyposuy — kaHIuaaT IOpUIUYECKUX HAYK, 3aMECTUTEIND JekaHa Opu-
AWYECKOro (hakysbTeTa Mo JOMOTHUTEIHHOMY MPO(ECCHOHAIBHOMY 00pa30BaHUI0 M MarucTparype
PI'OBY BO «®unaHcoBbill yHuBepcuteT nipu IIpasurenscree Poccuiickon ®enepanmn»;

bapaxuna Enena IOpveena — kaHauaT I0pUIMYECKUX HAyK, JabopaHT-UccienoBarels LieH-
Tpa MCCJIEIOBAHMI M SKCIIEPTU3, CTAPIINI TperojiapaTens JlenapraMenTa MeskIyHapoQHOTO U ITy0-
mruHoro npasa IOpuanueckoro ¢akysnsrera PI'OBY BO «PunancoBbll yHUBepcuteT npu [Ipasu-
tesiberBe Poccuiickon deneparym».
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BBenenne

TocymapctBo ynensietT Bce Oosbliiee BHUMaHUE HEOOXOOMMOCTH PETryJIMPOBaHHS HOBBIX Iep-
CIIEKTUBHBIX HAITPABJIEHUN TEXHOJIOTMYECKOTO Pa3BUTH S, KOTOPbIE aKTUBHO Pa3BUBAIOTCS. JTO B IOJI-
HOIl Mepe OTHOCUTCSI M K BOIPOCAM PETYJIMPOBAHMS B 00NaCTH POOOTOTEXHUKHU, UCKYCCTBEHHOTO
MHTEJUIeKTa. B 1ensx pa3BuTHs UCKYCCTBEHHOTrO nHTesieKkTa B Poccun ykasom Ipesunenra Poceuii-
ckoii Peneparmu ot 10 oktsa0ps 2019 1. Ne 490 yrBepxkaeHa HammonanpHas crpaterusi pa3BuTHs
ncKyccTBeHHoro unreuiekra ao 2030 roga B Poccuiickoit ®enepanmu (nanee — Crparerus).

Crparerueii onpezeneHsl 3a4a41 pPa3BUTHA UCKYCCTBEHHOIO MHTEJUIEKTa B Poccun, K KOTOpbIM
OTHOCSTCS:

— NoZIAEPKKa HayYHBIX MCCIEJOBAHUI B LIEJIAX 00eCHeYeH s ONepeKaloIero pa3BUTHS UCKYC-
CTBEHHOI'O MHTEJJIEKTA;

— pa3paboTKa 1 pa3BUTHE MPOrPAMMHOIO 0OECIeUeHHsI, B KOTOPOM MCHOJIb3YIOTCS TEXHOJIOTHU
HCKYCCTBEHHOI'O MHTEJJIEKTA,;

— TIOBBIINIEHUE JOCTYITHOCTH M KauyecTBa JaHHBIX, HEOOXOAMMBIX [UIsl Pa3BUTHS TEXHOJOTHI
MCKYCCTBEHHOI'O UHTEJJIEKTA;

— MOBBILIEHHE JOCTYITHOCTH aNapaTHOroO 00ecreueHu s, HeOOXOIMMOTO JUIsl PEIleHus 33424 B
00J1aCTH MCKYCCTBEHHOTO MHTEJIJIEKTA;

— MOBBIIIIEHNE YPOBHS 00€CIeUYeHHs] POCCUIICKOrO pbIHKA TEXHOJIOIUI NCKYCCTBEHHOTO MHTEI-
JIeKTa KBaTU(PUIMPOBAHHBIMU KaJpaMU U YPOBHSI MH(POPMUPOBAHHOCTH HACEJIEHUS O BO3MOKHBIX
cepax UCHOIB30BAHUS TAKMX TEXHOIOTHIA;

— CO3/1aHMe KOMIUIEKCHOW CHCTEMBI PEryIMpOBaHHsI OOIIECTBEHHBIX OTHOIICHUH, BOZHUKAIO-
IIMX B CBSI3U C PA3BUTHEM U HCIOJIb30BAHUEM TEXHOJIOTMI UCKYCCTBEHHOTO MHTEJIEKTA.

Bo ucnonnenne Crparerun pa3padotaH penepaibHbliil MpoeKT «VICKyCCTBEHHBI MHTEIUIEKT
HallMOHATBbHOM TporpaMMmsl «LludpoBas skoHoMEKa». B 1iensax koopavHaiuy AestensHoCcTy (efe-
PaJIbHBIX OPraHOB rOCY/IAPCTBEHHO BJIACTH, OpraHMU3alMil OM3HEca M HayKH TIocTaHOBIeHHeM [1pa-
ButenbcTBa Poccuiickoii ®eneparuu ot 23 HosOpss 2019 1, Ne 1500 co3pmaHa MOIKOMHUCCHS TIO
Pa3BUTHIO UCKYCCTBEHHOT'O MHTEJUIEKTa, CONpPeICEeAATeNsIMU KOTOPOM SIBJIAI0TCS MUHUCTP 9KOHOMU-
yeckoro pa3sutus Poccuiickoit ®enepauyu u Ipesunenr, [peacenarens Ipasnenus ITAO Coep-
OaHK. [71aBHBIMM 3a1a4aMM JIeATETbHOCTH TOJKOMUCCUM SIBJISIETCSl PACCMOTPEHME IMPEAJIOKEHU,
CBSI3aHHBIX C Pa3BUTHEM MCKYCCTBEHHOI'O MHTEJUIEKTa, COIIACOBAHME MEPONIPUATUI (peiepaTbHOro
npoekTa «VICKycCTBEHHBIN MHTEJUIEKT», CONEHCTBHE pean3allid «JOPOKHOW KapThl» MO Pa3BU-
THIO BBICOKOTEXHOJIOTUYHOW 001acTu «VICKyCCTBEHHBIN MHTEIUIEKT» M peaM3alliy COIJIAICHUH,
3akJiioueHHbIX Mexy [IpaButenscrBom Poccuiickoii @enepanun u [TAO COepOaHK, a Takke Mek 1y
[TpaButensctBom Poccuiickont ®@enepaumu 1 AO «YK «POII». MUHIKOHOMPa3BUTHUS TOATOTO-
BWJIO MTPOEKT KOHIIEMIIMK PeryIMpoBaHus UCKyccTBeHHOro nHresuiekra (M) n podororexHuku 1o
2023 r. [1o MHeHHUI0 pa3pabOTUMKOB, JOKYMEHT JIOJKEH BHECTU PETYJSATOPHYIO KOHKPETHKY B ykKe
yTBepxAeHHyIo Ipe3unentom Poccuiickoit ®eaepanyn HalmoHanbHyIo cTpaTeruio no UCKycCTBEH-
HoMy uHTeuIeKTy. Llenbio KoHuenmuy peryampoBaHus TEXHOJIOTMI UCKYCCTBEHHOTO MHTEJIEKTa U
POOOTOTEXHUKH SABJISIETCS (POPMHUPOBAHNE OCHOB ITPABOBOTO PETYJIMPOBAHMS HOBBIX OOIIECTBEHHBIX
OTHOILIEHUH, CKJIaBIBAIOIIMXCS B CBSI3U C Pa3padOTKON M NPUMEHEHUEM CUCTEM C UCKYCCTBEHHBIM
MHTEJUIEKTOM, B TOM YHCIIE B YACTH CO3/IaHMSI M MCTIONB30BaHUsI pOOOTOB, & TAKKE CHATHE ITPABOBBIX
0apbepoB, MPEMATCTBYIOLIMX pa3pabOTKe U MPUMEHEHHUIO YKAa3aHHbBIX CHCTEM.

HecmoTpsl Ha akKTUBHOCTb TOCYJapCTBA B Pa3BUTHM MCKYCCTBEHHOIO MHTEJIEKTa, pOOOTOB U
OOBEKTOB POOOTOTEXHUKH, MHOTHE c(hepbl HOPMATUBHOTO PETYJIMPOBAHUS OCTAIOTCS He pa3pado-
TaHHBIMH M HE MCCJIEIOBAHHBIMU, OCOOEHHO IO CPABHEHHUIO CO MHOTMIMU 3apyO€KHBIMU CTPaHAMH.
IT0 onpesesieT aKTyaIbHOCTh ITPOBEACHNU ST HAYIHBIX MCCIIEIOBAHUH, BHIPAOOTKH TEOPETHUECKUX U
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MPAKTHUECKHX TOJIOKEHUH B 00JIACTH IIPABOBOTO PETyIMPOBAHUS pacCMaTpUBAEMBIX B pabOTe OTHO-
HICHU.

B pamkax uccnenoBanust ObLIM ONpeesieHbl OCHOBHBIC 33/1auH, pellieHrne KOTOPhIX 00ecrevu-
BaeT JIOCTHMKEHHE 11T HACTOSIIIETO UCCIIeI0BAHMS:

— WCCJIEIOBATh PHUCKU MCTIONb30BAHUS KHOEp(U3NIECKUX CHUCTEM, UCKYCCTBEHHOTO WHTEI-
JIeKTa, poOOTOB ¥ OOBEKTOB POOOTOTEXHUKH, B TOM YHCIIE C YUETOM TpeOOBaHMIA MH(POPMAIIMOHHOM
OE30IMaCHOCTH;

— HKCCJEIoBaTh COOTHOIIEHHE TMPABOBBIX U HPABCTBEHHO-3THUECKHUX MPUHIIAIIOB MCIIOJb30-
BaHMs KMOep(PU3MUECKUX CHCTEM, U Pa3padOTKa STMYECKUX MPaBWJI B3aMMOICHCTBHS YelOBEKa C
WCKYCCTBEHHBIM UHTEJIJIEKTOM, POOOTaMHU M OOBEKTaMU POOOTOTEXHUKU;

— MPOBECTU aHAJM3 MPABOCYOBEKTHOCTH UCKYCCTBEHHOTO MHTEJUIEKTa, pOOOTOB U OOBEKTOB
POOOTOTEXHHKW;

— MIPOAHATU3UPOBATH BOBMOXKHOCTH CO3/IaHUsI THOKOW CUCTEMbI HOPMAaTUBHO-TTPABOBOTO Pery-
JIMPOBAHUS, JOMYCKAOIIEH BOZMOXHOCTU TECTUPOBAHUS U OTPAaHUMUYEHHOTO UCTIOIb30BAHMSI, FapaH-
THpYIoIasi 6e30MacHOCTb HACEJIEHNS Y HalpaBJieHHasl Ha CTUMYJIMPOBAHUE Pa3BUTHS UCKYCCTBEH-
HOT'O MHTEJUIEKTa, pOOOTOB U OOBEKTOB POOOTOTEXHUKH;

— 000CHOBATh MPEIOKEHUS 10 CO3JAHUI0 HEOOXOIUMBIX MTPABOBBIX YCIOBHIA 1151 3((PeKTUB-
HOTO HCIIOJIb30BAHUS UCKYCCTBEHHOTO MHTEIIIEKTa, POOOTOB M OOBEKTOB POOOTOTEXHUKHU B cpepe
MpaBa UHTEJICKTYaJIbHOW COOCTBEHHOCTH, B OAHKOBCKOM M TPAHCIIOPTHOM cpepe.

B pesynbrare ucciienoBaHus TUIAHUPYETCS MOMYYUTh HAYYHbIE W TIPUKJIAJHBIE PE3y/IbTaThl, B
YAaCTHOCTH: pa3paboTaTh STUYECKUE MPABIJIA B3AMMOACHCTBHS YeJIOBeKa C MCKYCCTBEHHBIM MHTEJI-
JIEKTOM, poOOTaMHU U OOBEKTaMU POOOTOTEXHUKH; MOATOTOBUTh AHAJUTUYECKUN OTUET O PUCKaX
UCTIONB30BaHUsI KUOEP(PU3MUECKUX CHCTEM, MUCKYCCTBEHHOTO HWHTEIUIEKTa, pOOOTOB U OOBEKTOB
POOOTOTEXHUKH C y4eToM TpeOGOBaHMN MH(POPMAITMOHHON Oe30MaCHOCTH; OIMUCATh TEOPETUICCKHE
TIO/IXO/Ibl B IOPUCIIPYICHIIMH K MPABOCYObEKTHOCTH MCKYCCTBEHHOTO MHTEIJIEKTa, POOOTOB M OOBEK-
TOB POOOTOTEXHHUKH U K COIEPKAHUIO TPk JAHCKO-TIPABOBOM OTBETCTBEHHOCTH B PACCMATPUBAEMOI
cepe; pazpadoTaTh IPeAJIOKEHHS 110 CO3IAHNI0 HEOOXOAUMBIX TTPABOBBIX YCJIOBUH ISt 3(ppeKTrB-
HOT'O MCTIOJIb30BaHUsI UCKYCCTBEHHOTO MHTEJUIEKTA B c(pepe MmpaBa MHTEIUIEKTYaIbHON COOCTBEHHO-
cTd, B OAHKOBCKOM chepe, B TPAHCIIOPTHOM cepe; n3aath MoHorpaduio mo marepuasiam HUP nns
dopmupoBanus 6aHKa peKOMEHTyeMOM JIMTepaTyphbl B X0/Ie TIOATOTOBKY 0OYUaIOIIUXCS TI0 COOTBET-
CTBYIOIIMM MPO(IIISM MPOrpaMM MaruCTparypbl U aCMPaHTYPhI.

[NomyuyeHHble pe3ysIbTaThl MPEACTABICHB B pab0Te B BUAE KOHKPETHBIX BBHIBOIOB U PEKOMEH-
JaIuii OpraHam rocyJapCTBEHHOW BJIacTH (peaepabHOrO U pEerMOHAIBHOTO YPOBHS, K Ubed KOMIIe-
TEHIIMY OTHOCUTCS BHIPAOOTKA MeP 10 CO3JaHHUI0 CUCTEMBI 3aKOHOJATEIFHOTO PEry/IMpPOBaHMs O3HA-
YEHHOW c(pepbl HAyYHOTrO UCCIIEAOBAHUS B LIEJISIX JAJIbHEHILEro pa3BUTHSA U yIIPOUYEHUs LU POBOU
SKOHOMUKH U JOCTHKEHHS TIepEeJOBBIX MO3UIIMI B MUPOBOM MacITade 1Mo MUCHOIb30BAHHMIO UCKYC-
CTBEHHOTO WHTEJUIEKTa, KUOEeP(PU3MUECKUX CHCTEM, HEWPOHHBIX CeTeH, Pa3IM4YHbIX BUJIOB POOO-
TOB M poOoTOTeXHUKH B Poccuiickoit Penepanyu. [IpakTrdyeckast 3HaUUMOCTh Pe3yJIbTaTOB padOThI
COCTOMT B BO3MOXKHOCTH HCIIONIb30BAaHUSI UX B padOTe OPraHOB rOCYAAPCTBEHHOM BJIACTH U TOCY-
JapcTBeHHBIX opraHoB Poccuiickoit ®enepanun 1151 pa3paOOTKU OT/AENBHBIX MOMPABOK, U U3MEHe-
HUI B 3aKOHOZIATEJILCTBE CTPAHbl, HOCSIIMX OMEPEkAIOMIMI XapakTep B LENSX MPEOJoIeHUs Mpo-
0e/10B B c(pepe TEXHOIOTMUYECKOTO Pa3BUTHsI CTpaHbl. TeopeTnyeckass 3HAUMMOCTh MCCIISIOBAHUS
3aKJII0YAeTCs] B BOBMOXKHOCTH HCIIOJIB30BAHMS PE3YJIbTATOB MCCIIENOBAHUS IJIsi Pa3BUTHS OOIIEH
TEOpUH TpaBa, WH(POPMAIIMOHHOTO MpaBa, I'PakJIAHCKOTO MpaBa, OaHKOBCKOTO M TPAHCIIOPTHOTO
npaBa, MpaBa MHTEJUIEKTYaTIbHON COOCTBEHHOCTH M MHBIX OTPACIIEBBIX IOPUINYECKUX HayK; HH(OP-
MAaTUKH, OMO3TUKHM, MEAUIMHBL U 1Ip. B Poccru. Hay4yHasi HOBU3HA 3aKJTI0YAETCsl B BBISIBJICHUU PUC-
KOB HCIIOJIb30BaHUsI KMOep(U3NIECKUX CHCTEM, UCKYCCTBEHHOTO MHTEJUIEKTa, POOOTOB M OOBEKTOB
POOOTOTEXHHUKH, B TOM YKCJIEe C YIeTOM TpeOOBaHUN MH(POPMAITMOHHON Oe30MacHOCTH, Orpeesie-
HUSI COOTHOIIIEHUS TIPABOBBIX M HPABCTBEHHO-ITUYECKUX MPHUHIUIIOB MCHOIb30BaHUS KNOEeppU3u-
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YECKHUX CHCTEM, M pa3pabOTKe ITHUYCCKHMX IMPAaBUJI B3aMMOIEHCTBHS UE/IOBEKA C MCKYCCTBEHHBIM
WHTEJUICKTOM, pOOOTaMH ¥ 00beKTaMK pOOOTOTEXHUKH, YCTAHOBJICHHSI BOSMOKHOCTH CO3/IaHM S THO-
KO CUCTEMBI HOPMATHUBHO-IIPABOBOI'O PEryJIMPOBAaHUA, IlOHyCKaIOHICfI BO3MOXHOCTU TCCTUPOBAHU A
Y OIPaHUYEHHOTO MCIIOL30BaHMUsl, FApaHTUPYOIas Oe30MacHOCTh HACeJIeHHs ¥ HalpaBJieHHAs! Ha
CTUMYJIUPOBAHUE PA3BUTHUS UCKYCCTBEHHOTO UHTEIJIEKTa, POOOTOB U 0OBEKTOB pOOOTOTEXHUKH.
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I'nasa 1
HccaenoBanue pUCKOB HCIIOJb30BaHMsI KHOep(pu3nuecKux
CHCTEM, HCKYCCTBEHHOI'0 HHTEJLJIEKTa, PpOOOTOB
00bEKTOB POOOTOTEXHUKH, B TOM UHCJIE C Y4eTOM
TpedoBaHui HH(OPMALIMOHHOH 0€30IIaCHOCTH

B nHacrosmem pasgene Mbl PEIITPUMEM TOINBITKY PACCMOTPEHHMS OCHOBHBIX BOIIPOCOB, CBfI-
3aHHBIX C BBIABJICHUEM, NTPENYIIPEXICHUEM U MUHUMU3ALUEN PUCKOB B IPOLIECCE UCIIOIb30BAHUSA
KHOep(U3NYECKUX CUCTEM, TEXHOJIOTHI UCKYCCTBEHHOTO MHTEJIEKTa U POOOTOTEXHUKU B Pa3iny-
HBIX cepax OOIIECTBEHHBIX OTHOIICHHUH, a TaKKe 000CHYeM HEOOXOAMMOCTh ITPABOBOTO PEryJIHpO-
BaHMS YKa3aHHBIX ITPOLIECCOB.

JlanHast Tema cabo OcBellleHa B OTEYECTBEHHOM MPaBOBOM Hay4dHOI suteparype. Hanbonee
CHCTEMHO PUCKH, CBSI3AHHBIE C UCTIOIB30BAHNEM TEXHOJIOTMI UCKYCCTBEHHOTO MHTEJUIEKTA PACKPBITHI
B 2017 r. [1.M. Mopxarom B MoHOrpacun «VICKyCCTBEHHBI MHTEJUIEKT: TPaBOBOM B3I [ 1]. me-
ercs s MyOJIMKaLUi U JPYTUX YUEHBbIX-IIPABOBE/IOB, KOTOPbIE 3aTparuBaji B CBOUX UCCIIE0BAHUAX
npoOJIeMbl PUCKOB TIPH SKCILTyaTallii UCKYCCTBEHHOTO MHTEIUIEKTa, POOOTOB M OOBEKTOB pOOOTO-
texHuku. K npumepy, 1.B. ITonkun un A.1. Penpkuna B cratbe «VICKyCCTBEHHBIN MHTEIJIEKT C TOUKU
3peHHu ITPaBa» BBIABUJIM UMEIOIIME CYIECTBEHHOE 3HAUYEHHE 11 IIPABOBOI'O PETYIMPOBAHUSA OCHOB-
HBIE PUCKH U HEOIPENEIIEHHOCTH, CBA3aHHBIE C UICKYCCTBEHHBIM MHTEJJIEKTOM [2]; B KOJJIEKTUBHOU
MoHorpacdun nox pegakuuei A.B. HesHamMoBa pacKpbITH TEHICHIMU 3apyOeKHOTO 3aKOHOATEb-
CTBa B 00JIaCTH CTPaxOBaHMsI PUCKOB P MCIOJIb30BAHUN POOOTOB M TEXHOJIOTHIA MCKYCCTBEHHOTO
HUHTeJIeKTa [3].

OpHaKO MOKHO C ITOJTHOM ONPEAEIEHHOCTHIO TOBOPUTH O B3ATOM Poccuelt Kypce Ha pa3BUTHE
MH(pOPMALIMIOHHOTO OOIIECTBA U YCTOMYMBBIN COLIMAIbHO-9KOHOMUUYECKUI POCT B YCIIOBUSIX MOCTY-
[IaTeJIbHOTO U3MEHEHHI SKOHOMUYECKOTO YKJIaJa MOCPEAICTBOM MHTErpalliy ONPENEJIEHHBIX 10CTH-
KEHUM Pa3BUTUSA LU(PPOBBIX TEXHOJIOIMH, O YEM CBHUIETENILCTBYET NEPBBIM ITAIl UCCIENOBAHUSA TIO
(pyHmameHTaIBHOM Hay4yHOU TeMe: «Teopusi MpaBOBOIO PEryJUPOBAHUS WCKYCCTBEHHOIO WHTEI-
JIeKTa, poOOTOB U 00BEKTOB poboTOoTeXHUKH B Poccuiickoit depeparmm» [4].

Tema pHCKOB IpY MCIOJIL30BAaHUH MCKYCCTBEHHOTO MHTEJUIEKTA M OOBEKTOB POOOTOTEXHUKH
HEOJHOKPATHO NOJHUMAJIACh B 3apyOeKHON Hay4HOH JIMTepaType, IpU4eM pacCMOTPEHUIO ITpe/iaBa-
JIUCh KaK IIUPOKUE TEOPETUYECKHE BOITPOCHI BBISIBJIIEHHS U OLIEHKU PUCKOB B ITPOLIECCE UCTIONIB30Ba-
HHSI ICKYCCTBEHHOTO MHTEJUIEKTa M POOOTOB B Pa3IMYHBIX chepax KU3HEAeSTeIbHOCTH, TaK U Oosiee
MPaKTUYECKHE U y3KKe pa3padOTKH, KOTOPIE MOTYT OBbITh BOCTPEOOBAHBI B ITPUKJIAHOM JIeSITEIbHO-
CTH T10 CO3JJaHUIO M IKCILTyaTallid KOHKPETHBIX POOOTH3MPOBAHHBIX OOBEKTOB.

Hcxoanbie MOHATHA

J11st aHanM3a pUCKOB MCIIONB30BAHMSI COBPEMEHHBIX POOOTH3HPOBAHHBIX M MHPOKOMMYHHUKA-
IIMOHHBIX TEXHOJIOTUI HEOOXOAMMO ONPEETUTHCS C MOHATHIHBIM aIlapaToM.

[Nousrtus «kudepduzndeckue cucteMbl» (nanee — KOC), «uCKycCTBEHHBINA MHTEIIEKT» (J1ajee
— W) 1 «pobOT» UMEI0T MHOKECTBO OnpeeseHuii [S]. B HayuHol paBOBO#i IMTEpaType aBTOPCKUI
1 HarOosiee MopOOHBIN Te3aypyc Ha PYCCKOM SI3bIKE pacCcMaTpyBaeMbIX MOHATHIA npencTasieH [1.M.
Mopxarom B padote «IIpaBo 1 MCKycCTBEHHbIN MHTEIUIEKT: Tezaypyc» [6], a Takke B KOJUIEKTUBHON
MoHorpacuu nop, pen. A.B. Heznamosa [7].
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OpnHako B paMKax HacToser paboThl Mbl OyAeM MPUIePKUBATHCS CIIETYIONIEeN TEPMUHOIOTUH,
KOTOpasi yCTaHOBJICHA B 3aKOHOJATEIbCTBE M B HOPMATUBHO-TEXHUYECKOHN JJOKYMEHTAITUH:

a) B @enepasibHom 3akoHe oT 24.04.2020 Ne 123-P3 u B Vkaze [Ipesuaenta PP or 10.10.2019
Ne 490 MMM packpbIT Kak KOMIUIEKC TEXHOJIOTMYECKUX PpEIIEHHi, MO3BOJSIOIMI UMUTHPOBATh
KOTHUTUBHBIE (DYHKITUM YesIOBeKa (BKJIIOYAs caMOOOyUeHHe U TOKCK pellieHui Oe3 3apaHee 3a/1aH-
HOT'O JITOPUTMA) U TIOJTy4aTh MPH BHITIOTHEHNH KOHKPETHBIX 33124 Pe3y/IbTaThl, COIOCTABUMBbIE, KaK
MUHUMYM, C pe3yJIbTaTaMU MHTEJUIEKTYaJIbHOW JEATEeIbHOCTH YesioBeKa. Komruieke TexHomornye-
CKHMX pelleHUi BKIII0YaeT B ceOsi MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHYI0 MH(PPACTPYKTYpy (B TOM
yrcIie THPOPMAIMOHHbBIE CUCTEMbI, HH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIE CETH, UHbIE TEXHU-
YecKue cpeacTBa 00paboTK MH(GOPMAINH), TPOrpaMMHOE oOecrieueHre (B TOM YHCIIe UCTIONb3YIO-
IIe METOIbl MAIIMHHOTO 00yUYeHusI), MMPOLIECCHl U CEPBUCH 1O 00pabOTKe TaHHBIX U TIOUCKY pellle-
Huii [8, 9]; B TOCT P 43.0.8—2017 u T'OCT P 43.0.7—2011 AU tpakTyetrcs Oonee JTAKOHUYHO
KakK «MojenupyeMast (MICKyCCTBEHHO BOCITPOM3BOIMMAsT) MHTEIUIEKTYaJIbHAS IESATEbHOCTh MbIIILIe-
HHSA JejioBeka» [10, 11];

6) B TOCT P 60.0.0.4—2019/MCO 8373:2012. HarmonanbHbIi cranaapt Poccuiickoii Peje-
patn. PoOoThI 1 poOOTOTEXHUYECKHE YCTPOUCTBA. TepMUHBI 1 orpesiesieHrsi» po0oT! (robot) onpe-
JieJieH BeCbMa KOHKPETHO KaK «MCTIOTHUTENIbHBIA MEXaHU3M, IIPOr paMMHPYEMBbIH 1O ABYM UJTH OoJiee
CTETeHsIM MOBMKHOCTH, 00J1a/1aI0IIMI OITPEe/IEIeHHOM CTETNeHbI0 aBTOHOMHOCTH M CITIOCOOHBIH TIepe-
MeIaThCsi BO BHEIITHEN Cpeie C LEeJIbIo BRIOIHEHHS 33/1a4 0 Ha3HaYeHuo» [12].

B stom ke crannmapre naHo nonsrtue: «Podororexnuka (robotics) — Hayka U MpaKkTHKA pas-
padoOTKH, IPOU3BOCTBA U TIPUMEHEHUsT poOOTOB» [12]. [ToHATHE «OOBEKT POOOTOTEXHUKU» HU B
MPaBOBBIX, HM B TEXHUYECKUX HOpPMax He 3aKperuieHo. Vcxons u3 npuBeJeHHOro NOHATHST poOOTO-
TEXHUKH, K 00BbEKTaM pOOOTOTEXHUKH MOKHO OTHECTH Pa3IMYHbIE KJIACCH M KATETOPUH POOOTOB U
POOOTOTEeXHUUYECKHE CHCTEMBI.

Tepmun K®C (anri. — Cyber Physical Systems, CPS) noka 4to HOpMaTMBHO HE PaCKpHIT,
HO, KaK MPaBUJIO, B HAYYHOU JIUTepaType otedecTBeHHbIe [ 14, 15, 273] u 3apydexnbie [16, 17] cre-
[UAJIMCTHI B oOnactu nHpopmarmonHoi 6e3onacHoctu nog KOC nogpaszymeBaior eauHyo uHGOp-
MAIIMOHHO-TEXHOJIOTUYECKYIO Cpey, 00eCTIeuMBAaIONIyI0 MHTETPAIMIO BHIYUCIUTEIBHBIX PECYPCOB B
(usnyeckue mporecchl. ITO TEeXHUYECKask CUCTEMA, B KOTOPOW B3aMMOCBSI3aHbl BBIUMCIIUATEIbHbBIC
3JIEMEHTBHI ¥ SIEMEHTHI (PU3MYECKOW TIPUPOIBI, CIyKallMe HCTOYHUKAMU ¥ TIOTpeduTensiMu HHQOp-
Marlly.

Kak BuguMm, HayuHast TpaktoBka noHatusi KOC u HopMaTHBHBIE, HOPMATHBHO-TEXHUYECKHUE
TpakTOBKH noHsATHiI I 1 poboTta nmerot cymniectBeHHble pasnuuus. Tak, I orpeneneH Ha OCHOBe
KOMITBIOTEPHOTO MOJIETIMPOBaHU s BechMa MMpoko, KOC coBmeniaeT MHPOKOMMYHUKAIIMOHHbIE TEX-
HOJIOTUU ¢ (PUBUYECKMMU KOMIIOHEHTAMHM, a TIOHSTHE poOOTa He TMO3BOJSET OXBATUTh IIMPOKUIA
CIIEKTP KJIACCOB U KAaTeropuii poO0TOB, KOTOPbIE MIMEIOT CyIIIeCTBeHHbIE pa3nnuus. Mcxoms u3 npuBe-
neHHbix TepMuHOB KOC, U 1 poOOTOB, MOXKHO YTBEpPKAATh, YTO MOAXOMABI K BBISIBJICHUIO U OIIEHKE
PHICKOB MX WCIIOJIb30BAHUSI, B TOM YHCJIEe C y4eTOM TpeOOBaHMN MH(POPMAIIMOHHON O€30MacHOCTU
MOT'YT OBITh Pa3IMYHBIMU M O0ONA/aTh OINPEAETICHHBIMH OCOOEHHOCTSIMH, ObITh B 3aBHCUMOCTH OT
crieuuUKU OTAENBHBIX chep UX TPUMEHEHH .

CrnepmoBatenbHO, OOIME PUCKUA C ydeToM obOecrieueHHs WH(POPMAIIMOHHON Oe30MacHOCTH,
corictBeHHbIe BceM Bupam KOC, MU, podotam u 06beKTaM pOOOTOTEXHUKH, U COOTBETCTBEHHO
BO3MOXKHOCTH MX TPABOBOTO PEryIMpOBaHusl OyOyT JieKaTh B TJIOCKOCTH HOPMATHUBHBIX MPABOBBIX
aKTOB B JJaHHOM 00MacTU. A HEMOCPEJCTBEHHO PHCKU WCIIONb30BAHUS OTAEIbHBIX PA3HOBUIHOCTEN
K®C, I u poOOTOB NOJIKHBI KOHKPETU3UPOBATHCS MPU TIOMOIIM TEXHMYECKOTO HOPMHUPOBAHUS,

! ITpu stom B ykazanHoM ['OCT nipu TpakTOoBKe MOHATHS «podoT» naHa ccblika Ha UCO/TK 299 «PoGoToTexHHKa», COITIaCHO
kotopomy B 2018 rofy 1aHO HOBOE orpezeeHre: poOoT (robot) — MPorpaMMHpPyeMBlid UCIIONHUTENBHBIN MEXaHU3M C OIpe/IeIeHHbIM
YPOBHEM aBTOHOMHOCTH /U151 BBITOJIHEHU I NIEPEMEILIeHH s, MAHUITYJIMPOBAHUS WX MO3UIIMOHMPOBAHUS.
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MOCKOJIBKY HeoOXoimma pa3padoTKa pa3HbIX MPABUII OIIEHKU W YIPABJIECHUS PUCKAMU IS Pa3iny-
HBIX KJIACCOB YCTPOMCTB. VIMEHHO 1o 3TOMY MyTH oty Kak crpansl EC B pa3BuTHM €BponencKon
POOOTU3MPOBAHHON MTPOMBIIIUIEHHOCTH, UCXO/ISI U3 CMbICa cofepxanusi Pesomorn EBporieiickoro
[TapnamenTa (nanee — Pezomonus) [ 18], Tak 1 Halie rocyiapctio.

Tak, B Pezomonun copepkarcss peKOMEHJAlUY 10 YCTAHOBJIEHUIO KPUTEPUEB KilacCU(pUKaLUN
POOOTOB; O HEOOXOAMMOCTH MPOXOKACHHS CHENATBHON PEruCTpaluy U 00 00s3aTeIbHOCTH OCHA-
IIeHUs] POOOTOB «UEPHBIM SIIMKOM», B KOTOPOM 3alMCHIBAIOTCS IaHHBIE TI0 KAXI0U BBITIOIHSEMOM
orepalyy, BKJII0YAast JIOTUKY MPUHATHS pellieHni; 000CHOBaHME pa3pabOTKU MPaBUII TECTUPOBAHUS
HOBBIX POOOTOB B peaibHBIX YCJIOBHSIX; OOOCHOBaHME HEOOXOAMMOCTH BHEJPEHUS 0OS3aTeIbHOTO
CTpPaxOBaHUS ISl OTpee/IeHHbIX BUIOB POOOTOB.

BaxxHpIM JOKyMEHTOM J1J151 UCCJIEJOBAHUS PUCKOB MCIONb30BaHUs TexHonoruii N saBnsercs
PykoBoncreo no stuke aiist U, npunsaroe B EC [18]. OqHuM U3 TpeX OCHOBHBIX PUHIIMIIOB UCTIONb-
3oBaHus VU sIBIisieTCS PUHIIUTT «HE HAaBPEAUTh». PYKOBOIICTBOM yCTaHOBJIEHBI OOIIUE MPaBIJIa Pa3-
PabOTKM TaKUX TEXHOJOTHIA: OHH JOJIKHBI ObITh O€30MACHBIMH, TIONOTYETHBIMH, HE HOCUTh TUCKPH-
MHUHAIIIOHHOTO XapaKTepa, ObITh MOAHAI30PHBIMHU YEJIOBEKY.

[Nepeuncnennsie fokymeHTsl EC, 0 cyTH, SBASIOTCS 0a30BBIM IOPUINYECKUM (DYHIAMEHTOM
MIPABOBOTO PEryIMPOBAHUS PUCK-OPUEHTUPOBAHHOTO MOIX0/A UCTIOIB30BAHKS COBPEMEHHBIX POOO-
TU3UPOBAHHBIX ¥ NH(POKOMMYHHUKALIMOHHBIX TEXHOJIOTUH.

B Poccwiickoii ®eneparun mpodiaeMsl odecrieueHrs: HPOPMAITMOHHON Oe30TMacHOCTH TPy
ucnonb3opanun KOC, U, po60oTOB 1 00BEKTOB POOOTOTEXHUKH ITyTEM yUeTa, OIIeHKH U yIIpaBJie-
HUSl PUCKAMHM HaXOAMT CBOE OTPak€HHE KaK B HOPMATUBHBIX aKTaxX pa3lMYHOIO YpPOBHS (3aKOHBI,
ykassl [Ipe3unnenra, nocranosienus IlpaBurenscrBa PP, BenoOMCTBEHHBIE HOPMATUBHO-IIPABOBbIE
aKThl), TAK U1 B HOPMATUBHO-TEXHUYECKUX JOKYMEHTaX (TEXHUYECKHUE PErIAMEHTbI, HALIMOHAJIbHbIE
CTaHAAPTBHI).

BesyciioBHO, UTO AJ1s1 ycnentHoro (pyHKIIMOHUPOBAHUsI POOOTU3MPOBAHHBIX M MH()OKOMMYHU-
KALMOHHBIX TEXHOJIOTHI [IOJKHBI YUMTBIBATbCS BO3HUKAIOIIME B PE3YJIbTAaTe TaKOW AESTEIbHOCTU
pucku [19].

Yto Takoe pUCKU?

DTUMOJIOTHS CJIOBA «PUCK» (U3 (PPAHILY3CKOTO Fisque — «PUCK», UTAIBSIHCKOTO FisiCO) NPou3o-
wino u3 JIp. — rped. PLLLKOV— «yTEC», Ap. — rped. PLlo — «IOAHOKUE TOPbI»; «PUCKOBATh» — TEp-
BOHAUYAJIbHO O3HAYAJIO «JIABUPOBATh MeX Ty cKay» [20]. Knaccuuecku mpaBoBO# pUCK paccMaTpuBa-
eTcsl KaKk IpUCyIasi YeJOBeUeCKO! IesTeTbHOCTH OObEKTHBHO CYIIECTBYIONIAS U B OMPEAEIEHHBIX
npeziesiax CrocoOHasi K OIEHKE U BOJIEBOMY PEryIMPOBAHUIO BEPOSITHOCTh TIOHECEHUST CYObEKTaMU
MPABOOTHOIIIEHUI HETATUBHBIX TOCIIE/ICTBUN BCJIECTBIE HACTYTUICHUS HEOIAronpUsITHBIX COOBITHIA,
3aKOHOMEPHO CBSI3aHHBIX C pa3HOOOPa3HBIMU MIpeANochlIKamMu (pakropamu pucka) [21].

Crnenyer Tak:xe OTMETUTb aKTMBHO Pa3BUBAIOILYIOCS PEIALMOHHYI0 TEOpuIo pucka. Boholm
A., Corvellec H., packpbiBasi €e CyIIHOCTb, OTMEYAIOT, YTO YKa3aHHAsl TEOpHsl BHIBOAUT PUCKU U3
PacIoNOKEHHOT0 O3HAHU 1, KOTOPOE YCTaHABJIMBAET OTHOIIEHUSI pUCKa B KOHTEKCTE OIPEAEIeHHBIX
HeTIpeIBUACHHBIX OOCTOSITENBCTBAX U OMpeeSIeHHOM MPUYMHHOM BO3JeWCTBUM. CHUJbHAsI CTOPOHA
PEJISILIMOHHOM TEOPUH, COITIACHO KOHLIETIIIMM aBTOPOB, COCTOUT B TOM, UTO OHA MO3BOJISIET UHTEPIIpE-
TUPOBATh MIPUPOAY PUCKA; OTBEYATh BOMPOCHl O TOM, YTO OTHOCUTCSI K PUCKaM U MOYEMY, a TaKkKe
MpeJlaraeT HOBbIE MOJXO/bl K YIPABJIEHUIO PUCKAMMU, TaK KaK MOBHIIIAET YPOBEHb NH(POPMUPOBAH-
HOCTH O HUX BCEX 3aMHTEPECOBAHHBIX CYOBEKTOB [22].

Tak, Head G.L.3 paccmarpuBas TeopeTudyeckrie BOIpOCkl KOPIOPATUBHOIO yIpaBJIEHUs BCe-
BO3MOXHBIMU PUCKAMHU, [IeJIaeT aKLIEHT Ha CyObEKTUBHbIE (DAKTOPBI POAYLIMPOBAHUST PUCKOB. Pa3-
HbIE€ TIOKOJIEHUSI YIIPABJICHIIEB, HAXOAMUBILIMXCS Y pyJisl YIPaBJIEHUS KOPIOpaLMSIMH, UMEIOT Pa3Hble
B3IJIS/Ibl HA OZIMH U TOT K€ PUCK. DTO KacaeTcs TaKKe OTIEeNbHO B3ATOro nHauBKHaa. CyObeKTHBHBIC
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B3[JIsLIbl YIIPABJIEHIIEB HA KOPIIOPATUBHOM YPOBHE MOTYT MMETh pellaioliee 3HaYeHUe Ha OpraHu3a-
LMIO YIPaBJIEHUS peausiMU pUCKOB. MeHsIoImascs cTpaTerus yrnpapjieHus] PUCKaMU MOXKET Pe3KO
VM3MEHUTH JIEUCTBUSI MEHEKEPOB TIO YIPaBJIeHUIO puckamu [23].

Puck B ki1accuueckoM MOHMMAHUM B JIIOOBIX chepax KU3HEAEATeIbHOCTH Jiofiei (6e3 UCTonb-
3oBanust KOC, UM unmm poOOTOB) HOCUT JABOMCTBEHHBIN CYyOBEKT-OOBEKTHBIN XapaKTep, COOTBET-
CTBEHHO, 9JIEMEHTHI PHUCKa MOIPA3/IEIISIOTCS Ha 00bEKTUBHBIE ((DaKTOPHI M CHTYallMsl PUCKA) U CYOb-
eKTHBHBIC (CYOBEKT U BOJIEBOE perynipoBanue)» [21, ¢. 20]. Kak mpaBuio, B rpaxIaHCKO-TTPABOBBIX
OTHOILICHUSIX «IIPABOBOM PHCK — 3TO TEKYIIMK WM OYIyIIMI PUCK TOTEPU JOXO/A, KamuTaua Win
BO3HMKHOBEHHUSI YOBITKOB B CBSI3M C HAPYIICHUSIMUA WJIM HECOOTBETCTBUEM BHYTPEHHUM Y BHEIITHUM
IIPAaBOBBIM HOpPMaM, TaKMM KaK 3aKOHBI, MIOJ3aKOHHBIE aKThl PETYJISTOPOB, IPaBUJIA, PEIJIAMEHTBI,
MpeANUCaHusl, yUpeuTeNbHble JOKYMEHTh» [21, c. 21].

[IpencraBnsercss BaXHBIM NpPUHATAs B HAMOHAJIBHBIX CTaHJapTax Poccum TepMuHONOTHS
puckoB. Ilynkr 1.1 Hanmonansnoro crangapra Poccuiickoit ®enepauuu 'OCT P 51897—2011/
Pykosoncreo MCO 73:2009 ot 16.11.2011 «MeneaxmeHT pucka. TepmuHsl u onpeneneHus» [24]
u nyHKT 3.1 HammonansHoro crangapra Poccuiickoit ®enepariu 'OCT P UCO 31000—2019
«MenenxmeHT pucka. [IpyHUIMIBI U PYKOBOACTBO» [25], IalOT onpeseneHue MOHATUIO PUCKA KaK
«cae0cmeust 8AUSAHUSL HEONPEOeAeHHOCIU HA 00CMUIICEHILe NOCMAB.IEHHBIX Ueell», 1aBasi TAKKe
HIDKecnenyomye pasbsicHeHusi: «[loj cieacTBreM BIUsHUS HEONPeAeIeHHOCTH HEOOXOIMMO MTOHU-
MaTh OTKJIOHEHHUE OT OKUIaeMOT0 pe3yJibTaTa UK COOBITHUS (MMO3UTUBHOE W/ Win HeraTueHOe). Llenmn
MOT'YT OBITh PA3IMYHBIMU 110 COIEPKAHMUIO. .. ¥ HA3HAYEHMIO (CTpaTernyeckue, O0IeopraHi3alioH-
HbIe, OTHOCSIIMECS K pa3padOTKe MPOeKTa, KOHKPETHOH MPOIYKIIMY U rporieccy). Puck yacro xapak-
TEPU3YIOT ITyTEM ONMCAHKS BO3MOKHOTO COOBITHS M €0 TMIOCIIEICTBUN WITH X coueTaHus1. Puck yacto
MIPE/ICTABIISIOT B BUJIE TIOCJEACTBUI BO3MOKHOTO COOBITHS (BKJIIOUYAs M3MEHEHUs OOCTOSATEHCTB)
Y COOTBETCTBYIOILIEH BEpOATHOCTU. HeomnpeneneHHOCTh — 3TO COCTOSIHUE MOJIHOTO WJIM YaCTUYHOTO
OTCYTCTBUSI MH(OpPMAIIUHU, HEOOXOAUMOM ISl IOHUMAHUS COOBITHSI, €ro TOCAECTBUIA U UX BEPOSIT-
HOCTE».

Crnenyer OTMETUTD, UTO B HAYYHOH JIMTEPATYPE BHICKA3bIBAETCS TOUKA 3PEHHUS O TOM, UTO BOC-
npusTHe Ae(PUHULIUYI PUCKa B KOHTEKCTE HEOIIPEIeJIeHHOCTH He sIBJIsieTCs npaBuiibHbIM. Tak, T Ward
S., Chapman C. pa3rpaHu4MBaIOT MOHATUS «HEOIPEAEIEHHOCTb» U «PUCK», OTMeYasi TP 3TOM, UTO
TEPMUH «PUCK» B OOJIbIIIEH CTENIEHU MOOLIPSIET MEPCHEKTUBY yrpo3bl, a HEONpeaeIEHHOCTh UMeeT
IIMPOKOE CMBICIIOBOE TOJIKOBaHME. AKLIEHT Ha HEOIPEJEJEHHOCTH, [0 MbICIM aBTOPOB, YIYyULIMUT
YIIPaBJIIEMOCTb PUCKAMU NP PEATM3ALMU IPOEKTa, TaK KaK MPEJOCTaBUT JONOJIHUTEIbHBII yIIpaB-
JIEHYECKUI pecypc 1Sl yIpaBJIeHUs1 BOZMOXKHOCTAMU [26].

Cratbeii 2 PenepasibHoro 3akoHa ot 27.12.2002 Ne 184-03 (meiicts. pen.) «O TEXHUUECKOM
PEryJIMpPOBaHUN» MOHSATHE PUCK OMNPEAEISAETCS KaK «BEPOSITHOCTh IPUUMHEHUS BpeJa KU3HU WU
3[I0POBBIO I'PaXAaH, UMYILECTBY (PU3NYECKUX WU IOPUAMYECKUX JIULL, TOCYIaPCTBEHHOMY WJIM MyHU-
LUIAJILHOMY UMYILECTBY, OKPYKAIOIIEN Cpelie, )KU3HU WU 3J0POBbIO JKUBOTHBIX M PACTEHUH C yue-
TOM TSDKECTH 3TOoro Bpena» [27]. [loHATHE «pPUCK» HEPa3phIBHO CBS3aHO C MOHSTHEM «Oe3ormac-
HOCTb». ABTOpPbl KOMMEHTapUsl K 3aKOHY IMOAYEPKMBAIOT, UYTO «JaXe I0CJe MPUHATHS BCEX Mep
0€30MacHOCTH HEKOTOPBIN PHCK, UMEHYEMBbIi, KaK TIPABIJIO, OCTATOUHBIH, Bceria OyaeT pUCyTCTBO-
BaTh. Takol PUCK pacCMAaTPUBAETCS KaK JIOMYCTUMBIH, T. €. IPUEMJIEMBII ISl KaK/10i KOHKPETHOM
CUTYAIIH C YYETOM CYIIECTBYIOIIMX OOLIECTBEHHBIX IEHHOCTEH (B T. 4. SKOHOMUYECKUX, OIUTHYE-
CKuX (paKTOPOB, TPAAULIMI) B KOHKPETHOM CTpaHe U B KOHKpeTHoe BpeMs» [28]. BesycnoBHo, npu
OLICHKE W yMpaBJIieHNH puckamu ripu ucnonb3oBannu KOC, MU, po60oToB 1 0OBbEKTOB pOOOTOTEX -
HUKY TTPUHIIMIT IOMTYCTUMOCTH PHCKOB OYJIET Jie)KaTh B OCHOBE MPABOBOTO PETYJIMPOBAHMUS.
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. Komrektun ABTOPOB. <<H|')‘LIBOBO€ PEryJIMpOBaHUA UCKYCCTBEHHOI'O MHTEJIJICKTA, p()()O'lOB 1 00BEKTOB |')()6(Tl()l'€XHl’ll\'l’l Kak
YCJIOBHE (l)()PI\IMpOBilHHH 9KOHOMHYECKOIO JIMACPCTBA B Poccun»

HOpMaTI/IBHO onpeacJaeHHbIC PUCKH HCIIOJb30BaHuA
HH(bOpMaIII/IOHHle u I/IH(II)OKOMMYHI/IKaIII/IOHHI)IX TEeXHOJIOTrui

[MpakTrueckn modasi OTPACiib POCCUHCKOTO 3aKOHOATENBCTBA PETyIMpyeT B TOH WM WHOM
Mepe OTHOIIEHUS, CBSI3aHHbIE C TEXHUUECKUM IPOrPeCccoM, BKIIIOUYasl UCTIOJIb30BAHME COBPEMEHHBIX
MH(MOPMAIIMOHHBIX ¥ MTH(OKOMMYHUKAIMOHHBIX TEXHOJIOTUH, SBJISIOMUXCA «(yHIAMEHTOM» TeX-
HOJIOTUH MCKYCCTBEHHOTO MHTEJIIEKTa WJIM TOTOBBIX POOOTH3MPOBAHHBIX WM3IEIMHA. AIMUHHUCTpA-
TUBHOE, MH(POPMALIMOHHOE, (PMHAHCOBOE, TAMOXKEHHOE, SKOJOIMUYECKOE 3aKOHOIATENILCTBO peria-
MEHTHPYIOT MPOUCXOASIINE B OOILIECTBE MPOLECCH LM(MPOBU3AIMK, HOPMATUBHO TMPHIAOT UM
OOIIECTBEHHO-3HAYMMBIN ¥ COIMAIBHO-OPHEHTHPOBAHHBIA XapakTep. B cBOI0 ouepesb pucku, cBs-
3aHHbIe ¢ ucnob3oBanueM KOC, N u ip. poOOTU3UPOBAHHBIX TEXHOIOTHI KaK 3HAYMMOE SIBJICHHE
OOIIECTBEHHON KU3HU HAIIPSMYIO BO3/ICHCTBYIOT HE TOJIBKO HA COLUAJIBHO- SKOHOMHUYECKHE OTHO-
IIEHUs], HO U MOJUTUYECKHE, IKOJIOTMUYECKUE, a TaKKe U I0puandYeckue oTHoleHus. K mpumepy,
PUMCKHU UCTIONb30BaHUSI MH(OPMALIMOHHBIX U MH(POKOMMYHHUKAIIMOHHBIX TEXHOJIOTHI B (PMHAHCOBOW
cdepe, BO3HUKas B HeJpax SKOHOMUYECKUX OTHOILEHUI, OKa3bIBAIOT BIMSHKE Ha IPaBOBYIO, MOJIH-
THUYECKYIO U (PMHAHCOBYIO CUCTEMBI CTpaHbl. PUCKM ncnionb30BaHus MH(OPMAIIMOHHBIX U UH(POKOM-
MYHHUKAIIMOHHBIX TEXHOJOTUH B peajibHbIX CEKTOPaX SKOHOMHKH (IIPOMBIIIJIEHHOCTH — 0CO00 orac-
HbIE TIPOM3BOJCTBEHHBIE OOBEKTOB, JIEKTPOIHEPTETHKE, HEAPOIIOIH30BAHUH, CEILCKOM XO3SIICTBE U
Ap.) OKa3blBAIOT BIMSHUE HA COLMAIBbHYIO c(pepy, IKOJIOTMUECKUE OTHOILLIEHUS, B KOHEYHOM UTOre
MpaBoByIo cepy.

Henb3s He oTMETUTD 1 0OpaTHYIO TeHACHIMIO. PUCKH, reHepripOBaHHbIE TPABOBHIMU AKTAMH B
00J1aCTH UCTIONIB30BAHUS MH(POPMAIIMOHHBIX 1 MH(OKOMMYHHUKAIIMIOHHBIX TEXHOJIOTHIA, TIOPOKJAI0T
9KOHOMMYECKHE, COLMAIIBHBIE, SKOJIOTMUECKUE U TIOIMTUYECKUE JeOpMalIUu.

B Poccuiickoii ®enepaiyi B LIEJIOM Psilie 3aKOHOB U TMOJ3aKOHHBIX HOPMATUBHBIX ITPABOBBIX
aKTOB COZIEPKATCsl HOPMBI, IPEAYCMAaTPUBAIOILIME AHAIN3, OLIEHKY, IPOrHO3UPOBAHNE M MUHUMU3A-
IIUI0 PUCKOB B PA3IMYHBIX chepax OOIIEeCTBEHHBIX OTHOIIICHUI.

[Tpu 3TOM 6230BBIM HOPMATUBHBIM ITPABOBBIM aKTOM B YaCTH I'OCYIAPCTBEHHOTO YIPABJICHUS
puckamu B Poccutickoii @eneparuu sipisiercs: Penepainbhblii 3akoH oT 28 uioHs 2014 1. Ne 172-93
«O crparernyeckoM I1aHupoBaHuu B Poccuiickoin @enepauyu» [29]. [laHHBIA 3aKOH peryivpyer
OTHOIIIEHU 1, BO3HUKAIOIINE MEXAY YUYaCTHUKaMU CTPAaTernyecKoro IJIaHMPOBaHUs B ITpoLiecce 1ese-
ToJ1araHusl, MPOrHO3MPOBaHM S, IVITAHWPOBAHKS U MPOrpaMMUPOBAHNUS COLIMATBHO-9KOHOMUYECKOTO
paszsutus Poccuiickoint @epeparmu, cyobektoB Poccuiickoii @enepaninil 1 MyHUIIMIATBHBIX 00pa3o-
BaHMM, OTpaciiell SKOHOMHUKH U chep rocyIapCTBEHHOTO ¥ MyHUIIMITAJIBHOTO YIIpaBJieHusI, oOecrie-
YeHUsl HallMOHAJIbHOW Oe3onacHocTu Poccuiickoin denepanyy, a Takke MOHUTOPUHTA U KOHTPOJIS
peanu3aiyy JOKYMEHTOB CTPAaTerMYecKOro MIaHuPOBaHUS.

CoracHo myHKTY S ctathu 3 ykazaHHOro ®depepaybHOrO 3aKOHA, «IIPOrHO3UPOBAHUE — JIesl-
TEJIbHOCTh YYaCTHUKOB CTPATErMYECKOro IJIAHMPOBAHMS MO pa3padOTKe HAayYHO OOOCHOBAHHBIX
MIPE/ICTABJICHUI 0 PHCKAX CONHMAJILHO-IKOHOMHYECKOr0 Pa3BUTHsI, 00 yrpo3ax HAIHOHAJb-
Hoii 6e3omacHocTn Poccuiickoit ®enepanuu, o HalpaBIeHUSAX, pe3yJabTaraX U TMOKa3aTessx
COIMAIBHO-9KOHOMHUYECKOoro passutusi Poccuiickoit Peneparyu, cyobekToB Poccmiickoit Penepa-
MY ¥ MYHUIMTIATBHBIX 00pa3oBaHmii». B myHkTe 21 crathu 3 cTpaternueckuii mporHo3 Poccuiickoi
denepauny NOHMMAETCS KaK «JIOKYMEHT CTPaTerMyecKoro IUIaHMPOBAaHUs, COAEpKALMI CUCTEMY
HayYHO OOOCHOBAHHBIX TPEJCTABICHUI O CTPaTernyecKux PHCKax CONHAJIbLHO-IKOHOMHYE-
CKOI0 pa3BUTHSA H 00 YIrpo3ax HaMOHAJbLHOU 0e3omacHocTu Poccuiickoit ®enepanum». Cra-
Ths1 7 BblIIEyKa3aHHOTO PelepabHOIO 3aKOHA B YKCIIE MPUHLIMIIOB CTPATErMYECKOro INIaHUPOBAHUS
BBIJIEJISIET TIPUHLIUIT PETMCTUYHOCTH, CMBICJ KOTOPOTO OMpEessieTcs: CAeAYIOIUM 00pa3oM: «IIpH
OIpe/ieNieHny 1ieIel M 33/1a4 COLMAIbHO-9KOHOMUUYECKOTO Pa3BUTHS M OOecHedYeHUs] HallMOHAJIb-
HOW Oe3omacHocTh Poccuiickoii deepaiuy y9acTHUKU CTPATETMYECKOro TUIAHWPOBAHUS JOJKHBI
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WCXOAUTh U3 BO3MOKHOCTH JOCTHKEHUS 1IeJIell U pellieHusl 3a/1a4 B YCTAHOBJIEHHBIE CPOKU € yde-
TOM PeCyPCHBIX OTPaHHMYeHHUIT M PUCKOB» (ITyHKT 9 cratbu 7). Ctaths 16 onpenesieHne pUCKOB
MpU JOCTUKEHUU 11eJIel COLMaTbHO-9KOHOMUYECKOTo pa3putusi Poccuiickoit Penepaiiny v 1esieBbIX
roKazareJiel Ha JIOJITOCPOYHBIN TIEPUOI, C YUIETOM 33a4 0OecriedeH s HAIMOHAJILHOM 0€30MacHOCTH
Poccuiickoit denepanvu, yCTaHOBIEHO B KauecTBe TPeOOBAHUS K MOJIEKAIEN K pa3padOTKe Kak-
apie 6 et CTpareruv ColuaabHO-9KOHOMUYECKoro pasButusi Poccuiickonn ®enepaiuu (MOAMYHKT
2 nynkra 7 cratbu 16). Crparernveckuii mporao3 Poccuiickort @eneparyin, pa3padaTbiBaeMblil TIO
nopyuenuio [Ipesunenta Poccuiickoit @enepanun Ha ABeHaaaTh 1 6onee et [IpaBurtenscrBom Poc-
cuiickoil Penepalinu, Takxke JI0KEH BKIIOYATh «OLEHKY PUCKOB COLMATIbHO-9KOHOMUUYECKOTO pa3-
BUTHS ¥ YTPO3 HAIIMOHAJILHOM Oe3onacHocTu Poccwuiickoit deneparn» (MOAMYHKT 1 myHKTa 2 cTa-
ThU 23), pa3pabOTKy «ONTHUMAJIBHOTO CIICHAPUSI TTPEOOIEHHSI PUCKOB M YTPO3 C YUETOM peIIeHUSs
3aa4u HalMoHaIbHOU Oe3onacHocTu Poccmiickoit ®enepanyi» (MOAMYHKT 3 MyHKTA 2 cTaThl 23).
B uucrie OCHOBHBIX 33/1a4 MOHUTOPUHTA peali3alliid JOKYMEHTOB CTPATErnyecKoro TiaHupPOBaHUsI
3asIBJICHbI «IIPOBE/IEHUE aHAJIN3a, BISIBJIEHUE BO3BMOXKHBIX PUCKOB M YIPO3 U CBOEBPEMEHHOE IPH-
HATUE MEp IO UX MPEeJOTBPAIEHUI0» (OAMYHKT 6 nmyHKTa 2 cratbu 40) [29].

[Nomumo BeitIeo3HaueHHOTO PeepaabHOro 3aKOoHa, HOPMBI, TIPelyCMaTpHUBAIOIIe HEOOXOHU-
MOCTb yTIPaBJIEHUsI PUCKAMU, BCTPEYAIOTCsI, XOTs M HEYacTo, B IPYTUX HOPMATUBHBIX MPABOBBIX aKTAX
(30, 31, 32, 33, 34].

Ha Heo6xomumocTh yueta piuCcKOB B Pa3iMYHBIX cepax HEOTHOKPATHO oOpaliayl BHUMAaHUE
[Ipesunent Poccuiickoit depepanum B cBouX exerogHbix nocianusx. Tak, B [Tocnanun denepais-
Homy CoOpanuio ot 20.02.2019 Ipesunent PP nomyepkHya, 4To «padOTaTh HA CTpPATErMYeCcKUe
1IeJTI HeOOXOIMMO YKe CerofHs. . . Mbl 00s13aHbI JIBUTAThCs TOJIBKO BIIepel, TOCTOSTHHO HaOUpasi TeMIT
3TOrO ABMKEeHUs1» [35]. B Monorpadum A.O. Typran6aesa npu vcciaeJ0BaHUY IEPCTIIEKTUB PA3BUTHUS
aJIMUHUCTPATUBHO-TIPABOBOTO 0OECHeUeHUs] CTPATETUIeCKOro MIaHUPOBAHUSI B TOCYJapCTBEHHOM
YIPaBJIEHUH CIIEJIaH BHIBOJ] O TEXHOJIOTMYECKOM OTCTaBaHUU Poccuu Mo BHEIPEHUIO HOBEHIIINX TeX-
HOJIOTHIA B CTpaTernveckoe MaHupoOBaHUe OT TOCYJAPCTB KaK aHIJIOCAKCOHCKOW MTPaBOBOM CUCTEMBbI
(ABcrpanus, BenukoOputanus, Kanaga, CIIIA), Tak 1 HEKOTOPBIX TOCyIapcTB A3uarcko-Truxooke-
anckoro perviona (Kuraii, Cunramyp, Taunann, FOxnas Kopes, Anonus) [36, c. 144]. Tonbko Om1a-
rofapsi 3aeCTBOBAHUI0 COBPEMEHHBIX MH(OPMAIIMOHHBIX M MH(OKOMMYHUKAITMOHHBIX TEXHOJIO-
M U CUCTEM MCKYCCTBEHHOI'O MHTEJUIEKTa B CTPATerMUYeCKOM IIAaHUPOBAHUU, BOZMOKHO, TOCTUYb
IJIABHOM 1IEJIM TOCY/IapCTBa — YAYUIIIEHUE YCIOBUU KU3HEIESATEILHOCTH JIIOJIEH U TOBBIILIEHUE KOM-
dopra xu3HeHHOU cpenpl. OTHAKO MPEIBUIETh MHOTHE PUCKH, BHI30BHI M TPOOIEMBbI, BOSHUKAIOIIIHE
C UCTIOb30BAaHMEM ITUX TEXHOJIOTHIA OyIyIIero HeoOXoAMMO yxe cerdac.

Pucku ucnoan3oBanusi knuoepgusnueckux cucrem (K@C)

OteuectBeHHbiMu yueHbsiMu Kynpusnosckum B.I1., Hamuorom [ILE., Cunsroseim C.A. oT™me-
4yeHo, 4To coBpeMeHHble KPC «uHTErpupyer B ceOe KMOESpHETHUECKOE HAavyalo, KOMITbIOTePHbIC
annapaTHble M MPOrpaMMHBIE TEXHOJIOTMU, KAYECTBEHHO HOBBIE MCIIOJHUTEIbHBIE MEXAHU3MBI,
BCTPOEHHBIE B OKPYKAIOIIYIO MX CPey ¥ COCOOHBIE BOCIIPMHUMATH €€ U3MEHEHHMsI, pearupoBaTh Ha
HUX, caMoo0OyJaThCsl M afanTupoBatbesi» [37, ¢. 22]. Ilpu 3ToM HeoThemsieMbM cBoiicTBoM KPC
SIBJISIETCS CBAA3AHHOCTD X (PU3NYECKMX KOMIIOHEHTOB MIOCPE/ICTBOM UH(POKOMMYHUKAIIMOHHBIX TEX-
Hosoruil [38]. KOC coequnser puznyeckre npoLecchl MPpOoU3BOICTBA WM UHBIE IPYTUe MPOLIECCHI
MIPOrpaMMHO-2JIEKTPOHHBIMU CUCTEMaMH (K MPUMEpPY, CUCTEMY YIIPABJICHUsI PACIPEAEICHUS dJeK-
TPOSHEPIUU), Peau3yeMble IyTeM HellPephIBHOTO yrpaBiieHus [39]. 1o sABseTCS OTIMYUTETBHOM
yeptoil KOC u B TO e Bpems uxX cladbiM MecToM. BO3MOXHOCTh yIaa€HHOro JIocTymna K pusude-
CKMM KOMITIOHEHTaM (000pYI0BaHHIO, ABBTOMOOWIISIM, KAPAHOCTUMYJISITOpaM) AAET 3I0YMBIIUIEHHUKY
BO3MOKHOCTh IT€PEXBaTUTh yIIpaBjieHe HaJ HUMU. Takum 00pa3oM, BO3HUKAET PUCK, CBS3AHHBIN C
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BO3MOHOCTBIO HECAHKLIMOHMPOBAHHOTO JI0CTYIIA, IEPeXBaTa 1 3/I0YMbIILIJIEHHOIO U3MEHEHH S TIPO-
1iecca ynpasjieHus1 (pU3MUeCKUM KOMIIOHEHTOM.

K mpumepy, B 2009 rogy BpenoHOCHOE MPOrpaMMHOe oOecrieueHre Stuxnet BHIBEJIO U3 CTPOsI
HEeHTpU(Yru Ha UPAHCKOM 3aBOJie TI0 0OOralieHnIo ypaHa. B pesynbrate aTaku upaHcKasi aTOMHast
MTPOMBIIIIJICHHOCTH ObLTa OTOpOIIIeHa Ha HECKOJBKO JieT Haza. B 2019 rogy aTake mogsepriach SHep-
reTuyeckast cucrema BeHecyasipl. 3710yMBbIIUIEHHUKY TOTYYMIA KOHTPOJIb HAJl CUCTEMOH yIpaBJie-
HUS 9JIEKTPOCHAOXEHUEM B CTOJHIIE BeHecyasibl v Hall CUCTEMOM yIIpaBJIeHH s TUAPOIIEKTPOCTAHIIUH
nmenn CumoHa bonmBapa ¥ JUCTAHUMOHHO OTKJIIOUWIIM JIEKTPUYECKYIo ceThb. B pesysbrare araku
TMOJIOBMHA CTPaHBI OcTalach 0e3 CBeTa.

Puck nMpoOHMKHOBEHUS 3/I0yMBIIIJIEHHUKA B KHOEP(U3NIECKYIO CUCTEMY HE OrpaHMYUBAETCS
OIHUM YIIepOOM SKOHOMHUKE M TMPOMBIIUIEHHOCTH rocyaapcersa. [locneactBuem araku Ha KOC
MOXET CTaTh U CMEPTh YesoBeKa. Tak, B MPOBEIEHHBIX B JIAOOPATOPHBIX YCJIOBHUAX SKCIIEPUMEHTAX
UCCIIeA0BaTeNy MPOAEMOHCTPUPOBAIN BOZMOKHOCTD YAAJIEHHOIO JOCTYINA K KapIUOCTUMYJIATOpaM
Y MU3MEHEHUs pekuMa uX padoThl, B pe3yJbTaTe Yero yejoBeK, KOTOPOMY OHU MMIUIAaHTHPOBAHBbI,
MOKET yMepeTh. Takxke MPOBOAUIMCH IKCIIEPUMEHTHI 110 TIOJTyYEHUIO YIAIEHHOTO IOCTYIA K CUCTEME
yripaBieHusi apromoomnaeM. Mapun VBe3ud, skcriepT o nHGOPMAIMOHHON 0€30IacHOCTH, YKa3bl-
BalOT HA TPYIHOCTh OOHAPYXEHUS CIIeOB TaKUX aTak. [1o MHEHHUIO CMeIaIuCcTOB, KPUMHUHAIUCTHI,
paccienyolue mogoOHbe MHIIUISHTH, «CKOpee BCero, He 00paTaAT BHUMAaHHE HA HEMHOTOUHMCIICH-
HBIE OCTaBJIEHHBIE CJIEJIbl M COUTYT CMEPTh ciyuyarHon» [40].

Wrak, nepBbiil KpuTepuii Kiaaccu@ukayy puckoB ucnoibzoBanuss KOC moxHo chopmynmnpo-
BaTh KaK PUCK HaHECEeHMs ylepoa OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K YIAIEHHBIM YCTPONCTBAM
(pm3nyecKkM KOMIIOHEHTaM) M UX NMOTEHLIMAIBbHON 3/I0YMBIIUIEHHON KOMITPOMETAIHH.

BropeiM KputepueM kiaccu@uKaly pucKOB 3a4acTy0 BBICTYTNAIOT TPY U3BECTHBIX CBOMCTBA
MH(pOpMAIMU: KOH(PUIEHIUAIBHOCTD, LEJIOCTHOCTD, JOCTYITHOCTh (B aHIVIMICKOW HOMEHKJAType —
«CIA»: Confidentiality, Integrity, Availability).

ITo kpurepuio CIA pucku knaccupuiupyoTcs: B 3aBUCMMOCTH OT BJIMSIHUS HA BhIIIIETIEPEYHUC-
JIEHHBIE CBOWMCTBA MH(POPMALIIN:

* Puck HapymeHrst KOH(pUISHIIMATBHOCTH UH(MOPMAITUK B KHOEP(UZUIECKUX CUCTEMAX;

* Puck HapyIeHus HeJ0CTHOCTH MH(pOpMAluK B KUOEP(PU3NIECKUX CUCTEMAX;

* Puck HapymieHrst 4OCTYNHOCTH MH(pOPMAIK B KHOEP(PU3NIECKIX CUCTEMAX.

[Tpu 3TOM He 6e3 OCHOBaHMS MOTYEPKUBACTCS, UYTO B KHOSP(PUZNIECKUX CHCTEMaX HauOOIb-
LIYI0 ONACHOCTh MPEJICTABIAIOT PUCKH LIEJIOCTHOCTH U AOCTYNHOCTH H(popmaimu [41, 42]. Hanpu-
Mep, €CM 3JI0YMBIIUIEHHUK MOIYYUT JOCTYN K MH(MOPMAIMU, KOTOPasi COAEPKUTCS B KapAUOCTH-
MYJIATOpPE, OH CMOXET Yy3HaThb PUTM paOOTHl Cepiia, O BO3MOXHBIX HapyIIEHUsXx B ero pabore,
MOBCE/IHEBHOM Ipaduke yesnoBeKka. ITa MH(POPMALMS XOTb U SIBJISIETCS NEPCOHAIBHBIMU TaHHBIMU
Y OXpaHseTCcsl 3aKOHOM, HO HapyllleHHe e€ pasIvIallieHue He TaK OIMacHO, KaK HapylleHUe LEeJOCTHO-
CTH ¥ JIOCTYITHOCTY MH(OPMAIMU B KAPAUOCTUMYJISATOPE, KOTOpasi MOXKET MPUBECTU K COOSIM B €ro
padoTe wii BOOOIIIe K BBIBOAY MPUOOPa U3 CTPOs], UTO IS YeIOBeKa MOKET UMETh BeChMa TparudHbie
nocnezcTBus. Kitaccugukanus puckoB M0 CBOMCTBaM MH(OPMALIMU SIBJISETCS JOCTATOUHO YCIOBHOM,
TaK Kak MHOTHE YrpO3bl BO3JEHUCTBYIOT Cpa3y Ha HECKOJIBKO BBIILIENIEPEUNCIEHHBIX CBOWCTB UH(POP-
MalHu.

K tomy ke skcriepTsl B 001acT MH(GOPMAITMOHHON O€30MaCHOCTH CXOASATCS BO MHEHHUH, UTO
oOMenpuHsATAas KJIacCH(pHUKAIMsI PUCKOB TIO CBOWCTBAM MH(OPMAIMHU HE SBJISIETCS MICUEPITBIBAIOIICH
ripu uicnionb3oBannu KOC. Tak, Xwio Boii3, pykoBoautens otena no kudepoe3onacHocty MHCTH-
TyTa TeXHUKH U TexHosoruil (Institution of Engineering and Technology), BeiiensieT e 1pa 3Hauu-
Mbix 1151 KOC cBoiicTBa: ynpaBisieMOCTh/KOHTPOJIb M IOJIE3HOCTD [43]. B ciyvae HapyiieHus ynpas-
JISIEMOCTH OTEPaTOp CHCTEMBI, XOTsI MOXKET U BUIETh HATMUKE MPOOJIEMBbI, HO UCIIPABUTH CUTYAIIHUIO
Oyzer yxe He crocoOeH. B ciyvae HapylieHust KOHTPOJISL 32 CUCTEMOM, OIepaTop, Aaxe MMest BO3-
MOXXHOCTb BO3JIEHCTBOBAThH HA CUCTEMY, HE OyleT MOJIydaTh KOPPEKTHbIE CBEAEHHS O €€ COCTOSTHUM.
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Oopariiasi BHUMaHUsI Ha TIOJIE3HOCTh, Kak Ha cBorcTBO XBC, Xbio Boil3, mpMBOIUT B pHUMeEp MOTEPIO
KOCMHYECKOTO amnmapara, eJiblo KOTOporo ObLT cOOp KMMaTuieckoi nagopmarmm o Mapce. B xone
ero pa3padOTKH OIHA ITPOEKTHAS TPYIIa BHEIPUIIA CUCTEMY, UCTIONB3YIOITYI0 METPUIECKUE SAUHUIIbI
u3MepeHus (KM/4), a ipyrasi rpyra UcIojib30Bajia UMIIEPCKUE eAUHUIIBI M3MepeHusl (Muib/dac). B
pe3yJIbTaTe anmapar HelmpaBHIbHO BOLIEN B arMocdepy Mapca v ObllT yHUUTOXKEH.

BrlmmeonvicanHble pUCKU C YBEPEHHOCTBIO MOTYT OBITh MPUMEHEHbl K poOoTaM U 0OBbEeKTaM
POOOTOTEXHUKH, Be[lb POOOTHI ABJISAIOTCS pa3sHOBUAHOCTHI0O KOC.

Pucku ucnojib30BaHus pOﬁOTOB H 00bHEKTOB pOﬁOTOTeXHI/IKI/I

Hecmotpst Ha T0, 4TO pOOOTHI XOTh M MOTYT AEHACTBOBATH B OMpPeeIEHHON CTENIeH aBTOHOMHO,
UM BCE ke HeOOXOIMMBI KaHAJIbI CBSI3H C OTEepaTopoM. Bo3MOKXHOCTh JeCTBOBATH TIOJTHOCTBIO aBTO-
HOMHO y pOOOTOB MOXET MOSIBUTLCS TOJIBKO TIOCIie BHeApeHus B HUX TexHosioruii M. Ho 3tot miar
MOXET MPUHECTH Jake OOJbIlle PUCKOB OT MCIOJIB30BaHHS POOOTOB, YEM MMEETCS] B HACTOSIIUIA
MoMeHT. OIHaKo, TIepelIEM K pacCMOTPEHHIO poOOTOB, Kak pasHoBUAHOCTH KPC.

Camoili pacrpocTpaHéHHON KJlacCU(PUKAIIMEH PUCKOB HKCIOJNB30BaHUS POOOTOB, COOTBET-
CTBEHHO, SIBJISIETCS BBIIIEONUCaHHAasA Mpu ucnoib3oBaHu KPC kiaaccumukanusi puckoB Mo
cBoiicTBaM HMH(OpMaNMM: KOH(PUICHIIMATLHOCTH, LEJOCTHOCTA W JOCTYIMHOCTH. AHAIM3HUPYS
Pa3HOBUIHOCTH PUCKOB, KCIEPTHI 10 MH(POPMAIIMOHHOKN 6€30MaCHOCTH aKIIEHTUPYIOT BHUIMaHUE Ha
BO3MOXHOCTH YTpaThl KOH(UASHIIMATBHOCTU Oecel] ¥ TalHbl YaCTHOM KU3HU B PE3y/IbTaTe UCIOJb-
30BaHMs poOOTOB. XOTh MpodieMa yTeuku HH(POPMAITUH He SBJISETCS CaMO OMTAaCHOM /TSI IIPOMBIITI-
JIEHHBIX POOOTOB M KAPAMOCTUMYJISITOPOB, OHA SIBJISIETCS] JOCTATOYHO PACIIPOCTPAHEHHOM ISl pOOO-
TOB, MCTIOJIb3YIOMIMXCS B OBITOBBIX IEJISX. B YCTIOBHSIX OMAIIIHEro UCHOJIb30BaHKs POOOTOB, KOTrAa
OTKa3 MalllMHbI He PUBEAET HU K YeMY KPUTHUYHOMY, KpOME YyBCTBA BITYCTYIO MIOTPAYEHHbIX ACHET,
MMEHHO PUCK HapyIIeHHs TAiHbl YaCTHOM XM3HU MOXET MMETh HauOOJIbIIYIO OMacHOCTh. Tak, mpe-
supeHT (oupa «prpl Foundation» Apt CBudt yTBEepKAaeT, YTo MPOU3BOAUTENN POOOTOB, CIella
BBITH Ha PBHIHOK CO CBOEHM MOJEINBIO, 3a4acTyio 3a0bIBalOT 00 oOecreueHnr 0e30MacHOCTH CBOMX
W3JIE/IUN, Pe3YJIbTaATOM Yero MOXKET CTaTh yTeuka uHpopManuu [44].

He ropazmo panpine B 1uiane oOecrieueHHsi OE30MaCHOCTH YIIUIA U TPOU3BOAUTENTH IPO-
MBIIUICHHBIX po00TOB. B oruére Trend Micro, KoMmaHuM, CrielUaM3UpyIoIeiicss Ha obecreye-
HUM MH(POPMAIMOHHON 0e30MacHOCTH, MPHUBEAEHBI Pe3y/bTaThl MCCIeJOBaHMs POOOTOB, MpeaHa-
3HAUEHHBIX I TIPOMBIIIIJIEHHOTO MTPOM3BOJICTBA OT Psi/la M3BECTHBIX MTPOM3BOIUTENEH HA MTPEAMET
X nH(pOpPMAIIMOHHON Oe3omacHocTH [45]. B pe3ynabrare ucciaeqoBaHWS CHENUAIMCTBI MPUILTA K
BBIBOJIY, UTO BCE MCIBITyeMble POOOTHI ysI3BUMBI K aTake u3BHe. [1o mHenmio [IaHa Bebepa, TexHu-
YeCKOro JupeKkTopa KommnaHuu Mocana: «OuMH U3 caMbIX TPEBOXHBIX BHIBOJOB B JoKJane Trend
Micro 06 ysI3BUMOCTSIX pOoOOTOB, MCHOJIB3YeMBIX B MPOU3BOICTBE — 3TO TO, KAaK JIETKO XakKepam,
B JIAHHOM CJIydae “HcciefioBaTessiM”, OOHapyKUTh HE3alIMIIEHHbIE MPOMBIIUIEHHBIE YCTPOMCTBA
OHJIalH» [46]. TpeBOXKHO TO MOTOMY, UTO 3JIOYMBIILJIECHHUKAM HE COCTABUT TPY/a HE TOJIbKO MPO-
HUKHYTb B CETh IPEANPUATHS, HO AaXe HANTHU YSA3BUMBbIE TOUKH IS TPOHUKHOBEHHUSI.

Kpome knaccudukanyy puckoB 1o cBOMCTBaM MH(MOPMaLMK CYIIECTBYET Takke KJaaccudu-
Kallusi pUCKOB [0 BH/IaM aTaK, KOTOpPble BO3MOKHBI B OTHOILIEHUH POOOTOB:

* Puck amaxu, moougpuyupyrouieri Hameperue . ITO ataka, HalpaBJIeHHAs HA UCKaXeHHe co00-
IEHNH, Tepefamuxcst K podoty. OHa MOXET HpecieoBaTh Liefb, KaKk W3MEHEHHUsI MOBE/ICHUs
poboTa, Tak 1 BHIBOJA €ro U3 cTpost. K 1aHHOMY THITy aTak Tak e OTHOCUTCS U, TaK Ha3blBaeMas,
araka «oTkaza B oOcmyxuBanur» (Denial of Service). CMbICT HaHHOW aTaky 3aKjIi04aeTcs B TOM,
YTO poOOT OKA3bIBAETCS MIEperpyKeH BXOAHBIM TpaukoM. B pesysbrare uero mporcxoauT WK OCTa-
HOBKa ero paOoThl, WM 33/IepKKa B PEakIMy Ha TIOCTYMAIONE KOMaH/Ibl
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* Puck amaku, maHunyaupyoweii Hamepenuem. DTO aTaka, HallpaBJeHHasl HA MOAU(UKALIIO
COOOIIECHUH, Mepetaimxcs oT poOoToB. Llenb JaHHOW aTaky OYEeBMAHA — WCKA3WTh CBEACHHS O
COCTOSIHUM MAIITFHBI.

* Puck 3axeamuvleaiowieii amaku. ITO aTaka, B XO[e KOTOPOW 3JIOYMBIIUIEHHUK TOJTHOCTHIO
OepéT 1o/ KOHTPOJIb CBSI3b MEk/Iy pOOOTOM | ero oreparopom [47].

Brimmeonvcannbie KiaaccuuKamy puckoB c(pOPMUPOBAHBI MCKITIOUUTEBHO Yepe3 MPU3MY
nH(popMarroHHoi 6e3omacHocTu. U 310 onpanaHo 1yist KOC v po60TOB, KOTOpHIE COTIACHO IPUBE-
JEHHBIM B HayaJle pas3jiesia JAHHOTO OTYeTa MOHATUSIM SIBJISIOTCS MTPOCTO MAIIMHAMU (MJIM COBOKYTI-
HOCTBIO MAIlIMH) ¥ MPEJCTABIISIOT ONACHOCTD TOJIBKO B CITy4Yae X HEMCIPaBHOW PabOThI, BHI3BBAHHOM
BHYTPEHHUM COOEM WJIM BMEIIATEIbCTBOM M3BHE.

Takue pucku OyayT SBIATHCS ClIEHU(UISCKUMHE, 1 OHU MOTYT 3aBHCETh OT KOHKPETHOTO po0O-
TU3UPOBAHHOTO YCTPOMCTBA WM MPUMEHSIEMOI MH(POKOMMYHUKALMOHHOM TexHosorui B KOC.

B Poccuiickoit ®enepanyy NpUHAT PsiJl HALIMOHAIBHBIX CTAHAAPTOB, YCTAHABIMBAIOLIUX TPE-
OoBaHMS 10 O@30MACHOCTH IKCIUTyaTallii pOOOTOB C YYETOM OIIEHKH PHCKOB WX MCIONIb30BaHus. K
npumepy, B «['OCT P 60.1.2.1—2016/ NCO 10218—1:2011. Haumonanbueiii cranaapt Poccuii-
ckori Peneparun. PoOoTe 1 poOOTOTeXHUYECKHe ycTporcTBa. TpedoBaHus M0 6€30MacHOCTH /IS
MPOMBIIIIEHHBIX poOoTOB. Yacth 1. PodoThi» [48] B mpusioxkennu A B (popme TaOMHIIBI TPUBEIEH
CIIMCOK CYILIECTBEHHBIX OITACHOCTEN /17151 poOO0TAa U €ro MOACUCTEM, COCTOSIIMI 13 10 THUITOB WM TPy
OIacHOCTel (MeXaHUYeCKHUe, JIEKTPUIECKUE, TEPMUIECKUE, SPrOHOMUUYECKHE; OTTACHOCTH OT IIIyMa,
BUOpAIIHA, U3TyYeHHsI, MAaTepHAJIOB/BEIIECTB; OIACHOCTH, CBSI3aHHbIE C BHEIITHEH CPe/Ioi, B KOTOPOU
UCTIONB3YeTCsl MAIIMHA; KOMOWHAIIUK OnacHOCTen). YToOb! MIeHTU(UIIMPOBATh TIOOBIE OMTAaCHOCTH,
KOTOpbIE MOTYT BO3HUKHYTb, IOJKEH ObITh OCYIIIECTBJICH aHAIU3 OMACHOCTEH.

Oomiast orieHKa PUCKOB JO/DKHA OBITh BBITIONHEHA ISl BCEX OMACHOCTEH, BBISBJICHHBIX MPH
UAEHTU(UKAIIMY ONTAaCHOCTEM.

B «I'OCT P 60.2.2.1—2016/CO 13482:2014. HatmonaneHblil crangapt Poccuiickoit Pefe-
patun. PoGoThl 1 podoToTexHnYecKue ycTpoiicTBa. TpedoBaHusI o 6e30MacHOCTH 1Sl pOOOTOB IO
MIEPCOHATILHOMY YXOJ1y» CITMCOK CYIIECTBEHHBIX OMAaCHOCTEN POOOTOB, MpeAHA3HAYEHHBIX IS TIep-
COHAJILHOTO YXOJIa, COAePKUT 85 pasHOBUAHOCTEH. J[aHHBIM CTaHIAPTOM MpeayCMOTpeHa oOIast
OLICHKA PHCKOB, BKJIIOYAIOIIAsi HE TOJIBKO MAEHTU(DUKAIMIO ONMACHOCTH C IIEJIbI0 BBISIBJICHUS JTOOBIX
OINACHOCTEH, KOTOPbIE MOI'YT BO3HUKHYTBH /ISl KOHKPETHOrO poOOTa 1O MEePCOHATBHOMY YXO1y, HO U
OLICHKY PUCKOB. [Ipu 9TOM OlleHKa pUCKa I0JKHA OBITh BHITIOIHEHA [UIsI BCEX OMACHOCTEH, BBISIBIICH-
HBIX MPU UAEHTU(UKAIMN OMACHOCTEH, «C 00palieHneM 0co00ro BHUMAHUsI HA pa3Hble CHTYalluH,
B KOTOPBIX POOOT IO MEPCOHAIBHOMY yXOAy MOXKET KOHTAaKTHPOBATh C OOBEKTaMH, CBSI3aHHBIMHU C
©€30MacCHOCTHIO.

[Nocne Toro kak Bce Mephl O O€30MACHOCTH KOHCTPYKIIUH U 3aIUTE MPUHSATHI, JOIKEH ObITh
OLIEHEeH OCTATOYHBIN PUCK poOOTa MO MIePCOHATIBHOMY YXOIy U JOJKHO OBITh OOOCHOBAHO, UTO STOT
PUCK CHUIKEH JI0 TPUEMJIEMOTO YPOBHsI» [49].

Bnarongaps cucteme TeXHUYECKOro HopMupoBanust [S0] MOKHO CBOEBPEMEHHO U TMOKO pery-
JIMPOBATh CO CTOPOHBI TOCYAAPCTBA PUCKHU MCTIONb30BaHUS pOOOTOB M OOBEKTOB POOOTOTEXHUKH.

Puck# UCIoJIb30BaHus HCKYCCTBEeHHOro nHTesiekra (UHN)

WU npencrapinsier coOO COBEPIIEHHO HOBYIO CYLITHOCTb, CYOCTAHIIUIO, OHO TOJBKO UCTIONb30-
BaHME KOTOPOTO YK€ POKIAET MHOKECTBO STUYECKHUX, MPABOBBIX M TEXHUYECKUX MpodneM. B ou-
Yre oT poOOTOB 1 Kubdepdusnueckux cuctem MM cnocobeH caMocTosTeIbHO TPUHAMATD PEIICHUS 1
camooOy4atbcsi. HeratuBHbie ocieacTBust oT pyHKmonupoBanus I MoryT ObITh pe3ysibTaToM He
TOJIKO OTKPOBEHHOM OIIMOKY TpU €ro pa3paboTKe, MHOTIIA TaKUe TIOCIIEACTBUSI CTAHOBSITCS PE3YJib-
TATOM CaMOCTOSITENIbHBIX JevicTBuil UM, pa3paboTUuKy KOTOPOro ake He MOIJIM MX Mpeayragarh.
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B cBs3u ¢ 3tum ucnonszoBanue MM camo mo cedbe MOKET HECTH OIpeIeNIEHHBIE YIPO3bl, KOTOPHIE
HEOOXOIMMO YUUTHIBATb.

Kax nmpaBuio, pucku ucnons3oBanus U nogpazaensior Ha oO1iyie v MpUMEHUTENBHO K cepe
MH(POPMAIIIOHHON O€30IaCHOCTH.

B noarorosnenHom uccienosatenssMu OKcOPACKOro yHUBEPCUTETA IOKJIa/Ie TOJ1 peJaKien
[Teepnynmxu Tlorannnu, NOCBSIIIEHHOM OCHOBHBIM yrpo3am uenoseuectBy, UM BxoauT B uucio 12
PHCKOB, KOTOPBIE MOTEHIIMATIBHO MOT'YT YHUUTOXKUTh YEJI0BEUECKYIo pacy [51].

JlaHHbBIE pPUCKM B JIOKJIaje KiaccuduuupoBansl 1o 4 rpynmnam: Tekyiue pucku; BremHue
puicku; PazBuBaroryiecst pucku; PUCKY rT00QTbHOM MOJTMTHKH.

K mepBbIM mccnenoBaren OTHeCIM TIOOIbHOE TOTEIUIEHHE W yrpo3y siaepHor BoWHBL. Ko
BTOPBIM — BOBMOKHOCTb CTOJIKHOBEHUsI 3eMun ¢ actepouioM. [lo puckamu rio0aabHOM MOMATHKY
MCCIIeIOBATENIM MOHUMAIOT PUCKH, CBA3aHHbIE C ITI00ATBHBIM MPaBUTENLCTBOM. K pasBuBaommmcs
pUcKaM ObLTM OTHECEHBI PHCKH, CO3JIAI0IINECs] PyKaMH 4YesloBeKa, KaK, HalpuMep, CUHTeTHUYeCKast
ouonorusi u UN. OtHocutensno MU B nokiiaae noaaepkuBaercs cieyloiiee MHeHHe: «VIcKyccTBeH-
HBI MHTEJJIEKT, TMOXO0XKe, 00J1aJaeT OrpOMHBIM MOTEHIMAIOM ISl ieJIeHANpaBIeHHOW padoThl 1Mo
YHUUTOXECHHUIO YEJIOBEUYECKON pachl. XOTsl, CHHTETUYeCKasl OMOJIOTHs M HAHOTEXHOJIOTUH Hapsily C
MCKYCCTBEHHBIM MHTEJIJIEKTOM MOT'YT CTaTh OTBETOM HA MHOTHE CYIIECTBYIOIINE MTPOOIEMbI, OTHAKO,
MIPY HEBEPHOM KCIOIb30BAHUH, 3TO, BEPOSITHO, MOXET ObITh XyAIIIMM MHCTPYMEHTOM IPOTUB YeJI0-
BeuecTBa» [51].

AHanuzupys pucku uctiosnb3oBanus MU, cienyer 4yeTko pasrpaHUyYMBaTh MOHATUS «CUIIBHOTO
MCKYCCTBEHHOT'O MHTEJUIEKTa» U «CJ1a00ro MCKYCCTBEHHOTO MHTeIUIeKTa». CusbHblid MU — 910 MHTEN-
JIEKT, KOTOPBIA MOI00HO YEJTOBEYECKOMY, MOKET PelllaTh pa3iMuHble 3a/1a4, MBICIUTD, a1alTHPO-
BaTbCsl K HOBBIM ycioBusiM [52]. To ecTh, MO CyTH, MHTEJUIEKT, CIOCOOHBIN BBITIOJHSATH BCE TE Ke
(pyHKIIMM, KOTOpBIE BBHIMOJIHSAET UHTEJUIEKT 4eioBeKa. Ha JaHHBII MOMEHT TakOro MHTEJUIEKTa He
cymectByeT. CyiecTByeT Jiuiib c1a0biid MV — uHTEIIeKT, CriocOOHBIN BBITIONMHSTH Y3KOCTICIIHATH-
3UpOBaHHbIE 3a/1a4u [52].

Hecwmortps Ha To, uTOo cunbHbiid U — Beib U3 pa3psaaa (paHTaCTUKHM, MHOTHE MCCIeA0BaTeTN
CKJIOHHBI CYUTATh, YTO €ro pa3paboTka BHoIHE BO3MOxHA. [1o MHeHMIo skcriepToB «LleHTpa n3yye-
HUS 9K3UCTEHIIMATIBHOM yrpo3bl» Mpu KeMOpHUIKCKOM YHUBEPCUTETE CO3JaHUE «CBEPXPa3yMa» BO3-
MOYHO yke B 9ToM ctosietuu [53]. B cBsi3u ¢ aTuM skcrieptsl LleHTpa oTMeuatoT Hanbosee BHICOKHE
pucKH, cBsA3aHHble ¢ TaKUM M. OHM MX pa3zensioT Ha PUCKH, CBSI3aHHbBIE C HECYACTHBIMU CITy4YasiMU
(safety risks), 1 Ha pucKu, cBs3aHHbIE cO 30ynoTpedneHreM Takum MU (security risks). K nepseim
OHHU OTHOCAIT BO3MOXHOCTb Bbixofa U3 crposi M co Bcemu BbITEKAOIMMU KaTacTpOUIECKUMU
NoCIIeACTBUAME (0OCOOEHHO, B ciTydae eciu oT (pyHKImoHupoBanusi IW 3aBucut padota KpUTHUECKH
BaKHOM MH(PPACTpyKTypbl). KO BTOpbIM OTHECEHBI yrpo3a MomnaiaHust TEXHOJIOTHIN B PYKU «TUIOXUX
aKTEPOB» HA MEXIyHAPOTHOHN apeHe U yrpo3a AeCTa0WIN3UPYIOIel TOHKA BOOPYXEHU B 00IacTu
N2, O puckax BHeapeHus cuibHOro MM MOXHO MHOTO pacCykaaTh, HO 3TO UMeeT MaJio MpaKThye-
CKOI'O CMBICIIA, TaK KakK, O YEM YK€ TOBOPUJIOCH BHILIE, JAHHBIE TEXHOJOTUU OTCYTCTBYIOT B HACTOSI-
niee BpeMs. [ToaToMy niepeiiiem K puckam ucrnosb3oBanus ciadoro NN.

Tak, 9KcHepTsl TOBOPST O BO3MOXHOCTH MAaHUIYJISIMKA OOIIECTBEHHBIM MHEHHEM MOCpel-
CTBOM MCKYCCTBEHHOTo HHTesUIeKTa [54]. Menua-pecypchl yke AAaBHO M JIOCTATOYHO YCIELIHO
UCTIONB3YI0T aBTOHOMHBIE aJITOPUTMBI sl 1ieteBoro Mapketunra. Ho, ecimm MU ymeet nopOuparhb
MHTEPECYIOIUE T0JIb30BaTEIsl TOBAPhI, OH TaKkKe MOKET, UCIONb3Ysl OIPE/ICIEHHbIE JINUHBIE JAHHbIE,
MIPE/ICTaBUTh €My HeoOXOAMMYI0 MH(OPMAIIMIO B TOM BHJE U B TOM (popMarte, B KOTOPOM OH COUTET
e€ HanOoJee JOCTOBEPHOM, TeM CaMbIM MaHHUITYJIMPYsI BOCIIPUSTHEM TOJIb30BATENS.

Puck ManumymmpoBaHusi OOIIECTBEHHBIM MHEHHEM BHITEKA€T U3 PUCKA BTOPKEHHS B JIMU-
HYIO KW3Hb 10J1b30Baress nocpeacrsoM M. JKn3Hbp cOBpeMEHHOr0 4esioBeKa U Tak HAXOAUTCS T07

2 Ao66peBuarypa MU, o6o3HauaeT UCKyccTBeHHbIN HTEIUIEKT; PT — poGoToTexHHKa.
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MOCTOSTHHBIM IIPUCMOTPOM PA3JIMYHBIX CHCTEM cOOpa M aHaJIM3a IAaHHBIX, HAUMHASI C CEPBUCOB 1ieJie-
BOI peKJIaMbl, ¥ 3aKaHUMBAsl KaMepaMu BUICOHAOTIONEHNS, KOTOPBIMU 0OOPYIOBaHbI BCE KPYITHBIE
Meranonuckl. I, B cBoto ouepeib, sBiseTcs 3pOeKTUBHBIM MHCTPYMEHTOM JIJIs aHAJTN3a BCei COOM-
paemoii uHpopmalu. AKKyMyJupys: TH(OPMAIIMIO U3 HECKOJIbKUX MCTOYHUKOB, UCKYCCTBEHHBbI
MHTEJUIEKT MOXKET JOCTaTOYHO TOYHO (POPMHMPOBATH MCUXOJOTMYECKUI U NMOBEJEHYECKUI IOPTPET
yenoBeka. OnpenensaTh cepy ero MHTEpecoB, Kpyr oOmeHuss u MHoroe apyroe. Coop mogooHouM
MH(pOPMAIMK O YeJIOBEKE MOKET IPUHECTH He TOJIBKO BHYTPEHHUI TUCKOMMOPT, HO U ONpeeseH-
Hble HeraTHBHBIE MaTepualibHble rocnencTsus. Hanprmep, B Kutae yxe BBeieHa cucteMa Colyalib-
HOT'O KPEIMTOBAHUS, COTJIACHO KOTOPOW KaXJI0MY I'pakJaHUHY PUCBOEH JIMUHBIN Oa/ll HA OCHOBA-
HUHM ero noeeaeHus. CrctemMa olleHMBaeT HaI&KHOCTh TpaxkaaH Kuras 1o pasHeIM KpUTEPHSAM, B TOM
YHCIie, TI0 TOMY, XOAAT JIM OHM TI0 YJIHILIE, TIOKYMAIOT JI KUTAUCKKe TOBAphI, YTO OHU Pa3MEIIAloT B
uHTepHeTe. Jlioay ¢ BHICOKMMU OaJlJIaMu TIOYYaloT TPaBo MOMYYUTh CKUJIKM Ha CYeTa 0 JIEeKTPOo-
SHEPruy WM JIydIliie MPOLIEHTHBIE CTaBKH MO BKJIaaaM. ['pakaane ¢ HU3KUM PERTUHIOM Ha0OOpOT
OrpaHMYMBAIOTCSA B MpaBax. Hampumep, Mo HEKOTOPHIM JaHHBIM, UM MOKET OBITh OIpaHUYEH BBICO-
KockopoctHoi uHTepHer. [1o ceenenusim CBS noutu 11 MUITMOHOB KUTAIIEB U3-3a BBEICHUS peil-
THHTa KPEJUTOBAHUS HE CMOTYT BOCIIOJIb30BAThCS YCIYTaMH aBHATIEPEBO3YMKOB, a 4 MUJUTHOHA —
noe3aami [55]. B cBsA3M ¢ 3TMM 0TMeuaeTcst Takoi puck ucrnonb3oBanusa MM kak pucK JuCKpUMH-
HAIUH.

Takske IKCIepThl OTMEYAIOT elllEé ¥ PUCK HECOIVIACOBAHHOCTH IieJiell MallMH U JIKoJe.
CBsI3aH OH, TeM, YTO KOMaH/Ibl, B KOTOPBIC YEJIOBEK 3aKJIaAbIBAET OMPeIeIEHHBII CMBICI, MOTYT OBITh
COBEPIIIEHHO MO-WHOMY MHTEPITPETUPOBAHbI MaIMHON. Hamprimvep, KoMaHa «/10CTaBb MEHsI B a3po-
MOPT KaK MOXHO ObICTpee» MOXKET MMETh KpaiiHe HeraTuBHbIe MocieIcTBUs. Eciii He yTOUHUTD, YTO
HYXKHO COOMIOAATh MpaBuiia JOPOKHOTO ABWKEHHUSI, TAK KaK YeloBeYecKas KU3Hb IIeHHEee MOTepsiH-
HOro BpeMeHH, To VIV MOXeT I0CTIOBHO MCIIOJIHUTD YKa3aHUE U OCTaBUTh 32 COOOM MUTed HecyacT-
HBIX CJIy4YaeB U aBapHil.

Hanocuts Bpen I MoxeT He TOJNBKO B pe3ysibTaTe HeqopadOTOK pa3padOTUYMKOB M HEBEPHOM
MHTEpIpETAIMY KOMaH]I, HO U B Pe3y/bTaTe ONpeIe/IEHHOTO BHEIITHETO BO3AHCTBHSA. 1151 TOro YTo0b!
OLICHUTDb OIMACHOCTh TAKOTO HEraTUBHOTO BIMsIHUS M3BHE Ha MM oOpatumcst K pucKaM MCIONb30Ba-
Hust UM ¢ no3utiun nHGOpPMaIMoOHHON 0e3011acHOCTH.

Ho npexne cnenyer ckazatb, uto UM — 310 MHCTPYMEHT, CPEICTBO AOCTHKEHHS TeX MIT UHBIX
1IeJIel U, COOTBETCTBEHHO, OH, KaK ¥ JIIOOOH IPyroii MHCTPYMEHT, MOKET MCIIOIb30BaThCs KaK B 0OIIe-
CTBEHHO TOJIE3HBIX 1IEJISX, TAK U B MPECTYMHBIX HessaX. CrenuaaucTsl B 001acTi MH(OPMAMOHHON
0€30MacHOCTH OKUJIAIOT, YTO yke B Onmmkaiimem Oynymem MM MoxeT MosiBUThCS HAa BOOPYKEHUU
kuOeprpectynHukoB. OO0 3TOM, B YacTHOCTH, roBopuT aBua KarmyaHo, KoMMepUecKuii AMPEKTOp
kommanuu BluVector, 3anumaromeiicst pa3padoTkaMu penieHr i B 001acTu KubepOe3omnacHocTu [56].
DKCrepT MpeaynpekIaeT 00 ONaCHOCTU MPOBEICHUS 3I0YMBIIIITIEHHUKaMU 00Jiee MOIITHBIX 1 HEYJIO-
BUMBIX aTak ¢ ucrosb3zoBaHueM texHonoruii UN. Tlo muenuto 1. Karyano, HecMoTpst Ha TO, 4TO Cel-
Yac TeXHOJIOTUM OCYILIECTBIICHHUSI aTak C UCTonb3oBaHueM MM HaxoasaTcs B 3a4aTOYHOM COCTOSIHUM,
B Omokaiiiee BpeMsi OHM OyAyT CTpeMUTEIbHO pa3BuBaThesi. CriocoOCTBOBATh 3TOMY OyJeT yBeu-
YeHHue TOTeHIIMAILHOW MPUObLIA B pe3ybTaTe POBEAEHH MOJ0OHBIX aTak U TO, YTO MEXAY KuOep-
MPECTYIHUKAMU HaJlaxeH OoJiee ak THBHBIN 0OMeH HH(pOpPMaIeil 1 THHOBAIMSIMU, YeM MEX Ty TEMH,
KTO UM MTPOTUBOCTOMT.

SkenepTs npeanonaraiot, yto MM MoxeT HallTH MpUMEHEHHUe MPY OCYIIECTBICHUN TPECTyI-
HUKaMy (DUIIMHIOBBIX aTak (TO €CTh, aTaK, HAIpaBJIEHHBIX HAa OOMaH IOJIb30BaTelis, B pe3yJbTare
Yero oH JI0o nepeaéT KOH(pUISHIMATBHYI0 HH(POPMAIIHIO 3I0yMBIIIJIEHHUKY, TMOO 3arpyKaeT Bpe-
JOHOCHOE MPOrpaMMHOE obecrieueHrne Ha cBO€ ycTpoicTBo). MM Moxer crocoOcTBOBaTh aBTOMA-
TH3ALMN TaKMX aTaK WA yIPOCTUTh MX IMPOBEJCHUE MyTEM, HAIpUMep, CHHTE3MPOBAHUS rojioca
yesioBeka [57]. 31M0yMbITUIEHHUKHA MOTYT UCToNb30BaTh MM Takske J1si IOMCKA YS3BUMOCTEN U /IS
ABTOMATU3MPOBAHHOTO MCIIONB30BaHUSI OOHAPYXKEHHBIX ys3BUMOCTe. CTOMT MOAYEPKHYTh, UTO U
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ceiyac CyleCTBYIOT UHCTPYMEHTBI, aBTOMATU3U PYIOIIIME BbIIeyKa3aHHbIE TPOLIECCH, OHAKO, B CITy-
yae wucnosb3oBanus MU, mporecc moucka ysi3BUMOCTEH M MX KCIUTyaTalu OyleT MPOUCXOAUTD
COBEpIIEHHO B JPYrMX MacIiTadax M Ha COBEPIIEHHO MHOM YpOBHE. B ciyuae 310HaMepeHHOro
UCTIONB30BaHusl TexHomornid MM BO3MOXKHO pacnpocTpaHeHre OOTHETOB (KOMITBIOTEPHBIX CETeH,
COCTOSIIIIUX U3 YCTPOWCTB, 3apaXKEHHBIX BPEJIOHOCHBIM MPOTrPaMMHBIM OOeCIieYeHneM, TO3BOJISIIO-
M KCTIOJIb30BaTh JIAHHBIE YCTPOMCTBA B CBOMX IIeJIsIX) O3 eMHOro cepBepa yrpaesieHus. bopboa
C TAaKUMH OOTHETAMM 3HAYUTENIBHO YCIIOKHUTCS, Beb OOBIYHO MCHOIb3yeMasl TAKTUKA OTKJIIOUECHU S
YIIPaBJISIOIIETO cepBepa Mo OTHOILIEHUIO K TaKuM OoTHeTaM Oynet HeapgekTuBHa. U MoxkeT ObITh
UCTIONB30BaH ISl KOOPAMHALIMK paOOThl B aBTOMAaTUYECKOM PeXUMeE OOBIYHBIX OOTHETOB, TIO3BOJISIS
3HAUUTENIBHO PACHIMPUTh MACIITA0 XaKePCKUX aTak, B KOTOPBIX 3aEHCTBYIOTCS JaHHbIE OOTHETHI.
[To MHEHMIO PKCNepToB B 001acTH MH(MOPMALMOHHONW 0€30MaCHOCTH CEPhE3HYI0 OMACHOCTh Tpe[-
CTaBJISIET BO3BMOXHOCTb CO3/IaHMSI MCKYCCTBEHHBIM MHTEJIIEKTOM HOBBIX OOpa3liOB BPEIOHOCHOTO
nporpamMmmHoOro ooecniedenusi. I, ananusupys HeJOCTATKU BPEJOHOCHOTO MPOrpaMMHOro odecrie-
YeHUs1, CO3AHHOTO YeJIOBEKOM, CIIOCOOEH CreHeprpoBaTh Oosiee MPOJBUHYTHIE ero (hOpMbl, 3HAUH-
TEJIbHO 3aTPyJHsIsl OOHApYXKEHUE W HEUTpaIu3aluio Takux mporpamm [58]. Kpome Toro, ncrnonb3ys
WU nns pa3pabOTKM BPEAOHOCHOTO MPOrPaMMHOTO 0OecreyeH s, KHOepIpecTyTHUKA MOTYT Clie-
JIaTh €r0 YCTOMYMBBIM K CKaHUPOBAHUIO TEM UCKYCCTBEHHBIM MHTEJUIEKTOM, 3a/1aueil KOTOPOro SIBJIS-
eTcst OOHapyKeHHEM BPEIOHOCHBIX ITporpamm [59].

OnacHocTb ITpeaCcTaBIIsIeT HE TOJIBKO BOZMOKHOCTb UCIIO/Ib30BaHM s TexHosorui M 3noymsii-
JIECHHUKaMHU, HO Y BIIOJTHE OJIarOBUAHOE MCTIOIb30BAHKE MTPOrPAMMHOTO 0OECTIeueHH s C TIOAEPKKOM
NUN. Tlo muenuio Anekca CMuTa, qUPEKTOpa MO pelieHusM B 001acT HGOPMAIIMOHHOU Oe30mac-
HocTH KoMriaHuu Intermedia, B pe3y/ibrare pacipocTpaHeHHs MPOAYKTOB, ucnosb3youmx U1, kom-
MaHUM CTOJIKHYTCSI C POCTOM YHCJIA CTyYalHBIX YSA3BUMOCTEN 1 HApyIIeHUd HH(POPMAIIMOHHBIX Oe3-
OIACHOCTH, HE CBSI3aHHBIX C ICWCTBUSIMU XaKepoB. B yacTHOCTH, SKCIIEPT OTMEYAeT, uTo Oe3 3aIUThI
MOT'YT OCTaThCsl HAOOPHI TAaHHBIX, HA OCHOBE KOTOpBIX oOyuasicst M. Pasrnammenue Takoii nHpopma-
LIMM MOXET UMETh HEeraTUBHBIE TIOCIIE/ICTBUS, KaK U1l MU/ Ka KOMIIAHUU, Tak U JJIs TeX, YbU CBe-
JEHUS CofepKaTcsl B TAKOW BBIOOPKE (OCOOEHHO, €ClT BHIOOPKHM COCTABJIEHBI HA OCHOBE JIAHHBIX U3
COIMAJIbHBIX CETEH ).

Kpome Toro, mporpaMMHble pelieHrst, OCHOBaHHbIe Ha TexHonorusix M, nmeror cBou cnadpie
MecTa ¥ ysa3BUMOCTU. Hampumep, vccienoBare OTMEYaoT ClIeyolpe Hanoosiee BHICOKUE PUCKH
10 OTHOIIIEHHUIO K TOAOOHBIM MPOrPaMMHBIM PELIEHUSIM B Pe3y/bTaTe SKCIUTyaTalluy TeX WM UHBIX
yA3BUMOCTEN B aJITOPUTME UCKYCCTBEHHOIo MHTEsUIeKTa [60]:

1. Puck amaxu nymém npeocmagreHusi CReyUatbHo CPHOPMUPOBAHHBIX BXOOHBIX OAHHBIX,
umoObl UCKA3UMb pabomy an20pumma uckyccmeennozo unmennekma. CyTb JAHHOH aTaK 3aKJIO-
YaeTcs B TOM, UTO aTaKyIOIIMi, BIYMCIISAS OIMOKK HA BBIXO/IE AITOPUTMA MO OTHOIIEHHIO K BXO[-
HBIM JIaHHBIM, MOXET TaKUM 00pa3oM c(hOpMHUPOBATH BXOJHBIE JaHHbIE, YTOOBI HA BHIXOE TOTYYUTh
MHTEpeCyoIuil ero pe3yibTaTr. Hamprmep, chopmMupoBaB onpeneaéHHbIM 00pa3oM KOJ BPeIOHOC-
HOT'O TMPOrPaMMHOTO 0OeCTeUeHH s, aTaKyOIIUi MOKET JOOUTLCS TOTO, YTOOBI TIPOBEPSIONINIA STOT
KOJI UICKYCCTBEHHBII MHTEJIJIEKT CUEI €0 3aC/TyKUBAIOLIMM J1I0BepHs. [laHHas aTaka BO3MOXKHA B CHITY
TOTO, YTO BHIOOPKA JaHHBIX, HA OCHOBAHUM KOTOPHIX AJITOPUTM MPOXOAUT 0OydeHue, He BceoObeM-
momra. [Tpy nomydyeHnn BXOAHBIX AaHHBIX, KOTOPbIE HE COIEPKaTUCh B 00yvaloen BHIOOpKe, aro-
PUTM MOXET BbIJATh CIy4aiHbI pe3yJIbTaT.

2. Puck Hapyuenusi KOHOUOEHYUANLHOCTIU 00YUAIOUWUX OaHHbIX . ATAKYIOIUH, HaOo1as1, Kak
QJITOPUTM pearvpyer Ha T€ UM UHbIE BXOIHbIE JaHHbIE, MOKET BBIYMCIIUTH T€ JaHHBIE, HA OCHOBAaHUU
KOTOPBIX aJTOPUTM 00ydasIcsl.
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KoHen 03HaKOMHUTEJIBHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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