Kak 3awmtntb cebd
B UM(PPOBOM MUpeE




Muxaun Pantman

Crapmmuni oOpar caeaur
3a To00oi. Kak 3amuTnrn
ce0s1 B indppoBOM Mupe

«AnpnuHa JIumxuarain

2022



Panitman M. A.

Crapiuuii Opat cinenut 3a Todou. Kak 3amututh ceds B g poBom
mupe / M. A. Paiiltman — «AusbnuHa Qumkutan», 2022

ISBN 978-5-96-147881-5

B srmoxy ToTanbHOM 1M POBU3AIMHU CIIOKHO MPEJCTABUTH CBOIO )KU3HB 0€3
MHTEPHETa M YMHBIX YCTpoucTB. Ho maxe moau, ocTOpoKHO BemyIye ceOs B
peasIbHOM MHPE, YACTO HEJOCTATOYHO BHUMATEJILHO OTHOCSITCS K CBOEU LU POBOMU
6e3omacHOCTU. MeX Iy TeM C MOCIeACTBUAMH TaKOW OECTIEYHOCTH MOKHO
CTOJIKHYThCSI B JTIOOON MOMEHT: 3JI0yMBIITUIEHHUK MOKET MIepeXBaTUTh yIpaBJICHUE
aBTOMOOWMJIEM, a TEJIEBU30P — 3AMKCHIBATH PA3TOBOPHI 3pUTEsIei, C TOMOIIIBIO
UTPYyIIEK MPECTYIHUKU MOT'YT MOXUILATh JEeTeH, a K BUIeOKaMepam MOXKHO
NOAKJIIOYUTHCSA Y IIMHOHUTS 3a BiaagenbuaMu. CylecTBYIOT U rOCyIapCTBEHHBIE
MIPOEKTHI HAITOJ0OKE « YMHOIO Topojia», Tojipa3yMeBalolie MOBCEMECTHOE
BHEJIpeHUE BUICOKAMED U TEXHOJIOTHI pacrio3HaBaHus Jivll. Bce 910 He 3HauuT,
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Bce npasa zawuuernol. /Jannas 31eKmpoHHAs. KHU2A NPEOHA3HAUEHA UCKAIOUUMENLHO ON5
UACMHO20 UCNOABL30BAHUSL 8 MUUHBLX (HEKOMMEPUECKUX) UeAsIX. DNeKMPOHHAS KHU2aA, ee uacmiu, ppaz-
MEHMbL U INeMEHNbL, BKAIOUAS. MEKCH, UB00PANCEHUSL U UHOE, He NOONEHCAN KONUPOBAHUIO U MH000OMY
OpY20MYy UCNONL308AHUIO Oe3 paspeutenust npasooonradamens.. B uwacmuocmu, 3anpewero makoe
UCNOABL306AHUE, 8 Pe3YAbmame KOMopozo 3NeKMPOHHAsL KHU2d, ee 4acmb, Ppazmenn Ul S1emMeHm
CMAaHYm OOCMYNHbIMU 0ZPAHUMEHHOMY UM HEONPEOeNCHHOMY KpYey Aul, 8 MOM YUCAe NROCPEOCEOM
cemu UHmepHenl, He3A8UCUMO OM Mozo, Oydem NpedoCmaAsiMbCs OOCMYN 3a NAAMY U 0e3603-
Me30HO.

Konuposanue, socnpouzsedenue u unoe ucnonb308anue 1eKmpoHHOLL KHU2lU, ee uacmeli, gppaz-
MEHMO8 U INEMEHMO8, 8bIX00sIUee 34 NPedeabl YaACMHO20 UCNOAL308AHUSL 8 MUUHBIX (HEKOMMepUe-
CKUX) Ueasix, O6e3 coenacust npagoodoNadamenst si8ASeNcs He3AKOHHbIM U 81euent YyeoroeHyr, aOMu-
HUCIPAMUBHYIO U 2DANCOAHCKYIO OMBEMCEEHHOCHTb.

%k % %

...Yenogeuecmeo 6cezoa avioupaem medxncoy ceo6000ii u cuacmvem, a
00U, 80 BCSIKOM CAyUde OOALUUHCINGO UX, NPEONOUUIMAION KAK PA3 CUACHIbe.
ZIcopoxrc Opyann. 1984
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IIpeaucioBue
O nuBHBLIA TPAH3UTHLIN MUP!

Ecmv mpu yeau, xomopvix Mmbl 00a%xcHbL Oocmuub. Ilepsoe —
npuiimuy K momy, 4moObl DACWUPUMb B03MONCHOCHU uenrosekd. Mol
OUeHb MHO20 2080PUM O DACUWUDEHUU BO3MONCHOCIEL 4e108€eKd, HO NOKd
OUOHCUMANUBAUUSL, BCEOOUYASL MPAHCRAPEHIMHOCHb NPUBOOSIIN K IMOMANbHOMY
KOHMPOAIO HAO HeN08eKOM U 60 MHOZOM O2PAHUMUBAION €20 NPUBLIMHbIL
00pa3z HCUsHu, e2o 803MoxcHocmu. Bmopas 3adaua — 3awuma om yepos,
Komopbule Hecym mexnonozuu. Tpemovsi 3a0aua — cnpagedausoe pacnpeoenerie
NPOUZBOOUMBIX ONA2 KAK 8HYMPU KAXHCO020 00W4ecmea, max u HYmpu mMupd,
Mmedxncoy cmpanamu. Cez00Hsi Hapacmaem COUUANLHOE HEPABEHCMBO GHYMPU
NPAaKmu4ecKi 8cex 20cyoapcme.

TI'epman I'ped,
npe3udenm u npedcedamens npasaenust Coepoanxa Poccuu. 2018 2.

Ha3zpanue anTuyTONnMueckoro pomana aHrmickoro nucatesst Ongoca Xakciau, nepedpasupo-
BAaHHOE C UCMOJIb30BAHUEM TEPMUHA, KOTOpbIW npumeHus1 ['epman ['ped B BricTyruienuu Ha Iletep-
OyprckoM MeXxIyHapOJHOM SKOHOMUYecKoM opyme B 2018 T., Kak Heslb3s JIydllle XapaKTepu3yeT
HBIHEIIIHEee COCTOSIHIE TEXHOIOTMUYEeCKOro rporpecca. [IpuBbIYHBIN, aHATIOTOBBIA, MUP C BKpaIIeHH-
sIMUA IM(POBBIX TEXHOJIOTHI ocTasics mo3aau. Y Bnepeny Hac KAET Io0aabHas AUIKUTATU3AINS,
Wiy g poBU3aLMs, — CTUPAHUE TPAHUL] MEXY YEIOBEKOM, JJMYHOCTBIO U €€ IU(POBON KOIHUEM.
Bynyiiee noka TyMaHHO, Tak Kak CTPEMMTENIbBHOE Pa3BUTHE TEXHOJIOTHI UyTb JIM HE KaK/Iblid JEHb
MIPUBOJIUT K U3MEHEHHSIM ¥ HOBOBBeJEHUSIM. [ 10SIBIITHICh HOBbIE TEPMUHBI: «OJIOKYEIHH» , «KPHUITTOBA-
JTMOTa», «OOMBIINE JaHHbIe» U MHOTHE Apyrue. B mudpoBoii 5kKoHOMUKE U Ipyrux cepax BOSHUKIIH
HoBe#ve 3(peKTUBHbIE MHCTPYMEHTHI. Bce OHU BHIMTISIIAT BeChMa MEPCHIEKTUBHBIMU U BCEJISIIOT
HaJekly Ha CKopefiee U3MeHeHNe KU3HU K JIydlleMy, HO Takke, K COXaJeHHIo, 001a1aioT Helo-
CTaTKaMH, CpeIy KOTOPBIX €CTh KPUTHYECKHM BaXXHBII: OHU YTPOXKAIOT OE30MaCHOCTH IPakIaH.

NmenHo BhIpaOOTKY cXeM 3amuThl OT yrpo3 ['epman ['ped Ha3Ban BTopoii 3a1aueil, pereHre
KOTOPOH HEoOXOAMMO JJIs Tiepexofa K HOBoMY, udpoBomy Mupy. [lotomy uTO, K mpuMepy, Mbl
TIOJIb3YEeMCsl IeMEHTaMK OOJIbIIMX JaHHBIX U KOMUM UX, HO 3((eKTUBHO padOTaTh C HUMH, a TeM
6onee 3anmiaTh — He ymeeM. [1o cioBam Aprypa XauysiHa, TeHEPAJIbHOTO JUPEKTOpa aHAIUTAYe-
ckort kommnanuu SocialDataHub, «cefiuac rurantckas mpo6iema OONBIMX JAHHBIX B TOM, YTO COOH-
paThb JaHHbBIE YMEIOT yKe BCe M STUM JIABHO HUKOTO HE YMBUIIIb, HO JJO CUX TIOP HUKTO HE YMeeT U3
9TOTO AeJ1aTh MPABUIBHBIC BHIBOIBD» 2.

[TpoGnema mo GONBIIOMY CUYeTy He TOJBKO B KOMIIAHUSX, COOMPAIOIINX U 0OpadaThIBAIOIINX
niepcoHasbHbIe JaHHble. Kak pa3 MHOTMe U3 HUX (M KPYIIHBIE, ¥ CPETHErO 3BeHa) TPaTAT HEMAJIO CUJT
Y CPEJCTB [UIsl 3AlIUTHI XpaHsIIEHCs Ha UX cepBepax M MpoXonsiien yepe3 Hux uagopmarmu. Pas-
BUTBIE FOCYJapCTBAa a1alITUPYIOT CBOM 3aKOHBI 1071 HOBBIE YciioBust: 25 mas 2018 r. B EBponelickom
coro3e ObUT MPUHAT «OOMKI periaMeHT Mo 3alUTe JAHHBIX»3, B YACTHOCTH PACIIUPSIIONINI TTOJTHO-
MOYHsI CyOBEKTOB TI0 YIPABJIEHUIO CBOMMU MEPCOHATBHBIMU JTAHHBIMH M YKECTOYAIOIIMI CAHKIIUH
3a HapylleHue mpaBm ux 00padotku. B Poccuu peiictByeT penepanbhblil 3akoH «O epCOHATBHBIX
naHHbBIX» Ne 152-®3. Ho ocHOBHasI IoMexa JiJIsi CKOPEHINero mpeoiofieHr st HeCTaOMIbHOCTH TpaH-
3UTHOTO MHPa 3aKJII0YaeTCsl B OTCYTCTBUY Y TOJIb30BaTelel IU(POBOIA KYJIbTYPbI: OOJIBIITMHCTBO TaK

! https://tass.ru/pmef-2018/articles/5232044.

2 «YeoBeK MoK KOMAKOM Big Data: MOXHO JT1 3alTUTHTH JTMIHYIO0 HHDOpMarmio?». Jlekims ®onpa Eropa [aiinapa // Kommep-
cauTb. 2018. 15 des.

3 GDPR, General Data Protection Regulation, https://gdpr-info.eu.
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Ha3bIBAEMbIX CyObEKTOB (BJIaJIEbLIEB) IEPCOHATIBHON MH(OPMAIIMU HE AENA0T HIYero, YTOObI 3aIllu-
THUTh €€ OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA U, CJIE/IOBATEIbHO, 00€30MacuTh ceOs1, CBOIO IU(POBYIO
MIEPCOHY.

[Nomagnsioree OOBITMHCTBO JIIOfIEH OeCOPSIIOUHO pa30pachIBAIOTCSI COOCTBEHHBIMU TIEPCO-
HAJIbHBIMH JJAHHBIMU (TYT CJI€/IyeT yTOYHUTD, 9TO K HUIM OTHOCHUTCSI BCE, UTO MO3BOJISIET UACHTU(PUIIN-
pOBaTh YeJIOBEKa: OT €ro JUYHOW MH(popMaluu, Takor Kak ¢ortorpadpus, ©.1.0. u gata poxenus,
10 (aiyioB, XpaHSILIMXCS HA €r0 MOOMIJIBHBIX M CTAI[MOHAPHBIX YCTPOWCTBAX, CONEPKAIIMX JTaHHBIC,
yKa3aHHbIe BBbIIE, OO JT00bIe APYrue WAEHTU(MUKATOPH, N0 KOTOPHIM MOXHO OINpPEAEIUTh JTY-
HOCTb 4esioBeka). [TonkimoueHre K MHTEpHETY Yepe3 OTKPIThIe TOYKH JI0CTYIa, IPUMEHEHHUE CIa0bIX
naposieii, OTCyTCTBHE MHOTO(DaKTOPHOH ayTeHTU(PUKAIIUY, UCTIOJIb30BAHUE CKOMITPOMETUPOBAHHOTO
anmapaTHOro v MPOrpaMMHOT0 0OecTieueHH s, IyOTMKAIIMsI U3JTUIITHEr0 KOIMYeCcTBa CBe/IeHnH o cede
u (pororpaduii, HEOOLYMaHHOE COTJIACHE C TIOTMTUKON KOH(PUAESHIIMAIBHOCTH Pa3IMYHBIX IPOrPaMM
Y MHTEPHET-PECYPCOB, MPEAOCTABIEHNE PUIOKEHUSIM «OMACHBIX» pa3pelleHuil, mpeHeOpeKeHne
CpencTBaMU aHTUBUPYCHOM 3aIlUTHl 1 MHCTPYMEHTaMM MIM(POBaHUS — BCE 3TO U MHOTOE APYroe
MpeCcTaBisieT OONbINyI0 yrpo3y. becrieuHoe oTHoIeHre K i poBoi OE30MaCHOCTH TUTTMYHO IS
cOBpeMeHHbIX Jnofieil. Kak nmpaBuiio, cpefHeCTaTUCTUUECKUI YeJIOBEK KAET 3€JIeHOr0 CUrHajia CBe-
Tochopa, YToOBI IEPENTH OPOTY, HO €r0 COBEPIICHHO He OECTIIOKOSIT TIOTEHIIUAIbHBIE YTPO3bI B IU(-
poBom mupe. [lonb3oBatenei, B TOM YMCiie M COTPYIHUKOB MHOTMX OpPraHU3alHil, HE TPEBOKUT PUCK
KPaXU UX JIMYHBIX JAHHBIX MPOCTO MOTOMY, YTO 3TO «CIYUYHJIOCh C KEM-TO €Ille, HO He C HIUMU»,
MO3TOMY TMPUHUMAEMble IMU MEPBI 3aIUThl HOCAT (popMasbHbIA xapaktep. CKaHIaIbl, CBSI3aHHBIE
C YTeUKaMM IIepCOHAJIBHBIX JIaHHBIX, HanpuMmep frappening (Kpaxa MHTUMHBIX (poTorpaduii ¢ JIud-
HBIX YCTPOMCTB 3HAMEHUTOCTEN), yTeuka AaHHbIX n3 Kommnanun COepOank* wim geno Cambridge
Analytica (oTeHIManbHast yTeuKa MepcoHaIbHBIX JaHHBIX 87 MITH nonb3oBateseit Facebook °) mano
BOJIHYIOT OObIBaTesieil. XOTs UX JIMUHBIE JTaHHBIE MOTYT ObITh YKPaJEHbI M MCIOIb30BAaHbI B CAMBIX
pas3HbIX LENAX (a BIOJHE BO3MOXXHO, UYTO 3TO yXk€ MPOU301LIO0). Tak, B TEHEBOW 4aCTU MHTEPHETA
CKPUNT-KUAAIN® 1 HAYMHAIOIIME XaKepbl XBACTAIOTCS TEM, YTO B3JIOMAJId MHOTO CAaliTOB M 3aXBaTUJIN
MHOTO aKKayHTOB; TaM IMyOJMKYIOTCSI U JIOTIONHSIIOTCS] Oa3bl IaHHBIX OAHKOB, OMEPATOPOB COTOBOM
CBSI3U U IIPOYMX MH(OPMAIIMOHHBIX PECYpPCOB U IpojaiTcs npoduan nosnb3osaresnei. [lo cioBam
Pomana Yaruisiruna, pyKOBOIUTENST POCCUIMCKON MPAKTHKH YCIYT 10 MH(POPMAIIMOHHON Oe30MacHO-
ctu PwC B 2014-2019 rr., crouMocTh Habopa MOJTHBIX JAHHBIX O YeJIOBEKEe MOKET COCTABJIATD JIUIIIb
20 momnapos CIIIA”.

Ho nonb3oBareneii, cunraonmx cBoe npudesxuie B CeTu «Xarod ¢ Kpai», He BCTPEBOKUT
naxe (pakT Kpakyl UX COOCTBEHHBIX MEPCOHAIBHBIX JAHHBIX. XOTS B AaJIbHEWIIEM KHOepHpecTyI-
HUKHU MOTYT UCIIOJB30BaTh X JJISl peaIU3alii CBOUX 3aMbICIIOB, IPUMEHSISI METO/bI COIMATbHOM
VHKEHepHU. YKpaJeHHbIe JaHHbIe TOMOTAIOT 3JI0YMBIIIIIEHHUKAM COBEpIIaTh Pa3IMYHbIE TPECTYII-
JIeHWSI, B TOM YKCJIe MOIIEHHHUYECTBO (3aK/IoueHre (PUKTUBHBIX KPEAUTHBIX JOTOBOPOB, UTO OCO-
OEHHO aKTyaJIbHO Cefiuac, B 310Xy MUKPOKPEIUTHBIX OPraHM3aIMii), BUIIMHT (METOIAMU COLIUAITb-
HOU MH)KEHEPHH 3JI0YMBIIIJIEHHUKH TI0 Tele(OHY 3aCTaBIISIOT KEPTB MEPEBOIUTh JEHbIM HA CUeTa
MPECTYITHUKOB), BBIMOTATEJILCTBO, M BECTU MH(POPMAIIMOHHBIE aTaKW Ha OTIEIIbHBIX JIIOZICH U Ha Tpask-
JaHCKOe OOINECTBO B IEJIOM (HAIlpUMep, MHOCTPAHHbIE CTIEICTYKObl MOTYT TBITAThCSI YMEHBIIIUTD
JIOSTTBHOCTD TpakJaH K rocynapcTBy). Takum oOpa3zom, nudpoBbie Tpoduiu Jioael (MHdopMaImo
00 WX TPEeINoYTeHUsIX U T. 1.) BCE Yallle MCTONb3YIOT He JAJIsl MPUBBIYHOTO MOKa3a pesieBaHTHOU
peKyamsl, a )i BefieHus1 KuOepaTak v WH(GOPMAIIMOHHOW BOWHBI.

4 https://www.rbc.ru/finances/16/02/2021/602bd795927947398c66¢895.
> Komnanust Meta npu3HaHa B Poccru SKCTpEeMHCTCKOM OpraHU3aluei.

6 «Xakepbl», MOJB3YIOIIFECS TSI B3/IOMA TyXXUMU HapaOOTKaMu. — 30ecb U danee, 3a UCKAOUEHUEM 0CODO 02080PEHHBIX CAYHUAES,
npum. aem.

7 https://vk.com/video-90241001 456239093, Bebunap «Peanusanms Tpedosannii GDPR B Poccum», 25 mas 2018 r.
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Kpome TOro, mepcoHasIbHBIMH JIaHHBIMHM YEJIOBEKA MOTYT IIeJIeHANpPaBIeHHO «HUHTEPeco-
BaTbCS1» KOPBICTHBIE POIICTBEHHUKU, KOHKYPEHTBI, YWIEHBI IIPECTYHBIX TPYIITUPOBOK M SKCTPEMUCT-
CKMX OpraHM3alfii ¥ TpoYre MOTeHIINAIbHbIE 3TIOYMBIIUICHHUKHU. Tak WM MHaUe pUCK OKa3aTbCs
MOCTPAJIABIINM €CTh Y KaKA0T0 MoJib30BaTes g poBoit cpebl. IMeHHO 1udpoBoii cpe/ibl B LIEIOM,
TaK KaK Kpaxa JaHHBIX BOZMOXHA He TOJIBKO Yepe3 MHTEPHET, HO U Yepe3 JIOKAJIbHBIE CETH, a TaKKe
MyTeM HENOCPEICTBEHHOTO JOCTYIA K YCTPONCTBAM U JIMUHOCTH SKEPTBHI.

[NonHOCTBIO M30€KaTh PUCKOB YTEUKH MEPCOHATBHBIX TAHHBIX BPS[ JIN YAACTCS, HO MOKHO MaK-
CUMaJIBHO CHU3HUTH €€ BEpOATHOCTh, OCJIOKHHB 33/1a4y MOTEHIMAIbHBIM 3/I0yMBIIIJICHHUKAM. Y4H-
THIBasi HECOBEPIIIEHCTBO HBIHEIITHETO 3aKOHOAATEILCTBA B OOJIACTH 3AIUTHI MEPCOHATIBHBIX JaHHBIX
(B TOM 4YMCIe 1 B TUIaHE OTBETCTBEHHOCTH 3a HapyILIEHUs B 3TOM 00JIaCTH ), HECOBEPIIEHCTBO IU(ppo-
BBIX CUCTEM B «TPAH3UTHOM» MHUPE, CAMOE ITIaBHOE, YTO MOXET CHeJIaTh CaM MOJIb30BaTellb, — CAMO-
CTOATEJIBHO OBJIA/IETh KYJIbTYPO «I(PPOBOTrO MPUCYTCTBHUS».

[Nomortp ynTaTesTio B HOCTHXEHUH I POBOI KYJIBTYPHI M €CTh 11eJIb MOel KHUTHU. Viest Haru-
caTh €e BO3HHKJIA y MEHs, KOrAa 5 MbITAJICS pa3padoTaTh METOIUYECKOEe PYKOBOICTBO, MpeaHA3HA-
YEeHHOE IS JIUII, 3AMHTEPECOBAHHBIX B 00eCIIeYeHUH CBOEH MH(OPMAIIMOHHOM Oe3omacHoCTH. Takoit
JIOKYMEHT, KaK CJIe/lyeT U3 Ha3BaHWsl, IPeoiaraeT UCTOIb30BAaHUE CYXOro KaHLIENISIPCKOTO sI3bIKa,
HE 0YeHb IPUBBIYHOTO TSI IMPOKOH myOnuku. [IoaToMy cTasno sicHo, YTo He0OXOaMMa KHUTa, HAIT!-
CaHHasi IPOCTHIM SI3BIKOM U ISl IPUBJICUSHUsI BHUMAHUSI IOTIOTHEHHASI OITUCAHUEM KEeCOB — peasib-
HBIX CJTy4aeB, KacCalOUIMXCs TIEPCOHAIBHBIX JAHHBIX, CTy4aeB UX YTEUKU U CIIOCOOOB 3aIIUTHI.

UroObl 3aMHTEpecoBaTh Bac elne OoJblIe, s YIOMSIHY O HEKOTOPBIX CITydasix, HOIpoOHO pac-
CMaTpHBaeMbIX Jajiee B KHUTe. Harpumep, Bbl y3HaeTe O TOM, YTO 3JIOYMBIIIEHHUK MOXET Tepe-
XBaTHUTh YIPaBJIeHUE aBTOMOOWIIEM, TUCTAHIIMOHHO 3a0JIOKMPOBATh JIBUTATENb U 3aII€PeTh BOIUTES
B cajione. M o ToM, 4TO TeneBru30p, KOorjaa Mbl CMOTPUM (PHITBMBI M TIOCIEIHAE HOBOCTH, MOKET BHU-
MaTesIbHO «CITyIIaTh» PAa3rOBOPBI 3pUTENIEH, 3aITUCHIBATh U MIepeaBaTh X Ha CepBEpPbl pa3HbIX KOM-
nanuii. O TOM, YTO € TIOMOIIBIO COBPEMEHHBIX UTPYILEK MPECTYMTHUKHM MOTYT OOIIATHCS C JEThMHU U
noxuinarh ux. M gaxe o ToM, 4TO TEPMOpPETYJIATOpP Ha Oatapee OTOIUIEHHUS] MOKET OBITh B3JIOMaH, a
aKBapUyM CIIOCOOEH CJIMBaTh HE TOJBLKO BOAY, HO M TurabaiThl gaHHbIX! CKOpee Bcero, Bam Oyaer
MHTEPECHO y3HATh, YTO MOKHO MOAKIIOUMTHCS K IM(PPOBBIM BHICOKAMepPaM, B TOM YHCIIE BCTPOEH-
HBIM B POOOT-ITBLIECOC, U IITNMOHNUTH 32 BIIA/ICIBIIAMK; a «yMHbIE» OpaciieTsl U BHOPATOPbI COOMPAIOT
MH(pOPMAIHIO O TOM, IJIe Bbl HAXOOUTECh M YeM 3aHuMaeTech. M, pasymeercs, 51 He 0001y BHUMA-
HUEM TIPOEKTHI HAMMOJ0OUE « YMHOTO ropofia», Mogpa3yMeBalolye TOBCEMEeCTHOE BHEIPEHUE BUICO-
KaMep U TEeXHOJIOTMI Pacro3HaBaHUsI JIUI], ¥ TIPOYME WHCTPYMEHTHI ISl CIIEKKH 32 TPaKIaHAMH U
KOHTPOJISI 32 MX TTOBE/ICHUEM.

Bce 3T0 He 3HAYMT, YTO HYKHO CTPEMUTHCA K «IIU(POBOMY 3aTBOPHHUECTBY» M MAHUUECKU
u30eraTh rakeToB, TeM OoJiee UTo JaHHbIEe O Bac yowce ecTb B CeTH (Jaxe ecu Bbl He TOb3yeTech
COIMATTBHBIMU ceTsiMH ). HeoOXonmmMo U3ydnTh U COOITIONATh IEMEHTapHBIE MpaBwiia 0€30MacHOCTH
Y BCET/Ia XOPOIIEHBKO JyMaTh, MTPEXe YeM MPEAOCTaBIATh KOMY-JIMOO JOCTYI K CBOMM TEPCOHAITb-
HBIM JJAHHBIM.

[udpoBoe npucyTcTBIE B MUpPE HEOOXOIMMO UYEJIOBEKY /IS TIOJTHOLIEHHOTO Pa3BUTHS U KOM-
MYHUKALUH, JJ151 YJIy4IlIeHUs YCIOBUI KU3HU U TIOBBILIEHUS €ro Bo3MOXHOcTel. [J1aBHOE B iippo-
BOM MUpe — He 3a0bIBaTh O OE€30MACHOCTH M He OeKaTh HAITPOJIOM.
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I'nasa 1
Mojaeasb yrpo3, aHajau3 pucKoB U
CTpaTeruu 3amuThbl MH( opMannmu

Yenosex ocmaensiem 02pomMHOe Koauuecmeo uHgopmauuu o cebe,
UH0204 8 CAMbIX HEONCUOAHHBIX MECMAX, OCODEHHO Ko20a Nymeulecmeyem.
Toxynaeme oOunem Ha camonem — 6ax, cpasy nonaai 6 643y OAHHBIX.
Bpornupyeme 2ocmunuuy — oax, é opyeyro. ...He nado oymams, umo 3a éamu
Oyoem KmMo-mo WNUOHUMb U npo eac éce ysnaiom. Ilpo eac u mak yoice 6ce
3HAIOM, 6bl U MAK Ydice 8e30e HACACOUNU.

Eszenuii Kacnepckuii. 2016 2.3

8 J036cK0Ba 1., duoHOB I «Ilyrarb Hapop cTpammiIKkamy — 310 Mel Jiodum» // PBK. 2016. 20 masi.
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Hecmotps Ha cKkyyHOoe Ha3BaHue U pa3Mep, 3Ta IVIaBa, MOXalyil, caMas BaxHas B KHure. B
APYTUX I71aBaX MHOTO JIOBOJIBHO MOAPOOHBIX MHCTPYKIMK MO 3aluTe MH(POPMAIIMK, ONKCAHBI CIIO-
cOOBbI PabOTHI 3IOYMBIIJICHHUKOB W HETIPUSTHBIE CUTYAIlMH, BOHUKAIOIIUE B CIyYae HeJOCTaToY-
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HOTO BHUMaHUs1 K MH(POPMALIMOHHOM Oe30macHOCTH. Pa3 Bbl B351JIM B pyKH 3Ty KHUTY — BEPOSITHO, BacC
TaK WM MHAYe BOJIHYET TeMa COOCTBEHHOM Oe30IacHOCTH, a Takke OE30MaCHOCTH BaIllMX JaHHBIX —
NEePCOHANBHBIX, TAK KAK OHU OTHOCSATCSI UMEHHO K Balllel TIEPCOHE.

HpI/IMe‘{aHI/Ie. HaHOMHI/IM, 4qTO NEPCOHAJIBHBIMU JAHHBIMU CUYUTAIOTCA
JmoOble CBEJEHUsI O YeJOBEKe, B TOM 4YHCle ero amuiusi, UMs, OTYECTBO;
uHpopMalMs O JaTte M MeCTe pOXKJIEHHUs; ajJpece; CEMEMHOM, COLMAIbHOM,
MMYITIECTBEHHOM TIOJIOKEHUH; 00pa3oBaHuu; mpodeccun; noxonax; dororpapuun
Y BUJICO3AIUCHU C €r0 y4acTheM, a Takxke (pailyibl ¥ Ipoure CBeJleHus (Harmpumep,
oTnevyarok Opaysepa Wi YHUKaJbHas KOH(PUIypalysi CUCTEMBbI), O3BOJISIOLINE C
BBICOKOU CTETeHbI0 HAJIe)KHOCTH UACHTU(UIIMPOBATH UX Baaebiia’.

B nHacrosiiiee BpeMsi ¢ pa3ButHeM IU(POBBIX KAHAJIOB OOMEHa JAHHBIMHM YEJIOBEKY CTajio
HAMHOI'O CJIOKHEE 3alIUTUTLCS OT HEXEJIATEIbHOIO JOCTYIA K CBOEMY MMYILIECTBY M CBOEW JINY-
HOCTH; YT€UYKa MEePCOHAbHBIX JAaHHBIX IMPOMCXOIUT ropas3jo yaiie. Panbile KOH(pUIEHIIMAIBHOCTH
HAIIIUX JIAHHBIX YTPOXKAJIO TOJIbKO BO3MOKHOE MPOCITyIIUBaHKE TenedoHa, MepIocTpaiis 0ObIYHON
MOYTHI ¥ YIMYHASA cJIekKa. Ternepb omacHOCTEN CTano OObIlie: SMEKTPOHHAS MTOYTa MOXKET OBbITh IIPO-
YUTAHA TPEThEU CTOPOHOM, MPO(MUIN B COLMATBHBIX CETSIX — «yTHaHbl», KOMIBIOTEP — 3aJ€1CTBO-
BaH B DDOS-atake, cpenctBa ¢ OaHKOBCKOTO CuUeTa — CIMCaHbl, a CIy4YailHOe MOsIBJIEHUE B MecTe
MIPOUCIIECTBUSI TPO3UT BBI30BOM B ITPABOOXPAHUTENIbHBIE OPraHbl MPOCTO MOTOMY, YTO Ballle JIMIO
3ahuKCHpOBaia KaMepa ropojICKoi cuctembl BuieoHadmonenusi. CTOUT cpasy cKazaTb, UTO €CJIU, He
MMesl YETKOIO TUIAHA, Bbl MOMBITAETECh BHICTPOUTH 3AIIUTY OT BCEX CYHIECTBYIOIIMX OMACHOCTEN U
MOTEHIIUAJIbHBIX 3JI0YMBIIIIJIEHHUKOB, TO IOTPATUTE BPEMS BIIYCTYIO U BPsi[l JIU MOJTYYUTE 3HAYNMBbIE
pesynbTrarhl. [103TOMY Ba)KHO OLIEHUTh PUCKH, IOHATD, C KAKMX CTOPOH BaM (BalllUM JaHHBIM) MOKET
yIpOXKaTh OMACHOCTh, U C(hOPMYJIMPOBATh MOJEIIM YIPO3 U HAPYILIUTEJIEH, a HA UX OCHOBE Y€ BbIpa-
60TaTh CTpaTeruy 3alUThl. B peanbHOM )KU3HU BB yKe caenanu 31o. K mpumepy, 3uMoi Bbl He XOIuTe
OJIM3KO K CTeHaM 3[JaHUM, IIOTOMY UYTO OMACAETECh, YTO C KPBILIHM WA OAJKOHA HA BAllly TOJIOBY yMa-
JeT cocynbKa. My Bbl cTaBUTE pelIeTKH Ha OKHAX MEPBOro 3Taka, 3a00TsICh O TOM, UYTOObI B Ballie
KWIKIIE He MPOHUKJIM JOMYIITHUKY. Ho BBl He 3amacaerech criacaTesbHbIM JKUJIETOM, OTIPABJISIACH
B COCEAHMI MarasuH, U He MPOIyMbIBaeTE IUIAH 3BAKYALIMM U3 3[aHKS B YCJIOBUSAX I[yHAMU, KUBS
B Psazanu.

Te xe npaBuIa MPUMEHUMBI U K 3alIUTE B COBPEMEHHOM 1IM(POBOM MUPE, IJI€ 3aIUIIAEMbII
00BeKT — Bala udpoBasi KOMusl.

? JlononseHo k JNOKyMeHTy «MeTtoquyeckue peKOMEeHJAMM [0 OPraHM3allMOHHOM 3amuTe (PU3MYECKHM JIMIIOM CBOMX
MePCOHAIBHBIX JaHHBIX». https://pd.rkn.gov.ru/library/p195/.
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MoaeJb yrpo3s

Obecneuenne coOCTBeHHOU TMGPOBON (1a U (PU3MUECKON) OE30MaCHOCTH — CTPOro CyOBeK-
THBHBIH mporiecc. Jlaxe y Baiero OJ1mM3Koro poacTBEHHUKA, KUBYIIIETO ¢ BAMU TOJ] OHOM KpBIIIEH,
MOT'YT OBITh UHBIE TIPHOPUTETHI (CKAXEM, BbI ITOJIb3YETeCh JINYHBIM aBTOMOOMIIEM, & OH — TAKCH; BbI —
MyOMMYHBIN TeJeBEeIyIIHUi, a OH — MOJUIEHCKHIA TIOJl IPUKPHITHEM). BakHO MOHATH, KaKue TaHHbIE
BaM HY)KHO 3alllUIIATh, KOMY U JJIsl YeTO OHM MOTYT TMOHAI00MTHCS M KaK 3JI0YMBIIUIEHHUK MOXKET
UX TOMY4uTh. B utore Bol chopmupyeTe COOCTBEHHYIO, YACTHYIO MOJETb YIPO3.

Haunure c orBeTOB Ha crieayolye BOIPOCH! (IIPUBEAEHBI PUMEPBI BOIIPOCOB, KOTOPHIE BbI
MOXeETe 3aJaTh cede):

H Y10 He00X0 MO 3AININATL?

CocTaBbTe CIHMCOK CBOMX IIEHHBIX PECYpPCOB: JIMYHBbIE/padoune JOKYMEHTBI, CIIMCKM KOHTAK-
TOB, (poTrorpaduu, (PMHAHCOBBIE CPEICTBA, JAHHBIE O B3AUMOJEHCTBUU C ONPE/EIEHHBIMU JIIOJbMU
WA OpraHU3allisIMU, CBEJCHHUS O JIMYHOMW KU3HU, PO(UIIN B COLIUATIBHBIX CETSIX, JAHHBIE O MECTO-
nosioxeHuu (reosokarmu) u 1. 1. Croza e MOKHO OTHECTH JaHHble 00 MMYILECTBE: 3JI0yMBIIILICH-
HUK MOJKET MbITAaThCS 3aBJIAJETh UM B Ballle OTCYTCTBUE (y3HaB, I/I€ Bbl HAXOIUTECh) WX MIPECIIENIO-
BaTh BaC C LIEJIbI0 BBIMOTaTEIbCTBA, IPEABAPUTEIBLHO BBISICHUB Y€pe3 UHTEPHET, YeM Bbl BJajeeTe.
[Tocrapaiitech MOHATD: MO MOKET NPEJOTBPATUTh HECAHKIIMOHUPOBAHHBIN AOCTYII K 3TUM JIaHHBIM
Y UMYILIECTBY.

M I'ne HaxoauTCS TO, YTO HEOOXOJUMO 3AMMNINATD ?

KBaprtupa, yacTHblil JOM; HOyTOYK, CTAllMOHAPHBIA KOMITBIOTEP, CTAIIMOHAPHBINA UM MOOWIIb-
HBII TesiehOH (3aluTa TalHbI IEPETOBOPOB M MEPENUCKU); OAHKOBCKHIA cUeT (3aumra OaHKOBCKOM
TallHbl U JIaHHBIX KapThl); ycTpoilcTBO MHTepHeTa Belei (Internet of Things, cokpamenHo — IoT).
Pazymeercsi, Bbl camU sSIBJIsIETECh OOBEKTOM 3aLUTHI OT HAOMIONEHHUSI, CJICKKH U T. TI.

B OT KOro u OT Yero Hy>KHO 3alMIIATH CBOH JJaHHbIEe WU HMYIIECTBO?

duHaHCOBbIE MOILIEHHUKH; XaKEpbl, 3aHUMAIOIIMECS] KPaXel MepPCOHATbHBIX JAHHBIX; BOPHI;
KOHKYPEHTbI; POICTBEHHUKH; TOCTH; TOCYIaPCTBEHHbIE OPraHU3alMY U T. I1. Takke NpUMUTe BO BHU-
MaHue TOT (PaKT, YTO HECAHKIIMOHMPOBAHHBIM JIOCTYII K BAalllUM AaHHBIM MOXET ObITh OCYILECTB-
JieH ciayyvaiiHo. HarpumMep, eciiv BallluM KOMITBIOTEPOM, KpOME Bac, MOJNb3YIOTCS U APYIUe YJIeHBI
CeMbH, OHM MOTYT HEOCO3HAaHHO 3aIyCTHTh BpPeJOHOCHOE mporpammHoe oOecrieuenue (I10), moa-
KJIIOYMB 3apakeHHbIH flash-HakonwTesnb, MO0 MOCETUTD (PUITTMHTOBBIN (MTOAEIbHBIN) cailT. PebeHok
MOJET CJIy4ailHO MO3BOHUTD Ha OJIMH U3 MOCJIEIHUX HOMEPOB, KOTOPbIE 3alIOMHUJI TeJIe(hOH, U Balll
pasroBop (He 1o TeneoHy) MOKET ObITh IPOCITYIIAH TPeThUM JIMIOM. PoTtorpadus ¢ Bammm u300-
paxkeHueM, CIeNaHHAs APYTUM YeJIOBEKOM M OIMyOJIMKOBAHHASI B UHTEPHETE, MOJKET OIIOPOYHUTD Ballly
pEeIyTaIuio UK BbISIBUTDH Ballle MECTOIONIOKEHUE.

B KakoBa cTeneHb NOAroTOBKH NOTEHIHAJBHOTO 3J10yMbIIIJIEHHNKA?

ATaky M Kpaxu ClIy4yailHbl WM LIEJIbIO SIBJIsieTeCh MMEHHO Bbl? KakoBa creneHb MOAroToBKU
3JI0YMBIIUIEHHUKA: 3TO CIIyYalHBIN Xakep/BOP WK CIIEIMAILHO TIOATOTOBJIEHHOE JIMIIO (HeI0O0poxke-
JIaTesb, KOHKYPEHT U T. J1.), LIeJIeHapaBIeHHO oxoTsieecs 3a Bamu? Cpeacrsa (pecypchl 1 BOZMOXK-
HOCTH) 3TOT'O JIUIIA: He3HauUmenvHvle (MaJoBEpOSITHO, YTO 3/I0YMBIIUIEHHUK OYJeT TPATUTh HA aTaKy
MHOTO BPEMEHU U PECYPCOB, €CJIU BeJJCHUE €€ CIIOKHO U JI0POr0), cpeoHue (3NMOyMBIIIJIEHHUK 00J1a-
JaeT OrpaHWYEeHHBIMU CPEACTBAMH ISl TIOATOTOBKM aTaku M OyJeT BEeCTU ee, IOKa He 3aKOHYATCS
pecypcbl), 3Hauumenvrvle (3M0YMBIIIJICHHUKY — MPEICTAaBUTENN KPYIHBIX KOMIIAHUH, KPUMHUHAJIb-
HBIX CTPYKTYp, FOCYAapPCTBEHHbIE OpPraHU3alUK (B TOM YHCIIe 3apyOeKHbIE ), KOTOpbIe 00J1a1aI0T 3Ha-
YUTEJIbHBIMU WM AK€ HEOTPAaHUYEHHBIMU CPEJICTBAMHU /151 BEICHUS aTaKu).

B HackoJbK0 BeJIMK PHCK TOr0, YTO BbI MOKeTe CTATh LeJIbI0 3JI0YMbIIIJICeHHUKOB?

[Tpoucxonuiu Jm Kpaxku AAHHBIX C PECYpPCOB, KOTOPHIMU BBl MOJIb3YETEChH; BEJUKO JIA KOJIH-
YEeCTBO MPECTYIUICHU! B OTHOIIEHUM CHCTEM (HAIpUMep, ONpeeSIeHHbIX OAHKOB), UCIIONb3yeMbIX
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Bamu? EcTb 1 HeJoOpOXeaTe Iy Wi HeraTUBHO HACTPOEHHbIE KOHKYPEHTHI? 3aHNMAaeTeCh JIN BbI
OIIO3ULIMOHHOM JAeATeNbHOCTBIO? OTHOCUTECH JIU BbI K yA3BUMbIM KaT€rOpHUsM IpaxJaH (JETH, )KeH-
nwHel, JITBT, HalMoHabHbIe MeHBITUHCTBA U T. 11.)? [TyOnmuHas v Bl iepcoHa? MokeTe JId Bbl
JOBEPSATD JIIOASIM, C KOTOPHIMHU OOIIaeTeCh; poACTBEHHUKaM, roctsim? EcTb 1 y Bac 1ieHHast uH(pop-
Marlysi, O HAJIMYMU KOTOPOM MOXKET 3HATh NOTEHIIMAIBHBIN 3/I0yMBbIIUIEHHUK ? Hackonbko BakHa 3Ta
uHpopmarys? Kakue prucku Bbl JOJKHBI IPUHATH BO BHUMaHUE?

PaccmarpuBas puck Kak BEpOSITHOCTb HEKUX JEUCTBUI TPOTUB BaC, BAKHO YUUTHIBATh U TIOHSI-
THE BO3MOXHOCTH. Haripumep, XOTs1 y MHTEpHET-IIpOBaiiiepa eCTb BO3MOKHOCTb JOCTYIA KO BCEM
BalllUM JaHHBIM, Nepe/laBaeéMbIM B MHTEpPHETE, PUCK TOrO, YTO OH MX OOHApOAYyeT, YeM HaHeceT
BaMm yIepd, vaine Bcero MuHUMasieH. [Ipoanamsupyiite cyuecmsyrouiue ons éac yrpossl. Crenyer
MIOHSATH: KaKKe U3 HUX CEPbe3HBI U TPEOYIOT Balllero MPUCTAIbHOIO BHUMAHUST; KaKue BPs JIK OCY-
LIECTBUMBI, TaK KaK BE/IEHUE aTaKH OIACHO ISl CAMUX 3JI0YMBIILIJIEHHUKOB MJIM 3aTPaThl HA €€ MOro-
TOBKY U 3aIIIUTY UX COOCTBEHHOM O€30MacHOCTH HEONPABIAHHO BHICOKH; KAKKE aTaK! OCYIIECTBUMBI,
HO HE CJIMIIKOM OIACHBI.

B Hackouabko OyaeT BeJuK yuiepo, ecJii 3aluTa He IOMOKeT?

Mo:XHO 11 BOCCTAHOBUTb JAHHBIE WJIM UMYILECTBO B Cily4yae ux yrepu? OTpa3srcs v pe3ysib-
TaThl IOTEPU JAHHBIX/UMYIIECTBA Ha pelyTalu, IpodeCcCUOHATIBHOM IeATEIbHOCTU? YTpoKaloT JIn
Pe3yJIbTaThl OTEPU JAHHBIX/MMYIIIECTBa O€30MAaCHOCTH Ballleld WIIM POJCTBEHHUKOB, APYTHUX JIIOZIEH,
rocygapcrtsa B LEJOM? 3JI0YMBIIUIEHHUK MOXET KaK CKOIMpPOBAaTh JaHHbIE (HAlpuUMep, ¢ LIENbIO
[IaHTaXa, MOCeAYIomeH X MyOIMKaIMy WM MPOJAKH), TaK M MOJAMEHUTh WIA YHHUUTOXKHUTH HX.
K npumepy, MOIIEHHUKH MOTYT MOAMEHUTH TUIATEXHbIE PEKBU3UTHI, YTOOBI IEHBIU KEPTBBI ObLIH
repeBe/ieHbl Ha cyeTa MPEeCTYITHUKOB, TOCYIapCTBEHHbIE OpPraHU3allii MOTYT MPENsSTCTBOBATh pac-
MPOCTPAHEHMIO PE30HAHCHBIX M KOMIIPOMETHUPYIOIIUX KOTO-JIMO0 MaTeprasioB, & KOHKYPEHTHI — CTa-
paTbcsl 3aBAfETh CEKPETHHIMU JOKYMEHTaMH, YTOOBl OOHApOAOBATH MX C HEJbI0 YHUUYTOXKEHUS
Ballledl peryTalum.

B Ha uyTo BbI rOTOBBI NOITH, YTOOBI IPEJOTBPATHTH NOTEHINAJIbHbIE IOTEPU?

Crenyer Jiv OJIb30BATHCS JOMOTHUTEIbHBIMU CPEJCTBAMM IS 3ALLUTHI JAHHBIX/UMYIIIECTBA?
Hackonbko MorHO# 1omkHa ObITh 3amuTa? ClieqyeT JIu XpaHUTh IaHHbIE Ha OTKJIIOYEHHBIX OT CeTei
YCTPOWCTBAX WM BHe foMa/padoTtei? Criemyet v mudpoBaTh NEPENUCKy WM 00CYXAaTh ONpe/e-
JIEHHbIE BEIM TOJIBKO MpH JIMUHOH BeTpeue? K mpumepy, ecm Bl BeieTe 1o OecIuiaTHOM JIeKTPOH-
HOW NI0YTE MEPENUCKY B yXe «KaK JIeJIa», JOCTATOYHO UCTIONb30BATh HA/IEKHBIM TApOJIb U MHOTO(AK-
TOPHYIO ay TeHTH(PHUKAIINIO, YTOOBI BAIIIUM MOYTOBBIM SIIITMKOM HE CMOT BOCIIOJIb30BAThCS CITyYaiHBIH
XaKep, KeJaloU1id OT Balllero MMEHHU pacchliaTh criaM. Takke BpeMsi OT BpeMEHHU Napojib pEKOMEH-
AyeTcst MeHSITh, YTOOBI 130€XKaTh HECAHKIIMOHMPOBAHHOTO JOCTYTIA K aKKAYHTY, €CJIA ITOYTOBBI Cep-
Bep OyzIeT B3JIOMaH. A eciii Bbl 0OMEHHMBAETECh KOPIIOPATUBHBIMY CTPATETUSIMH WITH TIEPCOHATTBHBIMU
JAHHBIMU JPYTHX JIIOAEH, CTOUT 33yMaThCs HE TOJIbKO O IMOMCKE HAIeKHOTO IpoBaiiiepa J1eKTPOH-
HOW TIOYTHI M 3aIIIUTE JOCTYMA K HeW, HO M 0 ee CKBO3HOM mudpoBanui. Eiie HaiexkHee 00CykIaTh
BaXHYI0 MH(OPMALIMIO ITPY JIMYHOW BCTpeYe B MECTax, Iie UCKoueHa ciexka. Hy a ecnu gaHHble,
XPpaHsIIIIecs: Ha YCTPOUCTBE, B CIydae HECAHKIIMOHMPOBAHHOTO JIOCTYIIA CIIOCOOHBI MOIIATHYTh I710-
OaJTbHYI0 S5KOHOMHUKY — BEPOSITHO, 3Ty MH(OPMALIUIO CIIeIyeT XPAHUTh B HEPUCTYITHOM MOA3EMHOM
yOeKHIIe C BOBMOKHOCTBIO MTHOBEHHOTO YHUUTOKEHUS TIPH MAJISHIIIEN TOTMBITKE KOMITIPOMETALIUH.

Korza Bbl OTBETHTE Ha 3TH BOITPOCH, TO CMOXKETE MPEACTaBUTh ceOe MPUMEPHYIO MOJIENb YTPO3
Y TIOHATH, YTO, KaK U OT KOr'0 HY)KHO 3alllMINaTh. Takke Bbl NOMMETe IEHHOCTh CBOET0 UMYILECTBA
(B yacTHOCTH, LIM(PPOBOro) U BOZMOKHOCTH IMOTEHIIMAIBHBIX 3/I0YMBIILIEHHUKOB. Kpome Toro, npu-
MUTE BO BHUMaHHUE TOT (DaKT, YTO CO BpeMeHeM (10 Mepe M3MEHEHUs CUTYyaIun) OyleT MEeHSThCS
Baiia Mozienb yrpo3. CoctaBUB MOJE/ b HA TEKYILLUI JeHb, BPEMsI OT BpEMEHHU NIepecMaTpuBaiiTe ee,
YTOOBI OLIEHUTh AKTYaJIbHOCTb.

Ternepp 0OpaTUMCSl K JTMYHOCTH 3JI0YMBIIIIIEHHAKA, KOTOPOTO HEPEAKO M300paKaioT B BHUIC
aHoHuma noxy Mmackout ['asg Pokca, u monpoOyem NMpeacTaBUuTh cede MOIeNIb HapyIIATES.
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Moaeab HapymuTe s

Ecnu roBoputh KOPOTKO, TO MOJE/Ib HAPYIIUTENSA — 9TO BalllM MPEAIONOKEHUS O TOM, KaKue
BO3MOKHOCTH 3JIOYMBIIIUIEHHUK MOXET MCIOb30BaTh IJIs1 TOTO, YTOOBI TOJMYYHUTh JIOCTYII K BallleM
naHHbIM. K Hapymmrensam Takke MOXKHO OTHECTH JIUL, HenpeoHaMepeHHble TEVCTBUSI KOTOPBIX MTPH-
BEJIM K YTEUKE BalllMX JaHHBIX.

Hapymrenu MoryT ObITh BHyTPEHHHE W BHEIITHHE.

B BHyTpeHHNe HAPYIIUTEJH UMEIOT HEMOCPEICTBEHHBIN IOCTYI K BalllUM pecypcam: JIN4-
HOCTH, YCTPOWCTBAM C BalllUMH IaHHBIMU, OyMaKHbIM JJOKYMEHTaM, (DMHAHCOBBIM CPEACTBAM U UMY-
niectBy. Kak rnpaBuiio, 3T0 poICTBEHHUKH, APY3bsl, COTPYAHUKH U APYIUe JIOIH, JIUYHO KOHTAKTH-
pYIOIIMe C BAMU UJIM TIOCEIAIOIINE MECTa, Iie Bbl ObIBaeTe.

B Baemnne HApymHTEJH — 3TO HanOOJIee MHOTOUYKCIIEHHAS TPYIIIA 3/I0yMBIIIJIEHHUKOB, B
KOTOPYIO BXOJSAT BCE, KTO IBITAETCS MONYyUUTh JOCTYII K BalllUM JAHHBIM, HE MMesl K HUM HETocpe/-
CTBEHHOTO JIOCTYyIa M HAXOASCh B OTHAJICHUH. DTO MOTYT OBITh KaK OTIeJbHbIE (PU3NYECKUE JIUIIA,
TaK U KPUMHUHAJIbHBIE CTPYKTYPbl U TOCY/IaPCTBEHHBIE OPraHU3aL|H.

BHyTpeHHMe HapyluMTeN M MOTYT HENOCPEACTBEHHO B3aUMOJEICTBOBATH C BALIMMU YCTPOM-
crBamu. Hanpumep, 4ToObl y3HaTh Balll Tesie)OHHBI HOMED, 3TIOYMBIIIJICHHUK MOXET MOMPOCUTh
y Bac Tejed)oH M MO3BOHUTH HAa CBOM HOMEp JIMOO BOCIIONB30BATHCS BALIMM YCTPOWCTBOM, €CIIH
BBl OCTaBWJIM €ro 6e3 mpucMoTpa. A yoopiiuiia B HOMepe OTelisi WM cekperapiua B oduce (1o
HABOJKE KOHKYPEHTOB WJIM TpaduTesiell) MOXKET YCTAHOBUTh HA KOMIIBIOTEpP ammnapaTrHylo WA Mpo-
IPaMMHYIO 3aKJIaJKy, [TOKa BaC HET PsAJOM, — OCYLIECTBUTh TaK Ha3blBAEMYIO aTaKy «3Jas TOPHUY-
Hasi» !0, POICTBEHHUKY WITH APY3bsi TAKKE MOTYT ObITh HAPYILIUTENISIMHU, TPUYEM HEOCO3HAHHO, MOCe-
111as € Balllero yCTporcTBa MH(PUIIMPOBAHHBIE PECYPCHI WM TOIKJII0YAs K KOMIIBIOTEPY 3apakeHHbIE
ycrpoiictBa. COTpyIHMKHM Balliell KOMIIAHUM MOTYT CYIIECTBEHHO YIPOIIaTh paboTy 3JI0yMBIIIIICH-
HUKaM, UCIIONb3ys ISl 3alIUThl CBOUX aKKAyHTOB ITPOCTHIE MAPOJIM W/WJIN 3alIMChIBasi CBOM MApOIn
Ha CTUKEpax M HaKJIewBas UX Ha MOHUTOp. Ecimu ke «37asi ropHuuHasi» 00JafgaeT JOCTATOYHBIMU
BpPEMEHEM U HaBBIKAMH, OHA MOXET pa300parh YCTPOWCTBO (HArpuMmep, HOYyTOYK), MOJy4UTh HEro-
CPE/ICTBEHHBIN JOCTYII K BHYTPEHHUM KOMIIOHEHTaM X PaHEHUsI JAHHBIX (KECTKOMY JIUCKY) U CKOMHU-
pOBaTh, MOAMEHUTH WM YHUUTOKUTH JaHHbIE.

KEHMC Opna)asl MOCKBHYKA MO MMeHH OJbra HOIyddia OT OIeparopa
COTOBOW CBSI3M COOOLIEHHE C MPOCHOOH MOTracUTh 3aI0JKEHHOCTh B HECKOJIBKO
THICSIY pyOsell 3a MOOWIBbHYIO CBs3b. B cooOIeHun ObUIM MPAaBUIBHO YKa3aHBI
Bce nmaHHble Onpru: aapec, damuims, uMs u OTdecTBO. [IpoOnema Oblia B
TOM, 4YTO JIEByIIIKa HUKOIJA HE IMOJIb30BAJIACh yCIyramu 3toro oneparopa. Osbra
MO3BOHMJIA B CITYKOY MOAAEPKKH KOMITAHMKA COTOBOM CBSI3H, JOKHMKOM KOTOPOW
0KazaJiach, M BBISICHWIIA, YTO JIOJT JAEHCTBUTENIBHO 3a Hel uuciautcs. [lanbHeliiee
pacciieloBaHUe BHIBEJIO €€ Ha OXPAHHUKA OJIHOTO M3 CTOJIMYHBIX OM3HEC-LIEHTPOB,
KOTOPBII KOIMPOBAJI ACTIOPTa TOCTEH JIEJIOBOTO LIEHTPA, @ TOTOM IO KCEPOKOIHUSAM
AOKyMeHTOB oopmiisit SIM-KapThl 1 MOIb30BajICS UMU L.

Buemnue HapyIIMWTEIN UIIYT MYTHU YIAJIEHHOI'O NOCTYIIA K BalllUM JAHHBIM. 910 MOT yT OBITh
KaK CKpHUIIT-KWJIOX — IOHIbI, CAMOYTBCPKJAIOIIHNECA ITYTEM B3JIOMa CHy‘I&fIHO Haﬁ,HCHHBIX HUMMU I1JIOXO
3allIMIIIEHHBIX CUCTEM U YCTpOI'/JICTB " 49aCTO IMPUMEHAIOIINE Hapa60TKI/I 0oJiee OIBITHBIX XaKepoB (I/I
HEPEAKO CTAHOBAIIIUECA UX )KepTBaMI/I), TaK U MAaCTUTBIC «YEPHBIC HUIATIBD>, LICJICHAIIPABJICHHO JIOMA-

10 https://www.tcinet.ru/press-centre/technology-news/6004/.

1 Tpery6osa E. Kak nacrioptHble JaHHBIE ONAJAI0T B pyKH MOLICHHUKOB? YeThipe peasibHbIX UCTOpHH // ApryMeHTHl U (DaKTHI.
2017. 8 nek.
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I0II[ie IMEHHO Balie ycTpoiictBo. Yem 1ieHHee nH(popMalvsi, KOTOPO Bl 00najaeTe, TeM BEpOsT-
Hee, YTO BBl CTaHEeTe KePTBOM KBATM(PUIIMPOBAHHOTO HAPYIITUTEIS.

CTouT NPUHATH BO BHUMAHWE U TIPOAHAIM3UPOBATH CBOU JIAHHBIC C TOUYKH 3PEHUST MOTHBALIUU
npecTynmHUKOB. C KaKoi LEJbIO0 3JI0YMBIITUIEHHUK MOKET MOIBITAThCS MOXUTUTD JaHHbIE?
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O6mue cTparernu 3alUThHI

UroObl BBIPaOOTATH OOIIME CTpATEeruy 3alUTHI, HY’KHO MPOAHAIM3UPOBATh 00€ MOIEH Hapy-
IIIATEJIST ¥ TIOHSTh, KAKOW IIEHHOW JIJIs1 3JIOYMBIIIICHHUKOB MH(pOpMAIIMe Bbl 00NagaeTe; Kakum
00pa30oM OHHM MOT'YT TOMBITATHCS TIOJMYYUTh K HEH IOCTYI U HA KaK¥e Mephl 1JIs1 3TOr0 MOTYT ITOUTH.
JIaHHBI TPUHIMIT TPUMEHUM BO MHOTHUX CIIy4asiX.

Ecnu y Bac ectb cMapT(pOH C KOHTAaKTHBIMM JAaHHBIMU BallluX Apy3eH, poTorpadusaMu Balmx
OJM3KUX U IPUJIOKEHUSIMU JTSI TIOJTb30BAHMSI COLIMATLHBIMU CETSIMU, BaM JIOCTATOUHO 3aIIUTHTh €0
naponeMm. B ciydae Kpaskul MIIM IOTEpH Bbl MOXkeETe 3a0JIOKUPOBATh €r0, OTIPABUB COOOIIEHUE C KOH-
TaKTHBIMU JJAaHHBIMU ISl BO3Bparta (IIOHSTHO, YTO HE CTOMT IPY 3TOM yKa3blBaThb CBOMl JOMALIHUI
aJipec UM HOMEp CTallMOHAPHOTrO TesiepoHa — JaHHBIE, TIO3BOJISIOIIME ONPEIeIUTh Ballle MECTOHA-
XOXkJeHue!?), a B KpailHeM city4yae — CTepeTh BCe JaHHbIe, pacIpOIIABIIKCH C YCTporcTBOM. [lo3nHee
BBl CMOKETe BOCCTAHOBUTH CIIMCOK KOHTAKTOB, (poTorpadu 1 npovre JaHHbIe yepe3 00Iako (ecau
YCTPOMCTBO OBUIO MPeJBAPUTEIHHO HACTPOSHO AOJKHBIM 00pa3oM). B qaHHOM citydae BaIly notepu
OyIlyT MUHUMAJbHBL: 3TO JIEHBIY, TOTPAYEHHbIE HA HOBBIA CMapT(QOH.

Ecnu xe Ha ycTpOWCTBE XpaHUTCs 0cO00 BakHAs MH(OpMalIUsl, COCTABIISIONIAs, K IpUMepy,
KOMMEPUYECKYIO TaliHy, TO [IOMUMO IIK(PPOBaHUS IAMSATH CJlIeyeT HACTPOUTD (PYHKIIMIO aBTOMaTHye-
CKOT'O CTUPaHM S IAHHBIX TTPY HECKOJIBKUX MOMBITKAX BBECTU HENPABIJIBHBIN APOJTh U IIPOYHE OJ00-
Hbl€ MHCTPYMEHTHI (€CJIM 3JI0yMBIIUIEHHUK OTKJIIOUUT YCTPOICTBO OT CeTel MepeJayu JaHHbIX U Bbl
HE CMOXeTe yAaJeHHO 3a0JI0KMpOBaTh €ro Wi crepers HHpopMaruio). Eciu npecTynHUK moayduT
JOCTYI K TaKUM JIaHHBIM, TIOCJIEJICTBHSI MOTYT OBITh Ky/ia OIIyTUMee, YeM B MepBOM ciydae. Pazy-
MeeTcsl, pe3epBHas KOsl MH(OPMaIMK JOJIKHA XPAHUTHCS B 3AlUILIEHHOM MECTe Ha aBTOHOMHOM
YCTPOICTBE, OTKJIIOYEHHOM OT ceTel mepenaun JaHHbIX. [locnenHuii MyHKT oOs3aTtesieH IS BcexX
BUOB MH(QOpMALIMK, TaK KaK Mepe]] 37I0YMbIILUIEHHUKOM MOXET CTOSITh 3aJja4a He YKPacTb JaHHbIE,
a YHUUTOXUTh UX.

BaxHO OTMETUTB, UTO B HEKOTOPBIX CITy4asixX 37I0YMBIIIEHHUKHA MOTYT IEMCTBOBATh Yepes Apy-
T'UX JIIOJEH, KOTOPBIM, KaK ITPaBUJIO, BBl JOBEPSIETE, U CKIIOHATh UX K COTPYIHUYECTBY WM LIAHTAKU-
poBathb. [T03TOMY YCTPOICTBA C KPUTUYECKU BKHBIMHU JIaHHBIMU JIOJKHBI XPAaHUTHCS O3 BO3MOK-
HOCTH JIOCTyNa K HUM TOCTOPOHHUX. Ecim HeoOXOnMMO MpeJoCcTaBUTh HEKUH (hparMeHT JaHHBIX
APYTUM JILIAM, CJIeyeT THIATebHO pa3rpaHuuMTh IpaBa JOCTYIa MO0 CKOMUPOBATh COOTBETCTBY-
IOIIIME JIAaHHBIE HA OTAEJIbHBIN HOCUTEJb/YCTPOUCTBO.

Koumpoaupyemvie 30nvl u npodpunu

HanexxHbiM HHCTpYMEHTOM 17151 9(D(peKTUBHOTO B3aMMOZICHCTBHS B IIM(PPOBOM MHpE C odecrie-
YEeHUEM TPY 3TOM HEOOXOIMMOrO YPOBHSI 3aIIUThI NEPCOHATIBHBIX JIAHHBIX MOXET ObITh KOHIICIIUS
«KOHTPOJIMPYEMBIX 30H». B 0OBIIEHHOM KM3HHU TaKyl0 KOHIIETIINIO B TOW WJIM MHON Mepe UCTIONIb3YeT
Kaxplid yenoBeKk. CkaxeM, OTKPBIThIE PO(IIIN COLMABHBIX CETEH, IIe OH MyOIUKYeT HEKOTOphIE
CBeIleHH s 0 ceOe, — 3TO HEeKOHTponMpyemasi 30Ha. MIHdopmaiiys TMIHOro Xxapakrepa, I0CTyII K KOTO-
PO MMEET TOJIBKO CaM YeJIOBEK M JIOBEPEHHBIE JiMla (HalpuMmep, MaclOpTHbIE JaHHbIE W3BECTHBI
TOJIBKO €r0 CEMbE U OpPraHU3alsAM, YCIyraMu KOTOPBIX OH TMOJIb3YeTCsl), HAXOOUTCS B IIEPBOM KOH-
TPOJIUPYEMOM 30HE. A JIMYHbIE CEKPETHI, B TOM UHMCJIE TaK Ha3bIBa€MblE CKEJIETHI B IKa(y, — BO BTO-
PO¥ KOHTPOJIMPYEMOH 30He, TOCTYM K KOTOPON MaKCUMAJTLHO 3aIlUINEH Jake OT OJM3KUX.

12 X031 110 HOMEpY MOGHIBHOIO TeehOHa ¥ ¢ IOMOLLBIO COLMANBHON MHKESHEPHH, 3HAKOMCTB B Chepe COTOBOM CBSI3H 1 APYTHMH
CMOCOOAMH 3JIOYMBIIIJICHHUK MOXET BBISCHUTH BCE HEOOXOIMMBIEC JJAaHHBIE O BAC, & BBl HE MOXeTe ObITh YBEpPEHBI, YTO TeseoH Obit
HOXHILEH He C LIEJIbI0 Y3HATh HEKYIO JIMYHYI0 HH(OPMALHMIO O Bac.
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B 1tudpoBoii cpene Takxke MOKHO peaTr30BaTh MOXOKYI0 KoHIenwio (tadmn. 1.1), mpenBapu-
TEJIbHO pa3Jie/IUB CBOM NIEPCOHAIbHbIC JAHHBIE 10 TPeM (TpU HEOOXOAUMOCTH — U Oosiee) 30HaM. Bot
OHHU:

B HekonTposaupyemas. [loctopoHHHEe JMI[a UMEIOT CBOOOIHBIN JOCTYIT K HAXOASIIAMCS B
Hell JaHHBIM: HarpuMep, MyOIUKalusaM B UHTEpHeTe, 1eKTpoHHbX CMU; OHM MOTyT moiy4ath
MH(pOPMAIHIO, HAXOASCh BMECTE C ee BJajesblieM B OOIIECTBEHHBIX MECTaX, B TPAHCIOPTE U T. T.
1 o0mIasich ¢ HUM. B 11eJIoM B HEKOHTPOJIMPYEMYIO 30HY BXOAST BCe MeCTa, i€ BiaJeliell epco-
HAJIbHBIX JAHHBIX KOHTAKTUPYET C MOCTOPOHHUMM JIIOJbMU; & TPUMEHUTENIbHO K UHTEPHETY U IPO-
YMM KaHaJlaM Tiepefayd 3ByKa W JIPyToro KOHTEHTa — BCE PECYpPChl U CIIOCOObI, HE MPEeAIonaraio-
1€ CPEJCTB 3aluUThl (1 poBaHe TpapurKa; Naposib AJis 10CTyna U T. J.) W/ Ipearosaramonme
JOCTYII TPETHUX JIMLI, HAIIPUMEp, HEe3allMIIEHHbIE Tele(POHHbIE CETH, COLIUAIbHBIE CETH, OTKPBITHIE
Touku Wi-Fiu T. m.

B IlepBas. [loctyn kK HaxojsIiencss B Hel MHMOpMAIMK MOIyYaeT, B TOM YHCIe U 4yepe3
MHTEPHET W/WJIN JIOKAJIbHbIE CETH, OTPAaHUYEHHBIH KPYT JIML. B 11e710M B 3TOI KOHTpOIMpPYEMOi 30HE
HaXOJISATCSI BCE 3aKPbIThIE IEPCOHAIbHBIE JAHHBIE, PUCK YTEUKU KOTOpPBIX cylecTByeT. K npumepy, ¢
OJIHO CTOPOHBI IEPErOBOPHI 110 KaHAJIaM COTOBOM CBSI3U IUU(PYIOTCS, HO BECh TPA(PUK aKKyMYJIUpY-
eTCs1 OrlepaTopaMu M MOKET M30M PaTeIbHO MPOCITYIIMBATHCS UMM, A TAKKe TOCY/IapCTBEHHBIMU Opra-
Huzauusamu. To ke camoe ecu Jes1o KacaeTcst (PUHAHCOBBIX CPE/ICTB: U3-3a YIPO3bl Kpasku OCHOBHAS
CyMMa JIOJKHA XPaHUTBCSI Ha OJTHOM CUeTe, a IOBCEAHEBHO MCTIOJb3yeMyI0 OaHKOBCKYIO KapTy clie-
AyeT NPUBA3ATh K IPYTOMY CUETY, C OTPAHUYEHHBIM KOJIMYECTBOM JICHET.

B Bropas, rie NoCTOpoHHUE JIMIIa HE UMEIOT JOCTyNa K UH(pOopMaluK, IpUMEHEHUE CPEJCTB
repe/iayy JaHHBIX OTPAHUYEHO (OTCYTCTBYET NOAKIIOUEHUE K UHTEPHETY U/UJIH JIOKAJIBHBIM CETSIM)
U CYILIECTBYIOT CIIeIMAJIbHBIE CpeICTBa 3aUThl. OCOOEHHO 1IeHHAst UH(pOPMAITUS JOIKHA X PAHUTHCS
Ha OTKJIIOYEHHBIX OT CeTel Mepejauu IJaHHbIX YCTPOMCTBAX, HAIPUMEP B pacrieyaTaHHOM BH/JIE MJIU Ha
ONTUYECKUX JHUCKaxX B ceiidpe (Mmpr HEOOXOAMMOCTH B HECKOJIBKHX 3aIM(PPOBAHHBIX KOMUSX B Pa3-
auHbIX MecTax). Crofa ke OTHOCATCS JOKYMEHTHI, (pMHAHCOBBIE CpeAcTBa U MH(OpMaLus (HarpH-
Mep, O 3/10pPOBbE UM YACTHOM KU3HM), YTEUKA, U3BMEHEHUE WA YHUUTOKEHHUE KOTOPOI MOXKET HaHe-
cTU ymepO BiajelNbily W/uimM ero okpyxkeHuio. [lepenada u oOcyxaeHue Takoil uHdpopMmarmu (U
caMoro (pakTa ee HaJu4us) JOJKHBI POBOAUTHCS C MCHOJIB30BAaHUEM CAMBIX CEPbE3HBIX CPEICTB
3aumTel. Hanipumep, KopriopaTuBHbIE CBEIEHU ], COCTABIAIONINE KOMMEPUYECKYIO TailHy, WU KypHa-
JIMCTCKUE PACCIIEIOBAHUS, YTEUKA JaHHBIX O KOTOPbIX MOXXET HEraTMBHO CKa3aTbCsl HA peryTalyu
KOMITaHUU WK coTpynHUKOB CMMU (60 1axe MOXKET yrpoxkaTh UX KU3HH), ClieqyeT 00CyKIaTh B
CMEMAIBHOM MOMEIEHUH WM OTKPBITOM ITPOCTPAHCTBE, OTKJIIOYMB TeJIe(DOHbI U IPOBEPUB, HET JIU
B NIEPUMETPE CPE/ICTB XUILEHUS NIEPCOHANIBHBIX JAHHBIX (IIPOCIYIIMBAHUS, CKPBITOM ChEMKH, (PUK-
caiy KojeOaHMid CTEKOJT JUIsl 3alMCH Pa3rOBOPOB M T. I.). JOMOMHUTEIbHBIM CPEICTBOM 3alllUThI
MOTYT CJIy’KUTb MacCKUPYIOIME CPEACTBA, HAIIPUMEpP MIIyLHIUTENIN COTOBOM CBSI3U M T. II.
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Tabnuua 1.1. KoHuenuma KOHTPONIMPYeMbIX 30H

KoHuenuus KOHTPONHpPYeMBIX 30H
HekoHTponupyemas Mepean Bropas
MpWUcyTCTBME NOCTOPOHHMX NWL, DA HET HET
Hanwune NogKNIOYEHHBIX K MHTEPHETY JA OA HET
HefoBepeHHbIX YCTPOHCTR
JononHuTensHan aaluTa HET HET LA
(B TOM yncne 3awKTa NepumeTpa)*

* WmeeTca B BAOY 3alWTa OT CPEACTE NPOCNYWHBAHNA 0 CHEMEKN.

Hcemouvunuk: Metogudeckre peKOMEHAAIMA TI0 OPraHU3allMOHHOW 3aluTe (PU3NIecKum
JIMIIOM CBOUX MEPCOHAJIbHBIX AaHHbIX. http://pd.rkn.gov.ru/library/p195/.

Konrponupyemslie 30HbI ONpeAeisioT JOCTYITHOCTb IEPCOHATBHBIX TAaHHBIX YEJIOBEKA B peaib-
HOM mupe. K npumMepy, B HEKOHTPOJIMPYEMOid 30He YeJIOBEK TOJb3YeTcsl O0IIeOCTYTHBIM/PabourM
TeseOHOM, a B MEPBOU 1/WJIM BTOPON KOHTPOJIMPYEMBIX 30HAX — JIMUHBIM WJIM JOMAIIHUM CTalU-
OHApPHBIM.

KonTpomumpyembie 30HbI TOMOTaoT chopMUpoBaTh MPOQUIN — MTaOTIOHBI IEPCOHATBHBIX JIaH-
HBIX. B mipenenax stux npoduiieit moimp3oBaTetb IeIUTCs TOH Wik WHOM nHpopMaruei o cede. K
MIpUMepY, YTOOBI IeNIaTh TIOKYIIKU B MIHTEPHETE, YeI0OBEK MOKET MCIOb30BaTh Mpodits «[ToKymkm»,
rH(pOpMAaIKsA B KOTOPOM OrpaHndeHa nMeHeM/haMurert (JTydire NceBIoHMMOM %), HomepoM TeJie-
(oHa (TyOIMIHOTO) M apecoM ISk JOCTAaBKU (B ONMPEIC/ICHHBIX CUTYAIMAX Oe30macHee BOCIIONb-
30BaThCSl YCIYTOW CAaMOBBIBO3a, UTOOBI HE JOIMYCTUTh YTEUKHU aJPECHBIX TAHHBIX, MO0 O(OPMHUTH
JOCTaBKy A0 TOUYKH, HE SIBJISIIOIIEHCS MECTOM IMOCTOSIHHOTO MpoxkuBaHusi). He crenyer yka3biBaTh
M30BITOYHBIE JAHHBIE, KOTOPBIE TTO3BOJISIOT MICHTH(HUIIMPOBATH YeJIOBEKA U CBSI3aTh OIMH €ro IHd-
POBOI1 IpopUJIb C APYTUMU: HApUMep, JaTy POXKAEHHs, UMEHa U JaThl pOXKICHUs JAeTel, aapeca,
CBEIEHMS O MecTax y4eObl/paboThl, HOMepa CTAIMOHAPHBIX W JIMYHBIX MOOMJIBHBIX Tese()OHOB, CBE-
nenus 00 uHtepecax u np. Ipoduas «ocycayru» nim « BaHKOBCKHiA» TOIpa3yMeBaeT MyOIMKALHIO
yXke peasbHbIX JJAHHBIX U IOMHUMO UMEHH ¥ HOMepa TeiepoHa BKITIOUaeT B ceOsl CBEICHUS O JIOKY-
MeHTax: nacropre, CHUJIC, cBugerenscTBe 0 Opake u T. 1. KonmmyecTBo nmpoduiielt y TOro Wi HHOTO
YeJIoBeKa MOXKET BapbUPOBATHLCS; TPUMEpPHast KOHIIETITHS podusieli mprBeaeHa B Taom. 1.2.

[Nonb30BaTesnb caMoCTOSTENbHO (POPMUPYET HYKHbIE TPOUIIH, 3aMIOTHSS UX JTAaHHBIMU B 3aBU-
CHMOCTH OT MH/IMBUTyaJTbHBIX MTOTPeOHOCTEN. BaXkHO OTMETHTB, UTO, €CITH YEJIOBEK MOTb3yeTCs My0-
JIMYHBIM TPO(UIEM C NICEBJOHMMOM, OFPaHMYMBasi PACHpPOCTPAHEHUE UCTUHHON MH(MOpMAIMU O
CBOEH TepCOHe, HEOOXOMUMO, UTOOBI TICEBJIOHMM HeEJb3s1 OBUIO CBSI3aTh C pEealbHBIM MPO(UIIEM.
Hanpumep, He cnenyer noj NceBJOHMMOM U peasibHbIM MMEHEM MOCeIaTh OHU U Te K€ CalThl (B
OIHOM Opay3epe, B OTHOM ceTH)'4, UCIOIb30BaTh MCEBJIOHMM U pealbHOe MMSI Ha OTHOM YCTPOM-
cTBe'’, mafikaTh CXOXKHe MyOIMKaIUHY, IPOCMAaTPUBATh MTOXOKHE BUIIEO, 3aXOMUTh Ha CTPAHUIIBI OHUX
U TeX K€ IMOJIb30BaTesiell B COLMAIBHBIX CETSAX, UCIOIb30BaTh OIHU U Te K€ TeJIe(DOHbBI, KOMIIbIO-
Tepbl U MpOYre YCTPocTBa U T. I. COBPEMEHHBIE AJITOPUTMBbI IIO3BOJISIIOT BBISIBJISATH U COMOCTABIISITH
TIOBE/ICHYECKHE MaTTePHBI (IMa0IOHBI), TO3BOJISIS CBA3BIBATH CXOKHUE, — HECMOTPSI HA UCTIONb30BAHUE
OIHM M TEM K€ YEJIOBEKOM Pa3HbIX UMEH U JIPYTUX JAHHbBIX.

BHos HEKOTOPHIX CITydasix 3TO MOKET MPOTHBOPEUUTH MPABIJIAM TUIATEKHBIX CEPBUCOB. — [Ipum. peo.
14 Ha ocHoe komGnHaruii TIapaMeTpOB CECCUM MHTEPHET B Psifie CITydaeB MOKHO MIEHTU(DHUIIMPOBATH NOJIb30BaTeNs. — [Ipum. peo.

15 AHanorHuHEIM 0GPA3OM MO PAiTY XapAKTEPHCTHK MOXKHO COCTABHTH «OTIEUATOK» YCTPOHCTBA. — [Ipui. peo.
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Tabnuua 1.2. KoHuenuwa npoguneil c npegocTaBneHneM JaHHbIX
no Buibopy nonb3oBarend

= = =

= 2 s 5 3 2
: 22 8 3=

¢.1.0.

MNceBnoHKM

Mon

Jlata poxaexna

MecTo poxaeHus

Qotorpadgua

BuomeTpHyecKkne AaHHbIe

PoncTeeHHbe CBASK

WHdopMauma o COCTOAHWUW 310POBLA

WHTepeckl

O6pazoBaHne

Kapnepa

BoeHHan cnyxba

JKnaHeHHaa no3anuma

JomawHwit appec

Pabouwii appec

JomawHuii TenedoH

Pabouwii Tenedon

MoGuneHLIA TenedoH

CneunansHbiil TenedoH

OcHoBHO# aapec aNeKTPOHHOA NOYTHI
JononHUTENLHEIR anpec aNeKTPOHHONW NoYThl
Pabouwii appec 3neKTpoHHON NOYTH
BpeMeHHLIiA agpec anekTPOHHON NoYThl
MecceHnxephl

Caiftui

CoumanbHue cet

ABTO

JIOKYMEHTHI

baHkoBCKME AaHHBIE

* CepBHCHLIA Npogunb CNYKKT NG B2aMMOLSRCTEMA C PA3NHYHLIMK BeG-copercamMi, 00bMHBIMH W MHTEp-
HET-MarasuHam1 (HanpuMep, ANA PerucTpauMK AMCKOHTHBX KAPT) W T.N.
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Hcemounuk: Metoiyeckrie peKOMEH/IAI|H 110 OPraHU3alMOHHON 3aIuTe (PU3MUECKUM JIULIOM
CBOMX MEPCOHAJbHBIX TaHHBIX. http://pd.rkn.gov.ru/library/p195/.
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IIpakTHyeckoe 3aaanune

1. CoctaBbTe COOCTBEHHYIO MOJIENb YTPO3.

2. Cdopmupyiite MOAE b HAPYLIUTES.

3. OmpeenuTe KOHTpOIUpYyeMble 30HbL. Ha/ie)XHO Jv 3aluileHsl JaHHbIe, KOTOphIe BBl Xpa-
HUTE B KOHTPOJIMPYEMOI 30HE BTOPOTO YPOBHS1?

4. Onpenenute coOCTBeHHbIE TIPOdUIH. BCOMHMTE, YacTo Ji BBl IOBEPSIIA CHCTEMaM H30bI-
TOYHBIE CBefieHus 0 ceOe? [Tpu HeOOXOAMMOCTH yIaIuTe TaKue JaHHBIE B MPO(IIISX.
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3akJaroueHnue

W3 3TOM 171aBHI BB Y3HaJIM, KaK ONpPEACINTb AJIA ce6;1 ABE BAXKHBIC MOJICJ/IN HA ITYTU K 3alllUTE
cBOer U(POBOU JIMYHOCTH — MOJIEJIb YIPO3 U MOJEIb MOTEHIIMAIBHOrO HapymuTens. Takxke Mbl
paccMoTpesu OOIIMe CTPaTerny 3alIUThl U MOHSATHS KOHTPOJIMPYEMBIX 30H U npoduieil. B cneny-
IOIEH IJ1aBe 3aTPOHEM HarOoJee BaKHBIN acreKT J000M U(pPOBON CUCTEMBI — 3aLUTY JOCTYIA C
MOMOIIIBIO TTAPOJIel M OMOMETPHUECKUX TEXHOIOTUH.
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I'1aBa 2
IIaposu 1 J0CTYNn K YCTPOMCTBAM M CETSAM

39 % ecex naponeii — @ocomusnaunvie. Umobvl @3romMamev NaAposb
OAunol 8 CUMBON08, 3N0YMbIUAEHHUKY 6 cpedtem mpedyenicst 1 0enb. Ymoowt
6310Mamo napons onunoti 10 cumeonos — yoice 591 denw.

Trustwave Global Security Report'®, 2015 a.

[ ye mpew

MHorue u3 Hac IMPUBBIKJIM HAYUHATH YTPO C YTCHUSA HoBocTel. Ecim paHbLIC 3TO COOBITHE
0OBIYHO COITPOBOXKAAJ ICJIECT CBEXeN ra3eThl Uin IICTYKH MEPEKIII0YATEIIA TEICIIPOrpaMm, TO ceu-

16 https://www.trustwave.com/Resources/Library/Documents/2015-Trustwave-Global-Security-Report/.
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yac ponb CMU urpaet cMapT¢oH, TUIaHIIET, HOYyTOYK WM CTallMOHAPHBIN KoMmbioTep. [lis1 joctyna
K MOOMJIBHOMY YCTPOWCTBY OOJIBIIIMHCTBO MOJIb30BaTeNIel CMaxvBaeT 3KpaH OJIOKUPOBKU, HAOMpaeT
kopotkuil [TMH-koz, BHIBOOWT MO TOYKaM Tpadprueckuii KoY MO0 CKaHUPYeT Majel], paaykHyo
000JIOUKY TJIa3a WM JIMLO. B peikux ciyyasix CpeicTBOM 3alllUThI CIYKUT JTMHHBINA Taposib. Bpsn
JIA BbI YAUBUTECH, €CJIM Y3HAETe, YTO BCE ST CIOCOOBI MOXKHO OOOUTH, U, CKOpPEe BCEro, CKakKeTe, YTo
HHUYEro CTPAITHOTO HeT (Bac He B3JIOMAIOT, HUYETO [IEHHOTO HET M T. 11.). A BeJJb 9T CPE/ICTBA 3aIIUTHI
OrPaHUYMBAIOT JIOCTYII MMOCTOPOHHKX HE TOJIBKO K HOBOCTHBIM 3aMETKaM, C KOTOPBIX COBPEMEHHbIE
JHOJY TIPUBBIKJIM HAYMHATD YTPO, HO M K UX MPAKTUUYECKU MOJHBIM JIMYHOCTSIM, TOJBKO IU(POBBIM.
Lugpposas auurocms (T. €. BeCb HAOOP JaHHBIX O YEJIOBEKE B MHTEPHETE U JIPYTHX CETSIX) KakJI0ro
U3 HAC XPaHUT HAMHOTO Oosibllie MH(MOPMAIIIH, YeM Mbl MOXEM IMPECTaBUTh, — 3[€Ch HE TOJBKO
dororpacum, cooOIeHrst U JOKyMEHTHI, HO ¥ LU(POBBIE Clebl — TaKHe KaK METKH T€ONO3UINN
onyOIMKOBaHHBIX B ceTh «BKoHTakTe» CHUMKOB M 1P pOBbIE TEHU, — JAHHBIE, KOTOPHIE O HAC COOM-
patot ycrpoictsa, Kk npumepy GPS-tpekepsl. [lonyuns goctyn k Bamiei 1iudpoBoid TMYHOCTH U3-32
cJ1a00H 3aIIUThI, 37I0YMBIIIIEHHUK MOXET MPUYMHATH BaM yiiepO. Tak, mogoOpas nmaposb K BaleMy
akkayHTy B Microsoft, Google ninu Apple, mpecTyIHUK CMOXET HE TOJIbKO «CJIUTh» Ballld JaHHbIE,
HO ¥ CJIEJIUTH 32 MECTOTIOJIOKEHUEM. A MOKET ObITh, B BallleM MIOYTOBOM SIIIIUKE XPAHUTCS TIMCHMO C
uH(pOpMaIrel 0 BOCCTAHOBJIEHUH JOCTYTIA K TJIATEKHBIM CEpBUCAM WJIM pe3epBHBIE TTAPOJIU MTPUJTIO-
eHui. Toraa, BCKPbIB MOYTOBBIN aKKAYHT, 3JI0yMBIIIJIEHHUK CMOXET MOXUTUTh U JEHEKHbIE CPe[I-
CTBA C BAllIMX CYETOB WJIM, CMEHUB MApOIIH, 3a0JIOKMPOBATh AOCTYI K BalIUM MPO(HIISM U PacchliaTh
OT Balllero UMEHH CIaM.

Hackoipko cepbe3HO JOIKHO OBITh 3alIUIIEHO YCTPOUCTBO, 3aBUCHT OT BXKHOCTU X PAHUMOM
Ha HeM MH(OPMAIMU M, COOTBETCTBEHHO, MOJEIM HApyIIUTENs (Kak MblI YK€ TOBOPWIIH, CJIeAyeT
TIOHSAITh: KAKOB YPOBEHb €T0 MOATOTOBKH, KAKUMH PECYypPCaMH OH pacrioyiaraet, OyAeT Ji1 BO3MOKHasI
aTaka MpOTUB BaC CJIYYalHON WM lieJieHanpaBieHHou U T. A.). Eciu 910 cmapTdoH (ruiaHmeT) ais
MIOBCEJHEBHOU OONTOBHU C JIPY3bsIMU, CbEMKH CeJipy ¥ 3aIycKa UI'p, TO MOTEHIUATIBHBIN 37I0YMBbIII-
JIEHHUK, CKOpEe BCEro, OKaKeTCsl MPOCTHIM BOPUIIKON M HE Oy/IeT TPaTUTh MHOTO PECYpPCOB M Bpe-
MeHH Ha Pa30JIOKUPOBKY ycTpoicTBa. OH MO0 MPUCBOUT TeliehOH U OT(POPMATUPYET UMEIOIITHIACS
B HEM HaKOMUTEb UH(POPMAITUH, OO, €CIT CPeCTBA 3aIUThl HE MO3BOJIAT CMEHUTh aKKAyHT Ha
BallleM Ta/KeTe, IPOAACT ero Ha 3amJacTu. B 00oux ciydasx Baiiv NepcOHAIbHbIE JaHHbIE HE OyayT
CKOMITpoMeTHpoBaHbl. CyIIeCTBYeT PUCK KPaXy CPEICTB CO CUETOB, €CIIM UHTEPHET-OaHK NMPUBSI3aH
K UMelonieiicst B ycrporictse SIM-kaprte u kKapta He Obula BOBpeMsI 3a0JI0KMpoBaHa (JInO0 He 3aliu-
mieHa [TMH-konom). CoBceMm apyroe /1en1o, €cu Bbl KPYIHBIA MPEeANPUHUMATE b, TOCCITY:KaIlUI WK
nyOMMYHAs IEPCOHA, — PACKPBITHE XPAaHUMOM Ha BallleM arnapare nH(GOpMAaIlUi MOKET BbI3BATh UTO-
TO BpOJIe JIOKAJIBHOM (2 MOXKET, Jae 1 TI100abHOM ) KaTacTpodbl. CIIpOBOIIMPOBATh €€ MOKET Hapy-
IUTENb, 1IeIEHANIPABIEHHO OXOTAIIMIACS MMEHHO 3a 9TMM YCTPOMCTBOM (TOYHee, 32 JaHHBIMU Ha
HEM), U, €CJIU 3a IPECTYITHUKOM CTOUT KPYITHAsI KOHKYPHUPYIOIIasi OpraHnu3aliysi WM CIIeLICITYKObl, B
TaKyIo OTepalyio MOTYT OBITh BJIOKEHBI KOJOCCAJIbHBIE CPEeCTBA. B 3TOM cilydyae 3/0yMBIIIIEHHUK
BCEMHU CUJIaMH TTOCTAPAETCS TIOYUYUTh AOCTYI K JAaHHBIM, XPaHSIIMMCS Ha YCTPOWCTBE.

HWcxons u3 MopieNiv MOoTeHIMaILHOTO HApYIIUTeIs, ClieyeT BHIOpaTh Hanbosee 6e30macHbIi 13
JOCTYITHBIX CIIOCOOOB 3aIUTHI, He 320bIBast 00 yIOOCTBE M COOTHOCS €r0 C BaKHOCTBIO XPAHUMOW Ha
ycTpoiicTBe nH(popMaruu. YyTh M03%Ke Mbl IOFOBOPUM 000 BCEX ITUX CIIOCO0AX 3aIIUThI, HCTIOIb3Y-
eMBIX TPH JOCTYIIE K CAaMbIM Pa3HBIM YCTPOMCTBAaM M IU(MPOBBIM CITy:k0aM (OMEepariMOHHBIM CUCTe-
MaM KOMIIBIOTEPOB, aKKAyHTaM B COLIMAIIBHBIX CETsIX, OECIIPOBOIHBIM CETSIM U T. II.), & cevac pac-
CMOTPUM peaJIbHbIE CITy4yau, MO3BOJISIONIME MTPEACTABUTh MacIITad mpoOieMbl CIa0bIX Maposiei.
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Caab6bie mapoJiu

B wmione 2015 r. Obl1 B37OMaH CaWT 3HAKOMCTB MJIs1 JKEHATHIX MYXYMH U SKEHIIUH
AshleyMadison.com (co3qaHHbIN (paKTHUECKHU ISl TIOUCKA JTIOOOBHUKOB U JIIOOOBHUIT) U B OTKPHI-
TBIW JOCTYI Tonaju aadHble 30 MIIH MMOJIb30BaTesIel 3TOro caiTa ¢ ajipecaMu JIeKTPOHHON MOYTHI,
MApOoJISIMU U JIPYroil KoHpUIeHIIMaIbHOU nHpopmaiein. Camoe npumedaTesbHOe TO, UTO B IECATKE
HaunOosnee TMOMYJISPHBIX MapoJield, KOTOpble MCIIONb30BAJIM MHOTHE KJIMEHTHI, ObUIM CIeyIoIIue:
«123456», «12345», «password», «<DEFAULT», «123456789», «qwerty», «12345678», «abc123»,
«pussy» U «1234567»"7.

KEWC B sizBape 2021 r. B OTKPHITOM JOCTYTIE ObLIH OMyOIMKOBAHBI JAHHBIC
0 2,28 MiH mnosb3oBarensix caidta 3HakomMctB MeetMindful. ®aitn pazmepom
1,2 T6 conmepxur monHylo 0asy aanseix (BIl) moceruteneil caiita, BKJIOYast
Takue JAaHHble, Kak peaibHble D.M.O., agpeca 3M€KTPOHHOM MOYTHI, TOpPoAA
NPOXXUBaHUS, AaThl pokaeHus, IP-agpeca, xelmmpoBaHHbIe APOIM OT AKKAYHTOB U
ap. Vicnonb3ysl MOXHUIIEHHBIE TaHHBIE, HETPYAHO HAWTH UX BJIAJEJbIEB, KOTOPHIE B
UTOTe€ MOTYT CTaTh MMIIEHSIMU BbIMOTaTesel, (pUIepOoB, MAHTAKUCTOB U MPOYUX
3JI0YMBIIUIEHHUKOB 8.

BaxHo oOpatuts BHUMaHue: AshleyMadison.com — pecypc, npeanonaraoiui n.aamHyio noj-
nucKy. 1103ToMy 3710yMBIUIEHHUKH MOJyYWIM JOCTYII HE TOJIBKO K 30 MJIH MHTUMHBIX NEPENUCOK
1 ororpacduil, HO ¥ K COOTBETCTBYIOLIEMY 00bEMY CBEAEHHUI O OAHKOBCKUX PEKBU3UTAX, KOTOPHIE
T0JIb30BATEIM PErUCTPUPOBAJIM JJIs1 OIUIaThl YCIyr cepBuca. HecMOTpst Ha TO YTO MOJIHBIE HOMEpa
OaHKOBCKHUX KapT He ObUIM PACKPbITHI, MPECTYMHUKH MOTEHIMAIBHO MOIJIM BBIMOTrath ' (pHaHCOBBIE
CpelcTBa y BJIAJIeJIbLIEB, BBISICHUB peajibHble MMEHa U ajipeca BIIJIeIIblLIEB, Jake €CIM Ha caiiTe 3Ha-
KOMCTB T€ UCMOJIb30BAJIM TICEBJIOHUMBL. YUHUTBIBAsi OCOOEHHOCTh CKOMIIPOMETUPOBAHHOIO CEpPBHUCA,
OCTaeTCs1 JOra/IbIBaThCsl, KAKOE BOJIHEHUE MEPEkKUIIM ero Mob30BaTest, y3HaB o B3jiome. Ho cyTb He
B 9TOM, KaK 1 He B caMoM (pakTe B3jioMa (yA3BUMOCTH CUCTEMBI). B3/10MBI COBEPIIAIOTCS TOCTOSHHO,
OT 9TOTO HE 3aCTPaxOBaHbl Jake camble 3alUIIEHHbIe CUCTEMBI. BajkHO TO, Kakue TapoIIu UCTIONb30-
BaJIY JIIO/IM, CKPbIBasi CBOU MHTPUTH, CIOCOOHBIE PA3pYILUTh UX CEMbHU.

Cornacno ungorpagduke?, npenocrapienHor kommnanuen Eset, 90 % amepukaHCKUX KoMIa-
HUH B TEUEHHE TO/1a CTAHOBATCS KEPTBAMHU XaKEPOB, TpUUEM 76 % aTak BOZMOXKHbI U3-32 HEHAIEK-
HBIX WM YKpajieHHbIX naposei?!. ITockonbky cBbiiie 60 % nosb3oBatesiei UCosb3yIOT OIHU U Te ke
[IApOJIM Ha pa3HbIX cafiTax U yCTPOKCTBAX, yiepO OT B3JI0OMa BO3pacTaeT B HECKOJIBKO pa3. Komnanus
WP Engine nposena ucciegoBaHue, B KOTOPOM IpoaHam3uposaia 10 MIH CKoMIIPOMETMPOBAHHBIX
naposiei, CO3JaHHbIX CAaMbIMU PAa3HBIMHM IOJIb30BATEAMU UHTEpHeTa. B 6onbimHcTBe M3 50 cambix
pacnpocTpaHeHHBIX APOJIEH UCTIONB30BATIMCH JIMOO TOJIBKO CTPOYHBbIE OYKBBI, JIMOO TOJIBKO HU(MPHI;
10 % naposneit 3akaHuMBaIMCh LMppamMu, yaie Bcero eauHuueit. Okazajioch, YTO MpU CO3JaHUU
naposiei Moib30BaTeM 4YacTo HaOMPaOT Ha KJIaBUaType KOMOMHAIMM, KOTOPBIE JIETKO 3alIOMHUTh U
MOXHO MAllIMHAJIBHO MOBTOPUTH. [103TOMY Tak momynsipHbl KOMOMHAIIMK KJIABUILI, PACTIONOKEHHBIX
pszioM, Harpumep «qwerty». B xozie uccienoBanus ObLIM BbISIBJIEHBI U COCTABJIEHbI CIICKU CaMBbIX

17" https://arstechnica.com/information-technology/2015/09/new-stats-show-ashley-madison-passwords-are- just-as-weak-as-all-
the-rest/.
18 https://xakep.ru/2021/01/25/meetmindful/.

Yk cioBy, cam pecypc AshleyMadison.com 0T4acTH MOXKHO Ha3BaTh MOILEHHMKOM, TaK Kak 3a ynajieHHe Mpoguiis ¢ Nojb30-
BaTesisl B3uManach iara 19 nomnapos. Io cioBam rpynms! xakepoB The impact team, B3joMaBIIel pecypc W CIMBIIEH JAaHHBIE C
cepBepoB coOCcTBeHHMKa caiita — kommanuu Avid Life Media, naxe nocne orarsl mpouiib He yAAISIICS, O YeM CTaJIO sICHO Toclie
M3y4YeHHsI CIIUTHIX JAMIIOB JaHHBIX, https://xakep.ru/2015/09/04/ashley-madison-fall.

20 https://www.esetnod32.ru/company/press/center/eset-usilit-resheniya-odnogo-iz-liderov-rynka-utm/.

2 https://www.popmech.ru/technologies/44764-slabye-paroli-prichina-76-kiberatak-na-kompanii/.
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pacnpoCTpaHEeHHBIX CJIOB, OMHUM U3 KOTOPHIX ObLIO «love». IHTepecHO, UTo CI0BO «love» HaMHOro
yaiie Ucnosb30Baoch MoapbMu 1980-x u 1990-x rr. poxaeHus1, 4eM MpeacTaBUTEISIMU ITPEIbLAYIIIX
TMOKOJIEHW, & EHIIMHBI HCTIOIb30BAJIM STOT MApojib B YETHIPE pa3a valle, YeM MyKUHHBI 2.

Kcratn, ecm o63aBecTuch mporpammont uisi iepedopa maposieit u cioBapukom u3z 10 000
CaMBIX PaCIPOCTPAHEHHBIX MAPOJIeH, MOXHO MOMPOOOBaTh paciingpoBaTh 3anapoieHHble (haiibl 1
JOKYMEHTBHI IOJIb30BaTesIs Jaxke B TeX ClIydasix, KOIjia O CaMOM I0JIb30BaTesie He M3BECTHO HUYETrO.
Takas mpocTeiiias ataka MmoMoraeT BCKpbITh apoib B 30 % ciaydyaeB?.

PacnipocTpaneHHBIX Ca0bIX Maposiell 04eHb MHOTO, HET CMbIC/IA TIEPEYHCIIATh X Bce. BakHO
MIOHSATH IPUHIIMIIBI COCTABJICHHUS CJIOKHBIX MAPOJIei, KOTOpbIe OKaXYTCs He MO 3y0am 3JI0yMBIIILICH-
HUKaM. [{7151 3TOro Hy’KHO PyKOBOJCTBOBATbCSl HECKOJIbKUMHU PEKOMEHJALIMSIMH, HO CHavYaja O TOM,
KaK TMapoiy B3J1aMbIBAIOT.

2 https://revisium.com/kb/weak_passwords.html.

3 https://www.spy-soft.net/samye-chastye-paroli/.
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Kak 3JI0yMBbIIILIEHHHKH MOA0HPAIOT MapoJiu

CJOHO COCTaBUTh HAICXKHBIH MApOJTb, HE MOHUMasl, KaK padOTaIOT XaKephl, MOILIEHHUKH, CIie-
[IUAJTMCTHI TIO MH(POPMAITMOHHOHN Oe301aCHOCTH, CIIE/ICTBEHHBIE OPraHbl U CIIEICTyXKObl. 3Hast 00 UX
npueMax, MOXKHO MPOAHAIM3UPOBAThH CIa0dble MecTa COOCTBEHHBIX KOIOBBIX (hpa3 M CMEHUTH WX,
TIOKa He CTaJI0 CJMIIIKOM MO3/1HO. ITak, Kak 30yMBIIUIEHHUK MOKET Y3HaTh/yragaTh/mogoopars Bal
naposn?

B CunoBoit meron. Kak mpaBusio, 3T0OT METOJ NMPUMEHSIETCS K JIIOASM, KOTOPBIM JIeH-
CTBUTEJILHO €CTh, YTO CKPbIBATh. 3JIOYMBIIIJIEHHUK MOXET TPeOOBaHUSMH, YIPO3aMH WM C TTOMO-
IIbI0 (PU3MUECKOrO BO3/IEHCTBUS 3aCTaBUTD BbIATh Mapob. CrencaykO0bl ¥ OpraHbl MPaBoNopsiiKa
P 9TOM MOTYT CChIJIaThCsl HA 3aKOH, COIVIACHO KOTOPOMY OHH MOTYT JOCMOTPETh COACPKHMOE
YCTPOICTBA, HO ClielyeT 3HaTh: B Poccru 3aKOH He 0OsI3bIBAET BIJIeIblia pa30JIOKHPOBATh €ro s
JIOCMOTpat.

B Ilepe6op. 310yMBITUICHHUK MCTIONB3YET CIIEIMATBHYIO TIPOrpaMMYy, TTO3BOJISIONIYIO B aBTO-
MaTUYECKOM PekMMe OYeHb ObICTpO repeduparh naposu. CyInecTByeT HECKOIbKO BUIOB Tepedopa
napoJen?:

O Mo 6aze dannvix. ITOT BUJ aTaky enie Ha3biBaetcs credential stuffing: kubGeprpecTymHUK
nepeOupaeT perucTpaoHHbIe JaHHbIE TTOTb30BaTelel U3 paHee YKPaAeHHON WM KYTUICHHOH Oa3bl
naHHbIX. [IOCKOJBbKY B3/1aMbIBAE€MBbIid CEPBUC MOKET OJIOKMPOBATH MOMBITKA MHOTOK PATHOTO IOCTYIA
c ogHoro [P-agpeca, Kak mpaBWJIO, 3aIyCKaeTcsl aBTOMATH3MPOBAHHBIN Tpoliecc rnepedopa, B TOM
YHCIIe ¥ ¢ TpUMeHeHneM 00T-ceTteid. Torma cepBrc cunTaeT oOpaleHus K cepBepy MOIMbITKAMU aBTO-
pU3aIK peaTbHbIX MOTb30BaTesel 2.

O o caosapro. TIporpamma Jijist B3JI0Ma MOAKJIIOYAET ClieIMaIbHble BHEITHUE (DaiIbl — CJI0-
BapH, CIHCKY CJIOB, KOTOPbIE MOIJIA MPUMEHSTHCS BIAIe/IbLIaMH B BUJE TIAPOJIe, HAIIpUMep UMeHa,
dammiuu, 10 000 cambIX TOMYJISPHBIX APOJIEH, KJIMYKY )KUBOTHBIX U T. [I. (MCHONB3YIOTCS OTAEIb-
Hble (paiiiIbl 1711 JIATUHULBI U IPYTHX S3BIKOB, BKJTIOUAs KAPUJUIHILY).

O Mo macke. Ataka 1o Macke MPOM3BOIMTCS, KOTJa U3BECTHA YacTh naposns. CKaxeM, eciu
3JI0YMBIIUIEHHUKY U3BECTHO, YTO MIAPOJIb HAUMHAETCS ¢ OYKBHI «a», TO OH MOXET €€ YKa3aThb BMECTO
MEepBOro CMMBOJIA BOIIPOCA B Macke, U TIOMCK OyZieT pou3BeieH ObIcTpee.

O Bpymgpopc. DTOT BUJI aTaKu, HA3bIBAEMBbIIA TAK)KE METOIOM «T'PyOO¥i CHJIbD», TIOpa3yMeBaeT
niepe®op BCEX JIOMYCTUMbBIX KOMOMHALIMI CHMBOJIOB, BILIOTh JJO HAXOXK/ICHUSI TOW, KOTOPAst TIOJXOIUT
B KauecTBe MapoJisi. DTO caMblil HAJJEKHBIA METOJI Iepedopa mapois, Ipu KOTOPOM BBIYHCIICHUE TTpa-
BWJILHOTO TIApOJIsI JIMIIb BOMPoC BpeMeHu. Ho B ciyyae 0cCOOGHHO JJTMHHBIX HECIIOBAPHBIX Maposieit
OHO MOXET 3aHSITh MAJUIUOHBI JIET.

O Hepconanvrvui 6310m*’. B 3TOM Ciyyae ataka (KOTOpas MOXET COYETaTh Pa3Hble CIIOCOObI
noxoopa maposiei) HarpapjieHa Ha KOHKPETHOTO TOJIb30BATelisl: B3JIOM aKKAayHTOB B COITMAJIBHBIX
CeTSIX, MEKTPOHHOH MOYThI, MECCEHIKEPOB U T. 1. Yepe3 MHTEPHET WIIN UHBIMU Iy TSMU 3JI0yMBIIII-
JIEHHUK CTapaeTcsl y3HaTh JIOTHH, JJMYHbIE JaHHbIE U JPYTyI0 UH(POPMAIMIO, KOTOpasi MOHAT0OUTCS
eMy JUtsl iondopa maposis. 37I0yMBIIUICHHUK BIMCHIBAE€T B MPOrpamMMy B3JIOMa aJIpec pecypca, K
KOTOPOMY HYXEH JOCTYII, ¥ JIOTHH; MOAKJIIOYAeT CJIoBapb M mogoupaer naposib. CocTapisis cio-
Bapb, HApPYIIUTENb THITAETCS MOHATh, KAKOW JIOTMKOW BBl PYKOBOACTBOBAJIMCH NMPU COCTABJICHUU
naposnst (MCHOJIb30BaJIM JIOTWH + 2 CUMBOJIA; JIOTHH, HANIMCAHHBIA 33I0M Hallepell; camble pacipo-
CTpaHEeHHbIE MApPOJIU U T. I1.), U TIPUMEHSIET ee Mpu noxdope mapossi. Takxke yUIUTHIBAIOTCS TaKue

24 http://www.garant.ru/news/1297198/.
25 https://xakep.ru/2017/08/16/edpr-nvidia-passcrack/.
26 https://www.securitylab.ru/blog/company/PandaSecurityRus/345574.php.

7 https://www.anti-malware.ru/threats/brute-force.
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0COOEHHOCTH, KaK Ha3BaHWE caiiTa (MOXET MCIONb30BaThCsS B COCTABE MApOJisi), OTKPBIThIE JaHHbBIE
TMOJIb30BaTeNsl (HapUMep, 4acTo B BUJE Mapojiell MPUMEHSIIOTCS JaThl POKASHUs) U MAaOJOHHOCTb
KoMOMHanMi. Eciy 3M0yMBIIIIIEHHUK OXOTUTCS 32 OIPEIEICHHBIM YCTPOWCTBOM, €My M3BECTHA BCS
OTKpbITasi ”HGOpMAIIUS O BIaJesble (MM JaXe 3aKpbITasi, €CJIM HAPYLIUTENeM SIBJISeTCS] POICTBEH-
HUK JIMOO 37I0YMBIIIUICHHUK BJIaJeeT MpUeMaMHy COIMAIbHON NHkeHepun). Elrie urpaet posb rneuxo-
JIOTHS JTOAe, TOUHee, UX CKJIOHHOCTD K IMAOJIOHHOMY MBIILIEHHI0. YTOOB! OHATD, YTO 3TO TaKoOe,
MPOUINTE CIIEAYIONIMI TECT: TOCMOTPUTE Ha KaTerOpuy HUKE U, HE 33 JyMbIBasiCh, ObICTPO HA30BUTE
TI0 O/IHOMY CJIOBY U3 KaXJIOM KaTeropuu:

® (pykT;

@® yacrth JHMIA;

@ pycckuii mos3T;

@ 1BEeTOK;

@ cTpana.

B GosbIMHCTBE CllydaeB OTBETHI — 3TO «sIOJMOKO», «HOC», «IIyIKuH», «po3a» U «Poccus».
370 U ecTh MpUMep MAOIOHHOCTH MBIIIIIEHHS, TPEACKa3yeMOCTH, KOTOPYIO 37I0yMBIIIJICHHUKH yUH-
THIBAIOT TIPH B3JIOME Maposneis.

O Bpym/uek. Llenp Takoi aTaku — niepexBar OOJIBIIOrO YKC/Ia Maposiei, T. €. napojiell MHOIHUX
nosb3oBatesiell. K mporpaMme B3iioma mogkiodaeTcs 6a3za JJOrMHOB U MapoJiel KaKuX-Tu00 MOYTO-
BBIX CEpPBUCOB. Takke MOIKJIOUAETCS] CIIMCOK MPOKCU-CEPBEPOB, YTOOB! 3aMAaCKHPOBATh y3el. DTO
HE JaeT MHCTPYMEHTaM 3alllUThl B3JIAMbIBAEMbIX CAUTOB OOHAPYKHUTh aTaky. [Ipy perucrpanuu Ha
caiiTe, B COLIMAJILHOW CETH WJIM B UrPe TMOJIb30BaTe b 3aMOJIHSIET ToJie C aIpecoM CBOEH MOYTHI, Ha
KOTOPBI TPUXOIAT JTAHHBIE IS BXOZIa B COOTBETCTBYIOIIMI akKayHT. B ommsax 6pyrdopca yka-
3bIBAETCSl CITUCOK HA3BAaHMM CANTOB WJIM JPYIHX KJIIOYEBBIX CJIOB, [0 KOTOPHIM OH OyIeT WUCKaTh B
MOYTOBBIX SIIUKAX MMEHHO 3TH MUChMa C JIOTUHAMH U MApOJIsIMU, U3BJIEKaTh U3 HUX MH(OPMAIIHIO
Y KOIMPOBATh €€ B OTIEIbHBIN (ailsl. Tak Xxakep MosyyaeT COTHU Mapojied U MOXET MCIOIb30BaTh
uXx B J0ObIX 1essax. Korma cucrema 3ammuinena ot nepedopa maposieid orpaHIueHueM Yucia MoTbl-
TOK (Haripumep, 6okupyet [P-agpec, oTKyna HCXOAAT 3aMPOCHI, €CITU MPEBHIIICHO YUCTIO MOMBITOK ),
MporpamMma aBTOMaTHYeCcKu OepeT aJpec CleayIoIero MpoKCH-cepBepa U3 crucka, mensist IP-angpec,
Y IIPOJOJIKAET aTaKy.

B coBpeMeHHBIE CHUCTEMBI 3aIUTHl Pa3padOTUMKU BCTPAUBAIOT CIHEIUAIbHBIE aTrOPUTMBI, K
KOTOPbIM OTHOCSITCSI BpeMeHHasl OJIOKMPOBKA JOCTYIA K YCTPOKMCTBY IMOC/E HECKOJIBKUX TOMBITOK
TIOZIPsIZl BBECTU HENPABIIIBHBIN Maposib 1 oToOpaxenue reneprupyemoro CAPTCHA ?° -kona (cimyvaid-
HOTrO Habopa CUMBOJIOB (CJIOB) WJIA YPaBHEHUH, KOTOPbIE HAJIO PEIIUTh). 3OYMBIIUICHHUKH CTapa-
10TCSI OOOWTH TaKWe OTrpaHWYEHUsI, MOAKIIIoYAst K YCTPOMCTBAM arnaparHble KIaBHaTypbl UM CIie-
[[aJIbHbIe CEPBUCHBIE MHCTPYMEHTHI U MIPUMEHSISI POrPaMMBbl aBTOMATUYECKOTO PACTIO3HABAHUS U
BBo1a CAPTCHA-kopna. K coxasnenuio, ecTb porpaMmbl, CAaliThl U YCTPOMCTBA, KOTOPbIE HE UMEIOT
TaKMX OrPaHUYEHUN U JOMYCKAIOT HEOrPAHMUEHHOE KOJIMUYECTBO MOMBITOK Mogdopa naposst. Kpome
TOr0, MHOTJIAa YCTPOMCTBA, MPOrpaMMbl WJIM CalThl XpaHAT B JOCTYNHBIX (pailjlax XeIlMpOBaHHbIE
MapoJv, KOTOPBIE 3JI0YMBIIIJIEHHUK MOKET TIOXUTUTD U TIEPEUTH K CIEyIoNeMy YKa3aHHOMY 371eCh
crocody nepedopa.

O o cneyuanvrvim mabauyam . PacnpocTpaHeHHBI METOJT B3JIOMa Maposieid, Koraa a3y aaH-
HBIX C XEHIMPOBAHHBIMH MAPOJISIMU KPAAyT C cepBepa (JIMOO MOXHUINAIT XEITUPOBAHHbIE MAPOJIH C
YCTPOICTBA MOJIB30BATENS) U 3aTEM XaKep MOAOMPaeT K Xell-CyMMaM COOTBETCTBYIOIIHE MapOJIH.

Bkparue o xemmpoBaHuu
Xell-cyMMa — 3TO 3HA4Y€HUE Mapoiis, 3alIM(POBAHHOE IO CIELMATBHOMY
KPUOTOrpapMuecKoMy ajaropurMy (CyIIECTBYET MHOTO Pa3HBIX aJrOPUTMOB

28 https://revisium.com/kb/weak_passwords.html.

» YuTaercs Kak «KamJa».
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pa3iuyHoi cterieHu Kpunrocrokoct — MDS, SHA-1, SHA-3 u ap.). [locrosinHO
pa3padaThBAIOTCS HOBBIE AJITOPUTMBI C IIEJbI0 TOBBINIEHUS HMX CTOMKOCTA. B
Ka4yecTBe MpUMepa pacCMOTPUM MPUHITUT padoTh airoputMa SHA-1 (B Hactosiiee
BpeMsl CUMTACTCSl YCTAPEBIIUM U TOCTENEHHO BBIXOAUT W3 oOpaiienus). Eciu
3amudpoBath o aroputMy SHA-1 cIOBO «B3JIOM», TIOMYUYUTCS XelI-3HAYEHHE
94d6ad7efefe1b647da47625e75712f87405¢3cl (u 310 3HaueHue Bcerma OyAeT
COOTBETCTBOBATH CJIOBY «B3JIOM»). He BaXHO, KakoW JUIMHBI JJaHHBIe MUPPYIOTCS,
Oynb TO COBO U3 5 OykB, Kak B mpumepe, uim 100 crenyanibHbIX CHMBOJIOB:
B UTOre BBl MOJYYUTE Xelll-3HaueHUe (PUKCUPOBAHHOM UIMHBI U3 40 cily4yailHbIX
CUMBOJIOB (y JPYrHX ajiropuTMOB IJIMHA CTPOKM MOXeT ObITh uHOMW). [laxe
cioBo «Bznom», HamMcaHHOe € TMPONMCHOW OyKBBHI, OyaeT 3ammdpoBaHO B
abcomoTHO apyroi xemn (9281eea3837f94218b04024d23c¢9d20a71811b4a). Bu
MOXKETe IMOKCIEPUMEHTUPOBAaTh C XELIMPOBaHUMEM Maposiell Ha caiite https:/
www.hashemall.com u ¢ ux paciudpoBkoii Ha caiite https://crackstation.net.
Ha GonpInmHCTBE CaiiToB, B MPOrpaMMax M CUCTEMaXx Mapojiv B OTKPHITOM BUJIE, KaK
MIPaBUJIO, HE XPAHSATCS, a UCTIONB3YIOTCS UX Xel-3HayeHus. [Ipouecc perucrpanyu/
ABTOPU3ALIMU Ha 3ALUILEHHOM CaiTe IPOUCXOIUT 110 OITMCAHHOMY HUKE CLIEHAPHIO.

IIpu perucrpanum:

Bl nosp30BaTeNb NepechUIaeT JIOTHH U MapoJib Ha CalT, I1e

B K mnapomo MOpUCOEOUHSIETCS COMb  (TEPMHUH TIOSICHSIETCSI HUKE),
CreHEpUpPOBaHHAS C TOMOIIBI0 KPUNTOrpapMuUecKyd CTOMKOro TIeHeparopa
TICEBJIOCITyYaHBIX YUCE,

B a 3arem, 3Had mnapoiab (WM €ro TMepBbld Xell) W COJlb, C
MOMOIIBIO CTAaHJAPTHOM KpurTorpapuyeckoit xem-gpyHkuuu, Hanpumep SHA256,
BBIYUCIISIIOT XelI-3HAUeHHe.

B Coub ¥ xelm-3Ha4eHne COXPaHsIOTCs B 0a3e JaHHBIX MOJIb30BaTeNeH.

IIpu ayrenTudukanun/apTropu3anuu:

B nonp30BaTeNb NEpechbulaeT JIOTWMH M Mapoib (B OTKPBITOM BUAE IO
3aUIMIIEHHOMY KaHaJly/TIpOTOKOJNY, B 3alllM()pOBAaHHOM BUAE WM B BUJE XEll-
3HA4YEHHs) Ha CAlT, rae

B cosb U Xell-3HaYeHue MMOJIhb30BaTe sl U3BJICKAIOTCS U3 0a3bl JAHHBIX,

B conb 100aBsieTcss K BBEICHHOMY TApOJI0 U C TIOMOIIBIO TO JKe caMou
(pyHKIIMY BBIUUCIISETCS XElI-3HAYCHUE.

B Xem-3HaueHWe BBEJEHHOIO Mapojisi CPABHUBAETCS C XElI-3HAYEHUEM,
COXpaHEeHHOM B 0a3ze HaHHBIX. EciM OHM COBMAJaloT — Mapoib BepeH, Toraa
OJIb30BaTEN b Ay TEHTU(ULMPYETCS U AOIMYCKAETCs B cucTeMy. B IpoTrBHOM cityyae
TIOJIB30BATENIO COOOIIAIOT O HEMPABUILHOM IapoJie.

VkpaB 06a3y JaHHBIX, 3JIOYMBIIIIEHHUK TOJMYYaeT AOCTYM K Xell-3HAUYeHUsIM
naposiei, a He K caMHUM TapojisiM M, COOTBETCTBEHHO, B OOJBIIIMHCTBE CIy4YaeB
HE CMOXET 3aJIOTMHUTHCS OT MMEHH KaKoro-imdo mMosb3oBaressi (pasymeercs,
OH MOKET TepexBaTUTh JIaHHbIE MIPU Tepejiaue Ha cepBep Maposisi KOHKPETHOrO
MOJIb30BATENS, HO 3TOT CIOy4all He CBs3aH C Oe30IMacHOCTBI0 BCEX OCTAJIbHBIX
MOCETUTENIe caidTa M OydeT pacCMOTpPeH B COOTBETCTBYIOIIMX IJIaBaxX STON
KHUTH). i ycremHoW ayTeHTU(pUKAIMM Xakepy HYXKHO H3BJIe€Yb U3 Xell-
3HAUEHUI1 UCXO/IHBIE TMAPOJIY, UCIIONb3Ysl BCIIOMOTaTe/IbHbIE CPE/ICTBA (HAaIpUMep,
TaONMIIBI, B KOTOPBIX BCE PACIPOCTPAHEHHBIE MAPOJIU COMOCTABJIEHBI C MX XEell-
3HAUYEHUSIMU). DTO JIETKO YAAETCS ClIeNaTh MPY UCTIOIb30BAHMU HE TOJIBKO MTPOCTHIX
Y pacIipOCTPaHEHHBIX MapoJieid, HO TaKKe CIOKHBIX U ITTMHHBIX. B37iomMaB ofuH xerir,
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3JI0YMBIIUIEHHUK TOJTy4YaeT AOCTYI KO BCEM aKKayHTaM, IJIe UCTIONb3YeTCs TOT ke
napob.

HomyctuMm, Korga-To AaBHO Ha caiite http://site.ru ucnonszoBanace B/l, B
KOTOPOH XPaHWIKMCh OTKPBITBHIE MApOlv M MX XelIM, U OHA YTeKJa K XaKepam.
Cnycrst kakoe-To BpeMsi Obula yKpajgeHa Oa3a JIaHHBIX JPYroro caita, CKaxem
http://site2.ru, B KoTOpOii OBUIM 3amMMCaHBI TOJBKO XEIIM Mapojedl (aIropuT™M
XeIIMPOBaHMS, €CTECTBEHHO, TOT Ke). Xakep ckaHupyeT 0a3zy naHHbiXx http://
site2.ru B MoMcKax Xelllei, COBMAJAIINX C HalieHHbIMUA B 0a3e maHHbIX http://
site.ru. OOHapyXVB COBIMAJCHHUS, XaKep MOXET PACKPBITh COOTBETCTBYIOIIVE
naposu B 6a3e naHHbIX http://site2.ru, HecMOTps Ha TO YTO TaM XPaHUJIUCH TOJBKO
XeI (M CIOKHOCTb TIAPOJIs 3[€Ch HE UTPAeT POIIN).

Takke Xxakep MOkeT (hopMUPOBaTh COOCTBEHHYIO 0a3y Xellle, Aaxke eclii ux
HeT HU B oo BJ1. [Tpr 3TOM OH OOBIYHO YUUTHIBAET CHEIM(HKY B3JIaMbIBAEMOTO
caiita. Ecim ¢opmar maposst He TpeOyeT CHEl3HAKOB, 3HAYUT, MAapOJib COCTOMT
TOJIBKO U3 OykB ¥ 1udp. Takxke yUUTHIBAETCS PErHOH, TJe UCIIOb3yeTCsl CauT,
€ro TeMaTuka (HarmpuMep, e MOoJIb30BaTeN N CailTa — IEHCHOHEPhI, TO OHU MOTYT
UCIIONB30BAaTh KaK NMApOJI MMEHA BHYKOB) U T. 1. Tak Xakep MOXeT BHIYMCITUTH XEIIN
IJ1s1 HauboJiee MOMyISIPHBIX MapoJIbHBIX (hpa3, a 3aTeM CPaBHUTH CO CBOeW Oa3oi
Xellel yKpaJleHHyIo ¢ caitta B/l ¢ xemamu peanbHbIX MOJIb30BaTENEH.

BsiomaB ofuH Xer1, 3710yMBIITUICHHUK MOTy4aeT IOCTYI KO BCeM aKKayHTaM,
I7Ie MCTOJb3YeTCs TOT XKe MapoJib.

[TosToMy [UIsi TOMIOJHUTENBHOM 3alllMTHl OT IMOAOOpa Mapoiell WX Xerl-
3HAUEHUsI «CONAT», T. €. K 3HAUEHMIO Xella JOOaBISIIOT HEKOe eAWHOe JJIsi BCeX
TMOJIb30BATENIEN CHCTEMBI (caiiTa) WM YHHKaJIbHOE Ui KaXAOTO IOJIb30BaTess
3HauUEHHUE, Ha3bIBAEMOE COJIbI0 ’, ¥ TIOMyYaloT BTOpoe XelI-3Hauenre. Collb CHUKaeT
BEPOSITHOCTD MOA00PA MApOIIsl 3TI0YMBIIICHHHUKOM, TaK KaK «PayKHbIe TAOIHIIb»,
O KOTOPBIX peub MOHIET YyTh HUXKE, HE TO3BOJIST CPABHUThH XeIll-3HAYEHUS U
orpenenuTh (OTKPbITh) Naposu. Eciam conb oquHakoBa 11 BceX MOJIb30BaTelie, TO
M Y Pa3HBIX MOJIb30BATENIEH C OIMHAKOBBIMU MAPOJISIMU OYIyT ONTMHAKOBBIE BTOPbIS
Xelll-3HaYeHM s, & €CIM YHUKaJIbHA, TO BTOPbIE XellI-3HAUeHUsI BCEX TOIb30BaTeNeH,
Aaxe ¢ OIMHAKOBBIMU MAPOJISAMH, OyIyT pa3InvHBI.

Hanpumep, ecamn nosp3oBatens A M IOJIb30BaTeNb b MCNONB3yOT Maposb
«$516:10K0», TO B TIEPBOM CJIydae MX MapOJIbHBIN Xell OyleT OMUHAKOBBIM (CKakeM,
422a41... 6e3 comu u a5ed8S... ¢ conbio y 060ux noib3oBaresieir’!), a BO BTOpoM —
paznmuyabiM (ckaxeM, 422a41... 6e3 comm y odoux mojb3oBateseid u aSed8s... y
onHoro u fcla9s... y Broporo (¢ coibio)).

Kcraru, ecnu maposns xemmpyeTcst Ha CTOpOHE KJIMEHTa, T. €. Ha KOMITbIoTepe
(yCTpOHCTBE) MONB30BATENsl, ITO XEII-3HAYEHUE CTAHOBUTCS, MO CYTHU, CAMUM
naposneM, Tak Kak MMEHHO Xell TepegaeTcs MOJIb30BaTeleM Ha cepBep s
ayTeHTU(UKAIUU. 3I0YMBIIIJIEHHUK MOXET NIEpEXBAaTUTh XEIl U 3alTH Ha CepBep
MOJl MMEHEeM IIoJb30Baresis, Jaxe He 3Hasd ero mapons. [lostoMy B Takux
CITy4asix HeOOXOIMMBI JOTIOJTHUTEIbHbIE MEphI 3aIIUTHI, HAIPUMEP MCIIOJIb30BaHKE
npotokoina HTTPS (TLS)*.

3
O Conp (Takxke MoAU(HUKATOP BXOfa XelI-(PyHKIMK) — CTPOKA JJaHHBIX, KOTOpasi MepeaeTcs Xeul-(PyHKIMHY BMeCTe C BXOIHBIM
MAaCCHMBOM JIaHHBIX (IIPO0Opa3oM) [yist BhIYMCIeHus xema (00pa3za). «Cosb» — JOCIOBHBIH TIepeBOj aHIJIMICKOTO TepMHHA «salt».

1
3 IMpumep, HepeaTbHbIE 3HAYCHUSI.

32 https://www.internet-technologies.ru/articles/solenoe-heshirovanie-paroley-delaem-pravilno.html.
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Elie MOHO yIIOMSHYTb O KOJUTU3MSX — CIIy4asiX, KOraa KpUITorpapuyeckui
QITOPUTM CO3/1a€T OAMHAKOBBIE XEUI-3HaYEHUs1 1JIs1 pa3HbIX (DparMEHTOB JIaHHBIX.
OTUM HEJOCTAaTKOM TpPEeIuT OOJNBIIMHCTBO Xeml-(DyHKIUI, OJHU MEHbIIe
(SHA-256, SHA-512, whirlpool u nap.), apyrue Oonbine (Hampumep, MDS5
i SHA-1). 310yMBIIUIEHHUKA MOTYT HCHOJIB30BaTh U 3Ty OCOOEHHOCTh, HO
HECKOJIbKO MHaue. VMiMesi oquH HaOOp aHHBIX, OHHM MOTYT NOIoOparh Apyrou (K
npumepy, aiijl) ¢ TaKuM ke XellleM, Kak y 1mepBoro. BekTop araku crieayronuii:
3JIOYMBIIIUIEHHUK MTOJMEHSIET KOPPEKTHBIN (DaiiI CBOMM IK3EMIUISIPOM C 3aKJIaIKOM,
BPE/IOHOCHBIM MaKpOCOM WJIM 3arpy34uMkoM TposiHa. M 3ToT 31oBpeaHbiid aiii
OylieT MMEeTh TaKOM ke Xelll TN HU(pPOBYIO MOAIMUCH .

Cnavaja 3JIOYMBIIIJICHHUK BBISICHACT, KaKoOM aJir OpUTM 6I)IJI HCIIOJIb30BAH [JIA XCIIWPOBAHUSA
naposieii. ITo0 OTHOCUTENILHO HECJIOKHO, MOCKOJIBKY KPUNTOrparuecKue aJilrOPUTMbl HE3aBUCUMO
OT pa3Mepa BXOAHBIX JAHHBIX TEHEPUPYIOT Xell-3HaYeHUs (PUKCUPOBAHHOM JUIMHBI U 3TA JIIMHA Pa3-
JIMYHA U1 pa3HbIX aJITOPUTMOB.

«Heconenpie» xemm 00padaThIBaIOTCs 3I0YMBIILIEHHUKOM C MCIIOIb30BaHUEM TaONUIl paHee
COMOCTABJIEHHbIX ApPYr C ApyroM xeriei-maponeil. TaOnuipl ObIBAIOT Pa3HOrO THIA, HAMPUMEP
«pagyKHbIMU» (OHHM TPEJCTABISIOT COOOU MepevyeHb COOTBETCTBUI HE BCEX paHee MOJOOpaHHBIX
naposeit ¥ ux Xeuleu, a TOJIBKO MePBbIX IEMEHTOB Takux Iiernoyvek)>*. [TonkmounB TabamIb! K Ipo-
rpaMme B3JIOMa, Xakep Oyaer nepeOupaTbh BO3MOXKHBIE BapUAHTHI, MIOKA He paciudpyer Mapo.
[Mpocteie u pacrpocTpaHeHHbIe OyIyT paciugpoBaHbl MTHOBEHHO; YeM MapoJiH JUIMHHEE U CIIOXKHEe,
TeM OoJIble MOTpedyeTcsi BpeMEHH!.

B35ioM «coneHbIX» Xelleil, eciii 3HaueHrue COJIM U3BECTHO 3JI0YMBIILICHHUKY, TIPOM3BOIMUTCS
AHAJIOTUYHO, TOJILKO B TIPOrpaMMe B3JIOMa YKa3blBaeTCs ellie U coib. B TaHHOM citydae pabota 3710-
YMBIIJICHHUKA 3HAYUTEJIBHO YCJIIOKHACTCA, TaK KaK IJId «COJICHBIX>» Xemren HYKHO I'€HEpHUPOBATb
COOCTBEHHbIE TAOJUIIBI IO/ KAXK/IYIO COJIb.

Bce cTaHOBUTCS HAMHOTO MHTEpECHEe, €CIIU COJIb XaKepy Hen3BecTHa. B Tom ciydae, eciv st
BCEX MOJIb30BaTe el UCIONb3YeTCsl ONMHAKOBAsI COJIb, XaKep HECKOJIBKO pa3 MpoOyeT 3aperucTpupo-
BaTbCs B CUCTEME U CPABHUBACT 3HAYCHUA IIEPBOIoO XElla U BTOPOro («CO.HeHOF O>>), IIBITAsACh BBIAC-
HWTbh, KAKOE 3HAYEHKE MCITOIb3YETCs IIPH «COJIEHUI» . BBISICHUB €10, Xakep BO3BPAIIAeTCsl K TPeIbl-
aymemy merony mnepedopa. JInbo, ecnu gocTyna K COOCTBEHHBIM XeIllaM y Hero Her, OH mpoOyer
U3BJIeUb COJb U3 Xellel epedGopoM.

Eciu 7151 Kask10ro napoJisi UCHOJb3yeTCsl pa3InuyHOe 3HAUYCHUE COJIH, T. €. TUHAMUYECcKasi COJb,
9TO 6y,[l€T CaMbIH CJIOXKHBIN BAapUaHT U1 Xakepa: EMY IMPUICTCA B3JIaMbIBATh KaXXJ0€ XCII-3HAYCHHUC
10 OTJEIBHOCTHU, Ha UTO YWJET ropas3no Oosbiie BpeMeHu. JIMOo araka cTaHeT HEeBO3MOXKHOM, €Cin
3JIOYMBIIILICHHUK HE MOWMET aJITOPUTM T'eHEPaIiK COJH.

KEVIC B mapre 2013 r. HaiiT AHepCOH, 3aMeCcTHTe)Ib IIABHOTO PEIAKTOPa
KypHana Ars Technica, poBeJ SKCIEPUMEHT: CKayall co CHeLHaIbHOro caifta 6asy
Xelel naposei (T. e. Xxelei B 3appoBaHHOM BUjIe, KAK OHU OOBIYHO U XPaHSTCS
B KOMIIBIOTEPHBIX CUCTEMaX) U CHIELMAJIbHBIN CO(T U1 B3IOMA. 32 Mapy 4acoB eMy
yzaajoch B3oMarb okoso 8000 naposen, mputom uro Haut HUKorga paHsiie 3Tum
He 3aHUMasICA™.

,HJ'IH (V11( OOJIBIIIETO YCIIOKHEHUA 3a1a4 3JIOYMbIIJIECHHUKA UCTIOIb3YETCA TaKomn METO, KaK
«KPACTAKECHHUE NAPOJIA». CYTL €ro B p€KYpPCUBHOM AJITOPUTME XEHIUPOBAHUA: pa3 3a pa3oM, NECATKA
ThICAY Pa3 BBIUYUCIIACTCA XCII CaMOI'0 XCllIa. KomaecTtBo I/ITCpaL[I/Iﬁ (BbI‘H/ICJ'ICHI/Iﬁ Xema) JOJIDKHO

33 hitps://habr.com/post/322478/.

34 IonpobHee o TabmuItax cM.: https://www.internet-technologies.ru/articles/solenoe-heshirovanie-paroley-delaem-pravilno.html.

35 https://arstechnica.com/information-technology/2013/03/how-i-became-a-password-cracker/.
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OBITh TAKMM, YTOOBI BHIUMCIIEHHE IIJIO HE MeHee CEKyHbI (4eM OOoJIbllie, TeM AOJbIIIe B3/IaMbIBATh).
Jlns B370Ma Xakepy HYKHO TOYHO 3HAaTh KOJIMYECTBO UTEpalvil (MHAaye MOIYyYUTCs APYrod Xer)
M KIaTh HE MEHee CEKYH/BI MOocie KaXA0W MOMBITKU. TakuM o0pa3oM, aTaka IMoixydaercsl OYeHb
IJTUTENTBHOW U TTO3TOMY MaJIOBEPOSITHOM — HO HE HEBO3MOXHOMW. YTOOBI CIIPABUTHCS C 3aAEPKKOM,
3JI0YMBIIUIEHHUKY TIOHaIOOUTCs1 G0JIee MOIHBI KOMIBIOTED, YeM TOT, Ha KOTOPOM MTPOU3BOIMIIOCH
XerupoBaHue’.

Ho, yuutsiBasi, uto A5 BeleHUs aTak (mepedopa mnaposieil) 3M0yMBIIUIEHHUKA MOTYT TpH-
BJIEKaTh pacrpeesieHHble KOMIBIOTEPHbIE CUCTEMBI JTIOOBIX MACIITA0OB (T. €. COCTOSIINE U3 KOM-
MBIOTEPOB, COBMECTHO padOTAIONIMX HAJl OHOM 3aJa4ei), B3JIOM BCETAa MPUHIUITAATLHO BO3MOKEH;
BOIPOC TOJILKO B TOM, CKOJIKO BpEMEHH 3aiiMeT aTaka. MolIHbIe XaKepCKHUe UHCTPYMEHTBI, UCTIONb-
3ytole pecypesl rpagudeckoro mporeccopa tTuna OclHashCat, mo3Bossiior B3oMaTh Aaxe JIIMH-
HBbIEe TIAPOJIH, TTPOCTO /TSl B3JIOMA MOTpeOyeTcst OOMbIIe BPEMEHH.

B IIpoune MeToabl. CoumasbHasi MHKEHepUs, (PUILMHT (UCHOJIb30BaHKE TOJIOKHbIX Cail-
TOB M NIPUJIOKEHUH ), UCTIOIB30BaHKE CIIEIMAIBHOTO alMapaTHOTO U MPOrpPaMMHOTO OOECTICUeHHUS:
KEMJIorepoB (IporpaMm, KOTOpbIE PETUCTPUPYIOT HaKaThe KJIABUIL U IEHCTBUS MbIILN), CHU(DDEpOoB
(mporpamm aJis1 epexsata Tpaduka), TpostHOB | T. 1.>7 Bce 311 criocoObl OyayT onvcaHsl Jajiee B
KHUI'€, B COOTBETCTBYIOLIMX IJIaBaXx.

0O6001mas Bcio MHPOPMAIHIO, MOKHO BBIACTUTH HECKOJIBKO OCHOBHBIX IIPABHJI, O KOTOPBIX peyb
MOUAET JaJIee.

36 https://habr.com/company/mailru/blog/271245/.
37 https://habr.com/post/118499/.
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Kak BbIOpaTh Ha/1e;KHBIH NapoJib

XoTa U151 ayTeHTU(UKAMK HAa CaliTaXx U B MOJIb30BATEIbCKUX MPUJIOKEHUSX BCE Yallle MpU-
MEHSIIOTCS OMOMETPUYECKUE TEXHOJIOTUH U MPOYME METObI, PeaU3yeMble C MIOMOIIBIO TEKTPOH-
HBIX YCTPOHCTB, a IT-KOMIaHuM MpHU3BIBAIOT K OTKA3y OT Maposei®, Bonpoc HageKHOCTH maposen
He TepsieT akTya’abHOCTH. CyIecTByeT mporpaMMHOe 0OeCTIeUeHre, CalThl M JIEKTPOHHBIE IEBAICHI,
IJIs1 JOCTYTIa K KOTOPBIM TpeOyeTcst CTapblid JOOPbI Mapoiib, U, €CIIM OH OyIeT IOCTAaTOUHO CIIOKHBIM,
3JI0YMBIIUIEHHUK HE CMOKET €ro Moio0pars.

Jns oGecrieyeHnsl HA/Ie)KHOM MapoSbHOM 3aIlUThl HYKHO 3alIOMHUTb HECKOJIBKO OCHOBHBIX
MIPaBUJI:

1. ITaposs JOMKeH ObITh OTHOCUTEBHO UTMHHBIM M CTOMKHMM K B3JIOMY.

2. ITaponb criemyet XpaHUTh B O€30MaCHOM MECTe U 3aIlUINATh OT KOMITIPOMETALIUH.

3. PasHble cepBUCH — pa3HbIE MAPOJIH.

4. [Taponb HYKHO NEPUOANYECKU MEHSTD.

5. Mndopmarnus 1151 BOCCTAaHOBJICHUSI TAPOJIs JOJKHA OBITh CJIOKHA ¥ TIIATEIIHHO 3allUIIeHa.

6. Ecnu mopiepxuBaeTcst MHOro(pakTopHasi ayTeHTU(HUKAIMS — OHA TOJKHA OBITh BKJTIOYEHA.

7. BblHOC Mycopa, WM YJaJeHHe CBOMUX CJEJOB. DTO MPABWIO HE CBSI3AHO C HA/IEKHOCTBIO
rapoJield, HO OYEeHb BaKHO.

KEVIC B Houb ¢ 4 Ha 5 mas 2018 r. B KonesrareHe 3710yMBIIIICHHAKY
B3j10MaJIM KoMmiaHuio Bycyklen, ynpapJisiioniyio ropojicKkoi CUCTeMOi BeJIOIpoKara,
U CTepiM BCE JaHHbIE, O KOTOPBIX CMOIVIM J100parbcsi. B pesynbrate u3 crpost
BbIIUIM 1660 37€KTPOBEIOCUIIENIOB, PACIIONOKEHHBIX B Pa3IMYHBIX MECTax IIO
BCceMy ropopay. Benocurensl ObUTM OCHAIEHbI IUIAHIIETAMU T0J YIpaBjieHUEM
onepauMoHHOM cucrembl Android W 1A yyera TO€3JOK U OIpelesIeHUs
MECTOHAXOXKJEHUs MoAkmoueHsl K cetu Bycyklen. Cneumanucram KOMIaHUU
IIPULIUIOCH BPYYHYIO IM€pe3arpykarb BCE IUIAHIIETHl Ha JEKTPOBEJIOCUIIEJAX B
ropone™®.

Hapwlb 00.121CeH ObIMb OMHOCUMENbHO OAUHHBIM U CIOUKUM K 83.10MYy

JITMHHbIE APOJIM B3/1aMbIBATh CJIOKHEE, HO U CJIOJKHEE 3allOMUHATh. 3[eCh IPUMEHUM OOILUiA
MIPUHLIMIT: YeM LIEHHee OOBEKT, TEM JIy4llle OH JOJIKEH ObITh 3allMIIEH OT MOXUILEeHus1. BepHo ke, uTo
MIOJIOTEHLA ¥ CMEHY OelJibsi BBl XpaHUTE B LKAy WM KOMOJIE, a IEHbI'M U JOKYMEHTBI — B YKPOMHOM
Mecre: B ceiipe mim 6anke? Y uem Gosbliie cymMMa UM BakHee JOKYMEHTBI, TeM OOJIbIle YCUIIUIA Bb
NpeAlpruHUMAaeTe AJ1s UX 3a|Thl. Tak U ¢ HupoBbIMUA JaHHBIMUA. MOKHO UCIIONIB30BATh OTHOCH-
TEJIbHO MIPOCTOH Maposib ISl aKKayHTa Ha OeCIUIaTHOM caiiTe, CoAepKalliero MUHUMYM MePCOHAIIb-
Ho# uHpopmarmu. To ke KacaeTcs sIuKa JeKTPOHHON MOYTHI, PeIHA3HAYEHHOT 0, HAlIPUMED, IS
TMIOJTyYEeHH 1 MACCOBBIX PACCHUIOK (HO B TaKOH SLIMK He JOJDKHBI IOMaAaTh MUCbMa, CIIOCOOHBIE HaHe-
CTH BaM yuiepO B CIyyae MX MPOYTEHHUs 3J0YMBIIUIEHHUKOM). A BaXHbI paOOYMi WM JIMYHbINA
aJIpec AEKTPOHHOM MOUThI, AKKAYHTHI B COLIMAJIBHBIX CETSIX, a ke TeM Oojiee JOCTYIM K (PMHAHCOBOW
MH(pOPMaLMK HYKHO 3alUIIATh CYIIIECTBEHHO HaJIe/KHEe.

KEHNC B 2014 r. xakepbl Hanuwm Opelib B cucTeMe 0e30MacHOCTH OIHOTO
U3 CepBepOB KMHOKOMIAHMM Sony Pictures M moiaydmsium AOCTYH KO MHOIMM
TepabaiiTaM BHYTPeHHHUX HaHHBIX: cBefeHUsAM 0 47 000 coTpyaHMKax KOMITaHUH,

38 hittps://xakep.ru/2020/05/08/passwordless-stats/.
39 https://securityonline.info/the-public-city-bikes-system-in-copenhagen-was-hacked-and-the-database-was-deleted/.
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B ToM uuciie AnmxkenuHe J[xomu u CunbBectpe CrasuioHe (BKJIOYash CKaHBI
UX TACIOPTOB, KOMMU KOHTPAKTOB, JIMYHBIE MOPT(OINO, CBEICHUs O JI0XOlaxX U
MHOTHE JIpyrue KOH(pUISHIINATbHbIE TaHHbIE); IIM(POBHIM KOMUAM (DHIBMOB, eIlie
HE BBIIIEIINX B MTPOKAT; MOYTOBOM MEPENHCcKe MeX/1y COTPYJHUKAMU KOMITAHWY;
JIOTUHaM ¥ TapoJisiM K MHOTOYMCIIEHHBIM PabOuuM akkayHTam B ceTd Twitter
¥ MHOTOMY-MHOromMy npyromy. Takxke Oblla IOJHOCTBIO BbIBEAEHA W3 CTPOSI
BHYTPEHHsIS1 CeTb KOMIIAaHMM, W3-3a 4Yero padora Sony Pictures ocraHoBuIach
Ha Heckonmbko nHe®. MHrepecHo, 4to paboumii maponb Maiikia JIuHTOHA,
reHepaJIbHOTO AMpeKTopa komranuu Sony Entertainment, 6601 TakuM: sonyml34!.

Ha mMoMeHT HamucaHusi KHUTM PEeKOMEHIAMM TAKOBbI: HA/leKHble MapOJH JOKHBI OBbITh
JUIMHON He MeHbIle 12 cuMBOJIOB (JTydllie OoJbilie) M BKJIKYATh B ceOs1 CTPOYHbIE H MPOMIC-
Hble OYKBbI, (P PBI 1 cllenHadbHble CUMBOJIbI. KcTaTy, napoian MHOTUX «IIPOABUHYTHIX» MOJIb-
30BaTesIey BIIOJHE MPEICKA3yeMbl: HAIIPUMED, B JUIMHHOM IapoJie UCIOIb3YIOTCS Psi/ibl CJIOBapHBIX
CJIOB, IIPOITMCHOM CTAHOBUTCS MIepBasi UJIM MOCieJHss1 OyKBa B MapoJie, a B KOHIE JoOaBseTcs nudpa
1 u 1. 0. He crnepyiite mo ux myTH, TaKOH MOAXOJ HE 00eCIeUnT JOJKHOTO YpOBHSI 3amuThl. Ha caiite
https://www.betterbuys.com/estimating-password-cracking-times/ MOXHO IPOBEpPUTb, CKOJILKO
BPEMEHU 3aHsUJ1 B3JIOM TOTO WJIM MHOTO NapoJisl — C yYE€TOM Pa3BUTHS KOMITBIOTEPHBIX CUCTEM — B Pa3-
Hble rofipl: ¢ 1982-ro no Hamwmx nHeid. CTOUT OTMETHTh, YTO Ha B3JIOM MapoJis, Ha OI00p KOTOPOro
opyT-dopcom B 1991 r. yxoauno noutu 4000 siet, criycts 30 et moTpedyercst «BCero Juiib» 9,5 ner.

[Naponps He KoKeH ObITh MOXOX HA JIOTMH M COAEpKaTh CIAESAYIOIIUX APYT 32 JPYroM OIUHA-
KOBBIX CUMBOJIOB (Hampumep, aaa win 111) mubo nocnepoparenbHocTel OyKB WM udp (Hanpu-
Mep, abc umm 123). Takxke crnenyer u3deraTb maposiei, CoAepKaliux Ha3BaHUs CAWTOB WM MMEHa
JOMEHOB, Ha KOTOPBIX UCMOJIB3YI0TCA. Kak BapuaHT, MOKHO UCIIOJIb30BaTh JUIMHHBIE KOIOBbIE (Ppas3bl,
HarpuMep CTPOKY U3 TIECHH, TJie YAAJIEeHbI POOesbl N/WIM KakA0€ CII0OBO HAUMHACTCS C MPOIMCHOM
OYyKBbI (MJIM J1aXe CIeHMaIbHOIO CUMBOJIA) JIMOO CJIOBA MEPECTaBIEHb B OOPATHOM MOPSIKE U T. II.
Hanpumep, ¢pasy «B necy poaunach enouka» MOXHO U3MEHHUTh, BMECTO MPOOEIOB BCTABIATh, CKa-
KeMm, 1udpsbl o yrcny OyKB B IpeablayleM ciose: «Bliecy4ponunace8enoukab». Takxke MOKHO
3aMEHUTD B CJIOBE 4acTh OyKB LI(ppaMH, TIOMEHATh MECTAMU MOCJIEIHIO U MEPBYIO0 OYKBbI, BCTABUTD
B CEpellMHy CJI0Ba TOYKY C 3alATod U T. I. [Ipn 3TOM crieiyer yuyuThiBaTh MEXaHU3MBbl MyTalluM B
nporpammax Ajisi nepedopa naposei: OHU TaKke YUUTHIBAIOT BOZMOXKHBIE 3aMEeHbl OYKB Ha MOXOXKHUE
uudpsl (Harpumep, «o» Ha «0» WK «@» Ha «9»).

UcTopus oguoro B3jaoma

Bkparne pacckaxem O TOM, Kak MPOBOAMJ B3JIOM 0a3bl XeIIMPOBAaHHBIX
napojerd ofvH u3 XakepoB. OH BOCIOJIB30BajICA CTAPEHBKHUM KOMIIBIOTEPOM C
npoueccopoM Core 2 Duo m nporpammon Ultimate Distributed Cracker co
CKOPOCTBIO Tiepedopa 5 MUIH maposieil B ceKyHay. B pesynbrarte ObUIO BCKPBITO
31 790 naponenn mu3 41 037 MD5-xemei. IlepBbiM fA€noM Xakep MpoOBe
MOUCK 1MGPOBBIX KOMOMHAIMI ATMHON 10 11 CMMBONOB M 32 5 MHHYT Haiiesn
15 759 naporneii. [Tocne 3Toro 3amyctui nepedop nap ¢ NOMOUIbI0 KOHKaTeHaIuK
(CKJIEHKHM) CJIOB U3 3TOro cjoBaps (TaKOW METOJ YacTO Ha3bIBAIOT «TMOpHUIHAS
araka»), B pe3ysbpTaTe 3a CYMTaHble MMHYTHI JIETKO MOAOUPAIMCh MApOIM BUAA
1111111111123123. B pe3ysbrare HaieHo ele 358 naposeit. 3aTeM 3a HECKOJIBKO
MHUHYT OH BCKpbUI 5767 maposen kopoue 7 cMMBOJIOB. Jlajee OH MCKajl cloBa
U3 cJoBapell Ha pa3HbIX s3bIKax W IMOJCTAHOBKU: YOMpasl U3 CJIOB BCE IVIACHBIE,
CITy4aifHO MEHSUI PEerucTp OfHOM-IBYX OyKB B JIIOOOM MeCTe, CIyYailHO Hakumal

40 https://en.wikipedia.org/wiki/Sony Pictures_hack.
4 https://twitter.com/kevinmitnick/status/545432732096946176.
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CAPS LOCK B mo6om MecTe cioBa, JOOABJIST B KOHEIT CJI0Ba JI0 TPeX CITyYalHBIX
1udp IToC JIeTKo 3anomuHammecs coderanus (2010, 2011 u np.), moOGaBis B
HAvaJIo CJIOBA JIO ABYX CITyYalHBIX HUDP IUTIOC JIETKO 3alIOMUHAIONINECS COYCTAaHUS
(123, 1111 u mp.), 70OABISIT CITyYalHBIA CHMBOJI B JTIOOOE MECTO CJIOBa, T00ABJISIT
3HAKM TIPEeNVHAHWS B HAYajao W/WIM B KOHEI[ CJIOBA, UCIOIBh30BAT «XaKEPCKUe»
3aMeHbI («OIUH» = «1», «8» = «$», «a» = «@» U T. 1.), IMUTHPOBAJ OIIUOKU
MIEPEKJTIOUCHU ST PACKJIaIKK (PYCCKOE CIIOBO B aHTJIMACKOM pacKJiajike, U HA000poT).
3a 30 mMuHyT ymanoch B3nomarh emie 5213 maponeit. [lanee xakep NpuMEHWI
YACTOTHBINA aHAJIM3 JIJIS TTMHHBIX TIAPOJIel, COCTOANIMX 13 OYKB pa3HBIX PErHCTPOB
1 uupp (M3 HalJIEHHBIX Napojied W3BJEKAITCS MOICTPOKU ((pparMeHThl CTPOK
M0 33aJaHHOMY MIa0JIOHY), COPTUPYIOTCS IO YacTOTe, W CO3[AeTCs CJIOBaph U3
10 000 caMbIX YacThIX COYETAHWM, JOOABNISIOTCS BCE OTHO- U JIByXCMMBOJIbHbBIC
KOMOWHAIIMK). 3aTeM OH MPOU3BENl Mepedop ¢ KOHKAaTeHaIel JBYX-TpeX CJIOB U3
Takoro cioBapsi. Onepanys 3aHsij1a MOYTH 7 9acoB, U ObUTO HalieHO 4693 MITMHHBIX
Y CJIOKHBIX TTApOJIst?.

Hesp3s BKIIIOUATh B TApOJIH JTIOObIE JAHHBIE, XapaKTepU3yIoLIre Bac, Oyab TO MM, laTa poKIe-
HHUs1, HoMep TestedpoHa, haMutust padadyIIKy, Ha3BaHUE JTI0OMMOTO MY3bIKaJIbHOTO KOJIJIEKTHBA WITH
KJIMYKA KOWIKU. Bclo 3Ty MH(pOpMAaUIO 3710yMBIIUIEHHUK MOXKET BBISICHUTb U YIIPOCTUTH ceOe Mpo-
necc B3noma. Kpome Toro, KpaiiHe He peKOMEH/IyeTcsl UCIOIb30BaTh B MAPOJISX CJIOBAapHbIE CIIOBA,
TaK Kak MEpBbIM JEJIOM 3JI0yMBIITUIEHHUKY MPOBOIAT «OBICTPYIO» aTaky Mo ciioBapio. [IpoBeputhb
YCTOMYMBOCTb CBOETO MapOoJisi K B3JIOMY MOKHO C TIOMOILBIO CHIEHUAIbHBIX OHJIAH-CEPBUCOB 3,4,

He cnenyeT ncnonb30BaTh pyccKue CJI0Ba B aHITIMICKOM pacKyIajike. Y 37I0yMBIIUIEHHUKOB €CTh
CIie[IUaJIbHbIE CIOBApU C TAKUMU KOMOMHAIMSAMH, TIO9TOMY 3TOT MeToA He cpabotaer. Kpowme Toro,
TaKye MapoJid OYeHb TPYIHO BBOJUTH HA YCTPOWCTBAX, IJie KUPHJUIUIIA HE OTOOpaKaeTcsl Ha KJIaBU-
11aX OJHOBPEMEHHO C JIATUHULIEH.

IIpumeyanne. B 2019 r. komnanus DeviceLock npoananusuposana 4 mipn
YTEKILUX YUYETHBIX 3aKcel Ha MpeJMeT HaJlnuusl HauOoJiee MoMyIsipHbIX Maposiei,
B TOM YHCJIE KUPWUIMYECKUX. «Be3yMHyl0 JecATKy» COCTaBJAIOT napoiu (B
nopsiike yObIBaHUsI MOMYJISIPHOCTH): 51; IAPOJIb; MIIYKEH; JII0OOBb; IPUBET; JIOOIIO;
Haraula; MakCUM; aH/pe; COJTHBIIIKO™.

Paszymeercs, HUKOMY He clieyeT cooOMaTh He TOJIBKO Mapojiy, HO U MPUHLIMI, 10 KOTOPOMY
BBl COCTaBJIsieTe CBOM KOZIOBBIE (ppa3bl. Y3HaB, YTO BBl MCIIONB3YETE B MApOJie CIOBA U3 JHOOMMOMN
MIECHMU, 3JI0YMBILIUIEHHUKH MOT'YT IIPOCKaHUPOBATh Balll IUIEHIMCT B COLMAIBHOM CETH U cpopMuUpo-
BaTh CIMHCOK BO3MOXHBIX KOMOMHAIIWI.

Takoke He CTOUT COCTaBJIATh NAPOJIU IO CXeMe THIIA KAHou + Ha3eéanue caima v UCTIONb30BaTh
IJ1s1 pa3HbIX CATOB/CHUCTEM OMHAKOBbIE AP0, OTIMYAIOLIMECS OHOM WM IBYMs LU(ppaMu WK
OykBamH. BBIsSICHUB maposib K OIHOMY BalleMy akKayHTY, 3JI0yMBIIUIEHHHK JIETKO TIOAOEpeT MapoIii
Y KO BCEM OCTaJIbHbIM.

KENC B 2013 r. ¢ ceppepoB BceM M3BecTHOH Kopriopamn Adobe Gbuti
MOXMITICHbl JTaHHbIe OKOJI0 150 MIIH yYeTHBIX 3ammcei*® (KCTaTh, 3TO TIOBOJ
CMEHMTD Maposib K yueTHou 3anucu Adobe, eciii oHa y Bac ecTb). biaronaps atoit
yTeUKe y Bac ecTh MpeKpacHasi BOSMOKHOCTb IIOCMOTPEThb, KaKHe Napod HE CTOUT

42 https://habr.com/post/122633/.

43 https://howsecureismypassword.net/.

4 https://password.kaspersky.com/ru/.

43 https://www.devicelock.com/ru/blog/analiz-4-mlrd-parolej-chast-vtora
46 https://www.theverge.com/2013/11/7/5078560/over-150-million-breached-records-from-adobe-hack-surface-online.
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HUCIIONIB30BaTh: Ha caute https://zed(.co.uk/crossword/ MOXXHO HAaWTU MHOKECTBO
KPOCCBOP/IOB, COCTaBJIEHHBIX U3 MOXUIIEHHBIX MapOJIeH.

Hapwlb me@yem xXpanumso 6 0e3onacHom mecme u 3auiuniamos om Komnpomemauuu

Bpsiz v KTO-TO BRIBECUT Ha BUAHOM MECTe KJII0U OT CBOE KBAPTUPBI, YTOOBI JIIDOOI MOT B Hee
BoiTH. HO GONBIIMHCTBO MO/Ib30BaTesel MpeHedperaloT npaBruiaMu 0e30MacHOCTH, OTKPHITO HaOu-
pad napoJjid, 3allMCbiBass UX HAa CTUKEpax U IPUWICILIAA 9TU CTUKEPbl HA MOHHTOD, C006I[Iaﬂ CBOHU
apojiki KOMY HU IOIadA U aBTOPU3YsACh HAa COMHUTE/IbHBIX capTax.

KEVIC B anpeste 2015 r. B pe3y/ibTate IesTEIHOCTH XaKEPOB HaA HECKOJIBKO
yacoB Obula Napajau3oBaHa paloTa paHiy3ckoro TtenekaHana TVS5Monde.
Boin BbIBeeHBI U3 CTPOsl CIIy:KeOHblE CepBepbl, OTBevalole 3a 00padOTKY
3JIEKTPOHHOU MOUThI, BUJEOMOHTAK, TPAHCIIALIMIO CUTHAJIA. Belanue kaHana ObU10
IIPEpBaHO, & HA CTPaHUIAX KOMIIAHUHU B COLIMAJIBHBIX CETSAX ObUIM OIMyOJMKOBaHbI
9KCTpeMHUCTCKUE MaTepuasibl. [IpuynHON mpousolieaniero crajga OecrnevyHOCTh
COTPYIHHMKOB TEJIEKOMITAaHUU: BO BPEMsI CheMKH MHTEPBbIO C OJIHUM U3 PENOPTEPOB
B KaJIp 3a €ero CMHOM MoMnaJj CTOJ OJHOTO U3 COTPYJHMKOB, 3aKJICEHHBII CTUKepaMu
C MapoJissMU K YYETHbIM 3allUCSAM KaHaja B MOMYJSIpHBIX colceTsx. B kaap
NONaaM JIOTMHBl U Mapoiau Ajas ouUMaibHBIX akkayHTOB YouTube, Twitter
u Instagram KommaHuu, MpUYeM Mapoib K akkayHTy Ha caiite YouTube Obul
lemotdepassedeyoutube, 4To MOXHO NepeBecTH C (PPAHILY3CKOrO KaK «Iapojib OT
YouTube»*’.

UroObl 3ammTUTh ceOsi U CBOMX OJIM3KUX, CBOU JIAHHBIE, HY)XHO HE TOJBKO MAaKCHMAJIbHO
CEepbe3HO TOIXOIUTh K COCTABJICHUIO TIAPOJIEH, CIIe/is 32 TeM, YTOObI OHHM ObLTH JIOCTATOYHO CIIOXK-
HBIMH, HO TaKke MPU MX BBOJIE U XPaHEHUH COOIONATH MPaBuiia Oe301acHOCTH.

Haxonsich B 00111eCTBEHHOM MecTe, HY:)KHO TIOMHUTb O TOM, YTO MapoJib MOTYT YBUIETh TIOCTO-
POHHHE, U TIPU ero BBOJE MPHUKPHIBATh PYKOW 3KpaH cMapTdOHa WK KJIaBHAaTypy HOYTOyKa; NpH-
MEpHO TaK e Bbl octymnaete rnpu Habope [TMH-kona B 6ankomare. 1 oueHb BaXXHO, 4TOOBI TIPH BBOJIE
IapoJIsi BMECTO €r0 CUMBOJIOB Ha SKpaHe 0TOOPaKaJMCh KPYKOUKHM WM 3Be3104KH. Eci cuctema He
CKPBIBAET MAPOJIb IIPY BBOJIE, K HEM HET J10BEpHs. B HEKOTOPBIX cHCTEMaX, 3alMIIAIOIIMX [1APOJIb OT
MOJICMAaTPUBAHU S, TI0 MEPE BBOJIA KA bl CUMBOJI BCE K€ HA MTHOBEHHE OTOOPAKAETCSI B OTKPHITOM
BUJIE, UTO CHUXKAET YPOBEHb OE30MACHOCTH U TIO3BOJISAET 3JI0YMBIIUICHHUKAM MTOJICMOTPETh TapoJib,
3amnucaB M300pakeHre Ha SKpaHe C MOMOIIBI0 CKPBHITHIX Tpad0epoB*® skpaHa wiam Kamephl. MHorma
HACTPOWKHU TIO3BOJISIIOT U30aBUTHCS OT STOM YA3BUMOCTH.

Henb3s BBOOUTH NMapoiv U TiepeiaBaTh JoOble ApyTrue epcoHaIbHbie (0COOEHHO OAaHKOBCKIE)
naHHbIe B OTKPHITHIX ceTsix (Hampumep, MT_FREE, nelictByioreit B MOCKOBCKOM OOITIECTBEHHOM
TpaHcnopre). BBOAUTE Mapoiar MOKHO TOJIBKO B JOBEPEHHBIX CETAX, AOCTYI K KOTOPBIM 3allUIICH
COOTBETCTBYIONIMM 00pa30oM (JIOJKHA OBITh 3alllMINeHa U cama Touka Aoctyna). CiemayeT yIuThIBaTh,
YTO Jake B 3aKPHITHIX HEIOMAITHUX CETSAX (OOIIECTBEHHBIX U KOPIIOPATUBHBIX ) BBE/ICHHBIE JTAHHBIC
MOT'YT OBITh MEPEXBaueHbl CETEBHIM aJIMUHUACTPATOPOM WJIM 3JI0YMBIIUICHHUKOM, ITO3TOMY HYKHO
YETKO pa3fesuTh KOHTPOJIMPYEMbIE 30HBI M MCIIOJIb30BaTh Pa3Hble MPOUIN, O YeEM Mbl TOBOPUIH
paHee.

BBonuTe maponu pekomMeHIyeTcs TOJMBKO Ha cairtax, ucnoibp3yomnmx npotokon HTTPS (a
He HTTP) ¢ nonTBepkieHHBIME cepTU(UKATaMH, O YeM COOOIIUT aapecHas CTpoKa B Opaysepe
(0OBIYHO B HEW MOSIBIISIETCS 3€JIeHbIN 3aMOUeK ). JTO He MaHaries (cepTH(HKATHI CIeIaIbHO BHITYC-

41 https://www.theguardian.com/world/2015/apr/09/french-tv-network-tvSmonde-hijacked-by-pro-isis-hackers.

48 ['pa66ep — nmporpamma 1y1st coopa HHpOpMaLUH.
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KaloTCA 111 MOIIECHHUYECKUX CalTOB B LHEHTpax, rA€ HET IIPOBEPKU OTIIPABUTEIISA U UCIIOJIb3YIOTCA HA
OO ACJIBHBIX calTax 3H0yM])IH_IHCHHI/IKaMI/I), HO PUCK II€pEXBATa BBOAUMbLIX OAHHBIX BCE KC CHMKA-
€TCs1. KpOMe TOro, HEC pEKOMEHAYETCA BBOAWTL YUYETHBIC NAHHBIC U YKA3bIBATH CBOIO IIEPCOHAJIBHYIO
MH(MOPMAIIHIO Ha caliTaX, He XeIUPYIOIIUX Mapoiv. B HEKOTOPBIX ClTydasx MOJAOOHBIE CAUTBI MOKHO
Pacrno3HaTh Tak: MOCJIE 3apoca 1o MOBOJLY BOCCTAHOBJICHHU S TAPOJIS C CalTa MOCTYNAET EKTPOHHOE
IIMCbMO, B KOTOPOM CTapblil apoJib YKa3aH B OTKPbITOM Buje. HafexkHble pecypchl BMECTO YUETHBIX
AaHHBIX OOBIYHO MPUCBUIAIOT CCHIIKY, EPEeiIs MO KOTOPOH MOKHO CO3/1aTh HOBBIW MAPOJIb.

Takske cremyeT BHUMaTEIbHO MPOBEPSTH a/Ipec caidTa, Ha KOTOPOM BbI IUIAHUpYETE BBECTH
YUYE€THBIC JAHHLIC, TAK KaK 3JIOYMBIIIJICHHUKHU 3a49aCTyI0 UMUTHUPYIOT OPUT'MHAJIbHBIC CaﬁTbI, MEHAA
1-2 6ykBol B URL-anpece (Hanpumep, https://www.mircosoft.com wmm https://www.microsoft.cm
BMecTo https://www.microsoft.com) 1100 UCTIONB3YIOT BOBCE MOCTOPOHHUI apec, XOTs UHTepdeiic
TAaKOM ke, KaK y HACTOSIIEro pecypca. DTo ceilvac Bbl BUANTE PA3HUILY, a IPU OTKPHITUH CTPAHUIIBI
B Opay3epe, 0COOEHHO Ha MOOWJIBHOM YCTPOKCTBE, BPSIII JIM BBl YMTAETe ajpec, TeM OoJiee eClii OH
LEJTMKOM He ITOMEINAETCs] B CTPOKE.

IIpumeuanue. He ctout 10BepsATh CBOM Mapoiy pOACTBEHHUKaM. B riaHe
MH(POPMAIIMOHHON OE30MaCHOCTH OHM MOTYT OBITh e11ie 0osiee HEOCTOPOKHBI, YeM
BBI.

Pa3znuvie cepeucovl — pa3nvle napoau

B peanbHOI1 13HM BBl UCTIOJIb3YETE pa3Hble KJII0UH J1s1 JOCTYIA B TOABE3/, KBAPTUPY, JAUHBII
10M, ouc, aBTOMOOUIb, K IOYTOBOMY SIIIMKY, OAHKOBCKOW sTYEiiKe MJIM NIEPCOHAIBHOMY ceidy U
Aaxe JUIsl OTKPBITHS 3aMKa Ha BEeJIOCUIIEJHOM Tpocuke. [1yno, eciu Ko BceM 3aMKaM OyAeT MOAXo-
JUTh €JUHBIA K04 (3JI0YMBIIUIEHHUK 3allpOCTO CAENAET CJENOK KJIIoYa OT JOMO(OHA UM MOYTO-
BOTO SILIMKA Y ONAJET K BaM B KWJIUILE WM YTOHUT Bestocunien). M tem Oosiee riyrno, eciiv Bbl cfiesa-
eTe 3TOT KJII0Y JJOCTYITHBIM a0COTIOTHO AJ1s1 BceX (XOTSI MHOTHE TaK M IOCTYMAIOT, TOIBKO B LIM(PPOBOMA
cpene). Bor u 1 3amMThl NEPCOHAIBHBIX JIAHHBIX HA Kak/JIOM CaiiTe WM B NPWJIOKEHUU JOJIKEH
UCIIO/Ib30BaThCsl YHUKAJIbHBIN Maposib. Beapb ecitu, K puMepy, Bbl UCTIOJIb3yeTe OMH U TOT XKe MapoJib
IJ1s1 IOCTYNA K CaiTy I1aTexHoi cucteMmbl PayPal ¢ 3anucsmu o Baimx OaHKOBCKHMX KapTax/cuyeTax
U K couuasibHo cetu «BKoHTakTe», T0 B ciydae yreuku 6a3bl JaHHbIX «BKoHTakTe» (1100 yroHa
naposisi METoIaMH COLIMAIbHOM MHKEHEPUU U T. I1.) TOJ Yrpo30i OKa3bIBAIOTCS U Balld (PUHAHCO-
Bbl€ CpeACTBa. [ ayTeHTH(HKALMI/aBTOPU3ALMY Ha CAiTe MJIaTeKHON CUCTEMBbI 3/I0YMBIILUIEHHUKY
HYKEH TOJIbKO aJpec 3JIEKTPOHHOW MOUTHI M MapOJib, KOTOPHIA OH YK€ 3HAeT. AJIpec JIeKTPOHHOM
MIOYTHI OH TOE 3HAET, €C/Y Bbl UCIIOJIb3YETe OIMH U TOT K€ MOYTOBbIM AKKAYHT JUIsl pETUCTPALlMK Ha
Pa3HBIX caiiTax, B TOM YUCJIE U Ha CAaliTaX COLIUAJIbHBIX CEeTeH.

O 0e3omacHocTH 023 JAHHBIX

Komnanusi DevicelLock, pa3paGareiBaomasi CHCTEMbI 3alUTHl JaHHBIX OT
yTeueK, MpoBeJia MCCIeloBaHNe YPOBHSI O€30MacHOCTH OOJNavHBIX 0a3 JaHHBIX,
PAcCIONOKEHHBIX B POCCHIICKOM CerMeHTe MHTepHeTa. [IpoaHanu3upoBaB CBbIile
1900 cepBepoB, cHENMAIMCTBI KOMIIAHUM BBIACHWIM, 4YTO 52 % cepBepoOB
MPeJOCTABIsUIA  BO3MOXKHOCTh HEaBTOpU30BaHHOro noctyma, a 10 % mnpu
9TOM COJEpXKalyd MepCOHAbHbIE HAaHHBIE IOJb30BATENed WM KOMMEPYECKYIO
nH(OpMaIMIo KOMITaHUH, eme 4 % paHee ObLIM B3JIOMaHbl XaKepaMu, KOTOpbIS
ocTaBWIM TpeOoBaHUsI O BhiKyre. Cpeay KpyIMHEWIIMX YSI3BUMBIX 0a3 TaHHBIX
okazamchk: BJl ¢unancoBori kommnanum «®Puncepsrc» (https://finservice.pro)
oobemom 157 TI'6, comepkamiasi WMeHa, ajpeca, KOHTAKTHbIE W TACHOPTHbIC
JaHHbIe, KpeJUTHBIE UCTOPUU 1 MH(OPMAIHMIO O BHIIAHHBIX 3aiiMax; 6a3a cepBuca
aBT0003BOHa «3BOHOK» (https://zvonok.com) oovemom 21 6, comepxkarmas
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TejepOHHbIE HOMEpa M 3alKCH 3BOHKOB; JaHHbIE MOIMOCKOBHBIX CTAaHIIMI
CKOpOW MEIUITMHCKOW TmoMomu oObeMoM Oomee 18 IO, comepxaiue BCIO
uHGpOpPMaIMIo O BbI30OBaX Opuraja, BKJTOYas HMMEHa, aapeca W TesedOHbI
nanueHToB*’; 0a3a poccuicKkoro TtenemMenuiMHCKoro cepsuca DOC+ oGbemom
oonee 3 I'6, comepkaiiasi JaHHbIE COTPYJHHMKOB M HEKOTOPBIX MOJIb30BaTEsICH
(BKJTIOYAsT IMArHO3bI); Oa3bl JaHHBIX WH(OPMAIMOHHOM crcTeMbl «CeteBoii ['opoy.
O0pasoBaHue», cofepskaiias NepcoHaIbHbIC JaHHbIE YUCHUKOB M YUUTEJIEH KO
ExarepunOypra, Unarymerun, CBepnioBckoii ooactu u SIKyTum, a Takxke Oonbiioe
YKCIIO KJIMEHTCKUX 0a3 pa3IMyHbIX MPOSKTOB JIEKTPOHHON KOMMepPIUK.

ITo cnoBam Anekca Crtamoca, HayaJlbHUKA CIy:kObl Oe3omacHoctu Facebook, «moBTOpHOE
WCIIONIb30BAHUE MapoJiel — MprMep OONBIIIOro Bpeaa OT mpocToi mpodieMsl. Kak Toabko caiiT B3a-
MBIBAIOT, IIAPOJIK B UTOI'C MONaJgaoT B 0a3bl HaHHBbIX, a IPECTYITHUKU MACTEPCKU HACTPAUBAIOT IIPO-
rpaMMHOe oOecrieueHre, 4ToObl OMpoOOBaTh TE K€ MapoJi Ha JIPYyrux akkayHTax»°>!. Kommnanus
B2B International coOpasia UHTEPECHYIO CTATUCTHKY, COIJIACHO KOTOPOM TONbKO 35 % mosb30Bate-
JIefl CO3a0T HOBYIO MAPOJIbHYI0 KOMOMHALIMIO [UTs1 KQXKI0TO OTIEIBHOIO aKKAaYHTa, OOJIBITMHCTBO Ke
MIPEANOYUTAET ONEPUPOBATH OrPAHUYEHHBIM HAOOPOM Maposieil, a 8§ % BooOIIe UMEIOT OJ1H Mapob
aJis1 Beero. Ilpu aToM 69 % onpolieHHbIX NPU3HAIM, YTO UCIIBITHIBAIOT CTPECC, YUTasi HOBOCTH 00
yTeuKe JaHHbIX .

Iapoaw nysrcno nepuoduuecku meHsimo

3auacTyio COXpaHHOCTb Balllell KOH(pUACHIIUATbHOU UH(OPMAIIMU 3aBUCUT HE OT CJIOKHOCTU
UCIIO/Ib3yeMOTr0 BaMHU NApOJis, a OT HAJIS)KHOCTH 3AILIUThI CEPBHCA, 1€ OH UCTIONb3YeTCs. Y TeUKH nep-
COHAJIbHBIX JIAHHBIX C CEPBEPOB MIPOUCXOIAT €KESAHEBHO — U MEJIKUE, U KPYIHbIE, TaKMe KaK B3JIOM
3 MJIp/I aKKayHTOB MOJIb30BaTesieit KoMnanuu Yahoo3. Mbl y3HaeM ToJIbkO 00 0OHApOIOBaHHBIX (pak-
Tax Kpaxu MepcoHaIbHON MH(pOPMAIIMK, a Be[jb MHOTME KOMITAHUM CKPBIBAIOT MPaBAY 00 yTEUKax,
4TOOBI HE HAHECTH BpeJa CBOEH peryTaluH.

B 2016 r. nomumo yxe ynomsiHytoro caita AshleyMadison.com arake moaseprcsi pecypc
AdultFriendFinder™, a takxe Apyrue caiThl CXOKeW TEeMATHUKHM, MMPUHAJIEKAIIME OIHOM KOMIIa-
HuM. B ceTb yTekiu yuyeTHsle JaHHbIE nonb3oBareneil pecypcoB Adultfriendfinder.com, Cams.com,
Penthouse.com, Stripshow.com u iCams.com. Bcero 6p110 noxuireHo cBbiiiie 412 MITH 3aruceii: 3To
ObLIM TMEePCOHAJIbHBIE JaHHbIEe, HAKOIUIEHHbIE MoYTH 3a 20 jieT. BaXHO OTMETUTh, YTO YacTh ajpe-
COB JIEKTPOHHOI MOUTHI B 0a3e nMena By email@address.com @deleted1.com, 1. e. koMnaHus
XpaHuIa JaHHbIE JaKe TeX MOJIb30BaTeNlel, KOTOpble PEIIIN YAAJIUTh CBOM aKKayHThl. Takxke uHTe-
pecHo, uTo B 6a3e mpucyTcTBoBasio okoyio 6000 aapecoB, MpUHAIISKANMX AMEPUKAHCKUM TPaBH-
TeJIbCTBEHHBIM BeoMCcTBaM, U cBbilie 78 000 agpecoB TOMEHHON 30HBI MUHHUCTEPCTBA OOOPOHBI
CIIA. B Tpoiike cambix nomnynspHbix naposei: 123456 (900 000 3anmceit), 12345 (cebiue 635 000
3anucer) u 123456789 (6onee 585 000 3aruceit).

B Poccun Toxke cityyaloTcsi HepUsITHbE MHIUICHTHI C TIOJIb30BATEIbCKUMU JTAaHHBIMH, Yalle
MIPOUCXOSAIIME U3-3a TOTO, YTO BJIA/IEJbIIbI CATOB IPEHEOPETraloT IeMEHTAPHBIMU MPaBUIaMu Oe3-
OIMacHOCTU. DTa mpodieMa KacaeTcsi He TOIbKO HEOONbIIMX MEePCOHABHBIX CAlTOB, HO M KPYIHBIX

¥ https://threatpost.ru/moscow-region-ambulance-service-database-leaked-due-to-bad-mongodb-settings/32197/.

30 https://www.devicelock.com/ru/press/v-runete-obnaruzheno-okolo-tysyachi-otkrytyh-baz-dannyh.html.
51

https://www.facebook.com/notes/facebook-security/preparing-for-the-future-of -security-requires-focusing-on-defense-and-
diversity/10154629522900766/.

2 https://www.kaspersky.ru/blog/ukradeno-dva-milliona-parolej-a-vash/2477/.
53 https://www.rbe.ru/rbefreenews/59d43b919a79478¢96f9d326.
4 https://leakedsource.ru/blog/friendfinder.
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pecypcoB, B TOM YHCJIe U TOCYIapCTBEHHBIX . B pyKax y 3JI0yMBIITUICHHUKOB OKa3bIBAIOTCS Oa3bl
JaHHBIX COLMAJIBHBIX CETeH, OMepaTopoB COTOBOW CBSI3M U Jaxe OAaHKOBCKHMX M TOCYIApCTBEHHBIX
CTPYKTYP.

Jlerom 2019 1. crano u3BectHO 00 yTeuke cBbiie 450 000 JOrvMHOB (MMH CITYyKWIIM aapeca
9JIEKTPOHHOM IMOUTHI) ¥ IIAPOJIEH KPYITHOTO POCCUIICKOTO OHJIaH-puteitiepa Ozon. Kommnanus copo-
CHJIa TIApOJM B aKKAayHTax MOJb30BaTesei, OOHapyKeHHBIX B 0a3e AaHHbIX. [Io MHEHHUIO crienuam-
cra o nagopmarmonHoi 6e3onacHoctr Cisco Systems Anekces JIykaiikoro, ObUT BOZMOXHBI TPU
CLIeHapusl yTeuku JaHHbIX: «ba3y mor ciuth corpynHuk Ozon, ee MOT YKpacTh Xakep, 3ajIe3lIHid
BHYTPb OpPraHM3alluM, U, HAKOHEll, IPUYMHON YTEUKH MOT CTaTh HEKOPPEKTHO HACTPOECHHbIN BHEIII-
HUI cepBep, OTKPHIBAIONINI HECAHKITMOHM POBAHHBIN JJOCTYT K Oa3e odoMy xkeaomemMy. S He Mory
WCKJIIOYHTH BCE TPU BapUaHTa»>°.

[Toatomy, 4TOOBI TPEAOTBPATUTH BOZMOKHBIN HECAHKIIMIOHMPOBAHHBIA JOCTYI K CBOMM aKKa-
YHTaM, HEOOXOIMMO MePHOJMUYECKA MEHSITh MAPOJIH OT YUETHBIX 3aIMcell, 0COOEHHO X paHsIIIIX OaH-
KOBCKME PEKBU3UTHI M BaXKHbIE MEPCOHAJIbHBIE JaHHbIE. B Teopuy Takoi mprem JOMKeH CBECTH K
MUHUMYMY BO3MOXHBIN «yTOH» KOH(PUICHIINATBHBIX CBEJEHHUI O BaC: IOCTYII K BallleMy aKKayHTY y
3JI0YMBIIUIEHHUKA OyZIET TOJIBKO J0 CIeAyolei cMeHsl aposist. Ho Ha mpakTHke MporcXoauT oopar-
HOE: YpOBEHb 3aIUTHI yYETHOH 3aITUCH CHIKAETCS, ¥ BOT TIOUEMY:

1. Ilosb30BaTe 10 JieHb 3alIOMHHATH HOBBI CJOKHBIA MapPoJib, MOITOMY OH CO3HA-
TEJIbHO YIpOIIaeT ero (MO0 MCHONB3YeT CTapblid Mapoib C HE3HAYUTESbHBIM M3MeHeHueM). Ecnu
3JI0YMBIIUIEHHUKAM M3BECTEH €ro CTapblii Mapolib, TO, UCTIONb3Ys MACKU WM BBIYMCIIMB aJITOPUTM,
0 KOTOPOMY IOJTb30BaTe/b COCTABJISAECT MApOJK, OHU MOTYT ©6e3 0co00ro Tpyaa MmoaoO0paTh HOBBIM.
[Tpu TakOoM OTHOIIEHUH K MTpaBWJIaM OE30MacCHOCTH YeM Yallle Mbl BBIHYKJIEHbl MEHSTh MapOJd, TeM
OO0MbIIIEH YA3BUMOCTH TIOIBEPKEHBI.

2. YtoObl HEe MOTEPSITh HOBBIH MApOJIb, MOTB30BATENb 3AIMCHIBAET €r0 HAa CTUKEPE MIIN B OObIY-
HBI TEKCTOBOH (paiis1, YTO CBOIUT HA HET BCE aCHEKThl OE30MaCHOCTH.

SkcnepTsl B o0acTy MH(POPMAIIMOHHON Oe30IMacHOCT PEKOMEHAYIOT MEHSTh Mapoiu (To
KpaiiHeil Mepe BakHble) Kakaple 30 aueil. Kpome Toro, Hu B KOeM ciiydyae Helb3sl TipeHeOperarhb
MUChMaMK C peKOMeHJaluer cMeHbl naposns. Kak mpaBuiio, Takue cooOIIeHUs] pacChUIaloTCs TPH
BBISIBJICHUH TIOTIBITKM HECAaHKIIMOHMPOBAHHOTO JIOCTYNA K CepBepaM KOMIIAaHUU-OTIIpaBuTesns. [1pu
9TOM Ba)XHO YUYUTHIBATH, YTO TIOXOKUE MUChMA MOTYT PacchulaTh U 3JI0YMBIIUICHHUKH, YTOOBI Mepe-
XBaTHUTh Ballli yUYETHBIC JaHHbIE. PYKOBOACTBYSCh IPABUJIOM «HYJIEBOTO JOBEPUS» >/, He TIepeXOauTe
IO COZIEPKAIEHCS B MMUChME CChIIKE, & CAMOCTOSITEIbHO OTKPOiTe B Opay3epe callT COOTBETCTBYIO-
I11efl KOMITaHUK ¥ CMEHUTE MapoJib B HACTPOIKax akkayHTa. JInbo, ecim Bbl Bce e YBepeHbl B TOM,
YTO MOy4YEHHOE MUCHMO He (PUIITMHTOBOE, BHUMATEJIHHO MPOBEPBTE B CTPOKE Opay3epa ajpec caiita,
Ha KOTOpPOM TpeOyeTcsi CMEHUTh Tapoiib. M, pazymeercsi, HUKOrja Helb3sl IOBTOPHO MCIIONB30BATh
paHee IPUMEHIBIIMECS MAPOJIH.

EsxeMecsiuHO 3aOMUHATH CBBIIIE AECSATKA HOBBIX CJIOKHBIX Mapojiell — 3aJaua Jajieko He Tpu-
BUasbHas1. [103TOMY, 4TOOBI HE YNPOIIATh TAPOJIU WM HE TIPUMEHSTH MPEACKa3yeMble W/WIN OJHO-
THUITHBIE AJITOPUTMBI, CHIKAsi TAKMM 00pa30M ypOBEHb Oe30I1aCHOCTH, MOKHO BOCIIONB30BAThCS CIie-
[IAJIbHBIM [TPOTPAMMHBIM 00€CIeYEHUEM — MeHeOHcepoMm naponeii (CM. BPE3KY).

Memneaxepnl napoJiei

CrienyanbHble TPWIOKEHHUs, Ha3biBaeMble MeHeJ:KepaMH IapoJiei,
MO3BOJISIIOT XPAaHUTh YYETHbE JaHHbIE (JIOTWH/MIApOJb) K JIIOOOMY KOJIMYECTBY
caidToB U nporpaMmM. EMuHCTBEHHOE, 4TO BaM TpedyeTcs, STO HOMHUTbh U BBOIUTH
[JIaBHBIM NTApOJTb (MAcTep-Nnaposib) MPH KakIOM UCIOIb30BAHIMM MEHEIKepa — MpU

35 Kanee C. Bena Ha nponaxy // The New Times. 2016. Ne 29 (417).
36 hitps://www.rbe.ru/technology_and_media/10/07/2019/5d25¢3d99a794775f79f0816.
57 Zero Trust, https://www.kaspersky.ru/blog/zero-trust-security/28780/.

39


https://www.rbc.ru/technology_and_media/10/07/2019/5d25c3d99a794775f79f0816
https://www.kaspersky.ru/blog/zero-trust-security/28780/

M. A. Paiitman. «Crapmmuii 6par ciequt 3a Toooi. Kak 3amututh cebst B udpoBoM Mupe»

COXpaHEeHUH Mapoisi (OOBYHO B CBSI3KE C JIOTMHOM) WJIM €ro TOJACTaHOBKE IS
ayTeHTU(UKALIHN.

IIpumeuanune. HeckospKo JIeT Ha3a/1 COTPYAHUKAMH KypHaIa «Xakep» Obul
MPOBEJIEH TECT MOIMYJISIPHBIX MEHEKEPOB Mapojiell Ha MpeaMeT 0e30MmacHOCTH S,
Bce Tpu Trmna atak (aTaka Ha IJIaBHBIH MAPOJIb; aTaka Ha CoiepKuMoe Oa3bl apoJieid;
araka ¢ nogmeHor DLI.-(aiioB) BblIepXkan TONBKO OJUH W3 HCCIEJOBAHHBIX
meHemkepoB — KeePass (https://keepass.info).

Pexomenyercst BLIOMpaTh MEHEIKEP Maposiel ¢ JIOKAJIbHBIM (Ha YCTPOICTBE
MoJTb30BaTeNIsA), a He OOJaYHBIM XpaHeHHeM Oa3bl maposieli. D10 MeHee YIoOHO,
HO YyTh Oe3omacHee, IMOCKOJbKY BO3MOXEH TIepexBaT Tpaduka WIA B3JIOM
cepBepa KOMITaHMHU-Pa3padOTUMKa TMPOrpaMMbl (3TO HE PEAKOCTb, MpUMEp —
kommanus LastPass®®). [aBHbIN TTaposib MEHEIKephl BOOOIIE HE COXPAHSIOT, ITO
€IMHCTBEHHbII HeYJOOHBII HAOOP CUMBOJIOB, KOTOPBIH BaM HYKHO 3alIOMHUTH (MJIH
pacrnieyataTh Ha Oymare U XpaHHUTh B ceiide).

IIpumeuanue. Eciy Bbl oo3peBaeTe, 4To XaKephl M CIIEICITYKObI MOTYT
BECTHU MPOTUB BAC MOIIHYIO IIeJIeHAIIPABIEHHYIO aTaKy C MCIIOJIb30BAHUEM BEChMa
OOJIBIIMX PECYpPCOB, MEHEIKEep Maposiell MPOTHUBOMOKA3aH: OH XPAaHWUT BCE Balllk
MapoJii B OHOM MecTe. B 3ToM ciyuae €IMHCTBEHHBIM MpUEMJIeMBbId 711 Bac
BApUAHT — CTEHEPUPOBATh CTOWKME MAPOJIH, 3aIKCcaTh UX Ha Oymare ¥ XpaHuTb B
©e30MacHOM MecTe.

Tak Kak COBpEMEHHBIN TOJIL30BaTeIb WHTEPHETA HE TOJBKO padoTaeTr 3a
KOMITBIOTEPOM, HO 3allyCKaeT Te e MpOrpamMMbl M CEpBUCH Ha MOOWMJIBHBIX
YCTPOMCTBAX, MEHEKepbl Mapojiiell OcCHAIAITCA (YHKUIMEH CUHXPOHU3AIUM.
BaxxHO MMeTh B By, UTO MHOTHE MEHEKEpPhl MPEAIoaraioT CUHXPOHU3AUIO
yepe3 obnako (Harpumep, cepuc Google Drive). 910 Hebe3omacHBI BaphaHT,
Tak Kak 0a3a BalMX [AHHBIX MOXET OBITh CKOMIIPOMETHMPOBAaHA XaKepamu
WIM BJafeNbllaMd  OOJa4HOro XxpaHwiuina. [lns ©Oosee HaIe:KHOM 3allUThI
PEKOMEH]IyeTCsl MCTIOJIb30BaTh MEHEIKEPhl C HEMOCPEICTBEHHONW CMHXPOHHU3ALUEn
Mexay ycrpoiictBamu (B KeePass cuHXpoHM3alMs BO3MOKHA Yepe3 MUPUHIOBBII
cepsuc Resilio Sync®).

Keiic B 2021 r. crano usBectHo o B3noMe kommnanuu Click Studios,
pazpaboTaiiieli MeHekep maposieii Passwordstate, KOTOPHIM TIOJIb3YeTCsI CBBIIIIE
370 000 corpynHukoB 29 000 kommaHWil MO BceMy MHUpPY. 3JIOYMBIIUIEHHUKH
PacCIpOCTpaHWIIM  CPeqy TOJIb30BaTeNield MpOrpamMMbl TMOAJETbHOE OOHOBJIEHHE
U 3apa3sWid UX YCTpOWCTBa BpEAOHOCHOW mporpammon Moserware. Ilocne
3alycKa Ha KOMIIbIOTepe XKepTBhl Moserware mepefaBaia JaHHbIE Ha CepBEpbI
3JIOYMBIIUIEHHUKOB, T[€ XpaHWIMIIA TMapojied MOryT ObITh pacmupoBaHbl C
MIOMOIIIBIO CTIEIMATIBHBIX CBOOOIHO JOCTYIHBIX MHCTPYMEHTOB®!.

Panee wMenemkep Tmapornedl Kasaics Topa3io  MeHee  HaJIeKHBIM
MHCTPYMEHTOM, 4YeM CBOSl TOJoBa (IUIIOC COOCTBEHHBbIE anroputmbl). Ho mup
MEHsIeTCS: KOJIMYECTBO M MacIITad yTeueK JaHHBIX B SMOXY OOJBIIMX JaHHBIX
TOJIBKO pacTyT. M BUepaliHue MeTo[bl MOTYT ObITh COBEpIIEHHO Hed(P(EeKTHUBHBI
CEerofHsI.

58 https://xakep.ru/2014/09/08/password-manager-pentest/.

9 https://threatpost.com/lastpass-network-breached-calls-for-master-password-reset/113324/.

60 https://android.mobile-review.com/articles/50451/.
ol https://xakep.ru/2021/04/26/passwordstate/.
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I/IH(I)OpMaHI/IH AJIsI BOCCTAHOBJICHUA ITAP 01
J0JZKHA OBITH CJOKHA U TIATCJbHO 3allUIIcHa

MHorue 3/10yMBITUIEHHUKY CETO/IHSI He TIBITAIOTCS yragaTh WM B3JIOMaTh MapoJib, a SKCILTY-
aTUPYIOT MEXaHW3M BOCCTAHOBJICHHsI 3a0BITOTO MAapONsl M YraJblBAIOT OTBET HA Balll «CEKPETHbIN
BOMPOC». DTO BO3MOXKHO, TaK KaK MHOTHE TOJIb30BATENIM BHIOMPAIOT MTA0JOHHBIE BOMPOCH! BPOJIe
«eBUYbsl (DaMWIIUSI MaTep», «TEPBbI aBTOMOOWIIb» U «KJIMYKA XKMBOTHOTO». DTy M MOAOOHYIO
MH(MOPMAIIHIO JIETKO Y3HATh, OTKPHIB BAIll AKKAYHTHI B COITUAITBHBIX CETSIX, 3aIJISTHYB Ha CAWTHI YacT-
HBIX OOBSIBICHWI WX JIaXe TPOCTO TMOOOIIABIINCH C BAIIMMU JIPY3bsIMHU UM POJACTBEHHUKAMHU, a
MOXkeT OBbITh, JaXe W JITYHO C BaMU, BbIJAB ceOs 3a KOro-JIMOO W MPHUTYIUB Bally OJUTETHHOCTD.
Kpome Toro, xakep MOXeT yuecTb OCOOEHHOCTH, XapaKTepHbIE JJIsl perMOHA UM HAIIMOHAIBHOCTH
*epTBbl. Hariprimvep, B aHITIOSA3BIYHON Cpejie HanOosiee BEpOSTHBIM OTBETOM Ha BOMpoc «Bairie oou-
Moe 000 7» OyaeT pizza wiu burger, a B VIclaHUM Tak ke MOXHO JIETKO TIOI00paTh BTOPOE UMSI OTIIA.

[TosToMy Ba)XHO MCIIONB30BATH (€CM AOIYCKAET CUCTEMa) COOCTBEHHBIE BOIIPOCH, OTBETHI HA
KOTOpBIE 3HAETEe TOJBKO Bbl M HA KOTOPbHIE HEJIb3sl OTBETUTHh OIHOCIOXHO. JINOO Ha CTaHJApTHHIN
Borpoc Tuma «Kak Ha3bBajICs Balll TIEPBBIA aBTOMOOWJIL?» BBl MOXKETE OTBETUTh aOpakagaOpoi,
M3BECTHOU TOJNBKO BaM («zopbamuvlii u3 onepayuu bl» wmm «ueprulii mepur»). ITa Mepa criocooHa
CHU3WTH OMACHOCTh B3JIOMa BAIllero Maposis. B To ke BpeMs Takue OTBEThl CJIOKHEe 3allOMHUTD, U
BbI MOXeTe 3a0BITh X U BOBCE MOTEPATH JOCTYII K AKKAYHTY B ClTy4ae HeOOXOMMOCTH BOCCTAHOBJIE-
Hus. Torma mpuaeTcs ¢ MOMOIIBIO IOKYMEHTOB MOATBEPIKAaTh TUYHOCTh B Oprice KOMITAaHUY — BJla-
JeJblla CepPBHCA, YTO MOXKET ObITh HEXEJIAaTeIbHO MPH UCIIOH30BAHUU aHOHUMHOTO TTPOHIIA Win
Jake MPaKTHYECKU HEBO3MOKHO, HAIIPUMEpP KOT/Ia CEPBUC JIEKTPOHHOM MOUTH He uMeeT oduca B
CTpaHe, T/ie KMBET MOJIb30BaTeb.

KEWC Vccrnenosarenu kommnanuu VPNMentor BbISICHIIM, 4TO Ga3a JAHHBIX
MOOMJIBHOTO KOMMYHHUKAIIMOHHOTO MPHIOKEHUsI (M Tesle(hOHHOTO CIPABOYHMKA)
Dalil B CaynoBckoii ApaBum c mpoduiassmMu Oojee yeM 5 MJIH MoJb30Batesen
HAaXOIUTCS B OTKPHITOM JOCTyIe B MHTepHeTe. ba3a comepkuT Takue JaHHbIE,
kak Homep, IMEI u mpouune paHHele MoOmIbHOTO Tesedona; IP-anpec; naHHbie
GPS o nepensuxeHusx Biagenblia; ero ums u damuimio, npodeccuto u ap. C
MOMOIIIBIO 3TUX JAAHHBIX JIETKO UIEHTU(UIMPOBATH MOJIb30BATENS [0 AKKAYHTaM B
COLMAJIBHBIX CETSAX W ONPEAEIUTh €ro MecToHaxoxaeHue. Kpome toro, yunrteiBas,
yro B CaynoBcKOl ApaBUM AEWCTBYIOT OJHM U3 CaMbIX CTPOTMX B MHpPE 3aKOHOB
O LIEH3Ype, [IOIYyCKAIOIIME B TOM YHUCIIE MPOCIYLIIMBAHUE TEJIE(DOHHBIX 3BOHKOB,
MPaBUTEJILCTBO 3TOM CTpaHbl C MoMouibio 0a3el JaHHbIX Dalil mMoxer jerko
UAEHTU(PUIIMPOBATh MOJb30BATENIE MO MX TeJe(OHHBIM HOMEpaM, a TaKke
OIpEeNeNuTh, C KEM OHM KOHTaKTHPYIOT, W B JaJIbHEHMINEM IIpecieoBarh I10
MOJIMTUYECKUM MOTHUBaM®?.

B nacrosmiee BpEMSA BMCECTO HCHAACKHBIX U JTOBOJIbBHO HCy,HO6HbIX CUCTEM BOCCTAHOBJICHUA
AOCTYyIIa € MOMOIIBIO CEKPETHBIX BOIIPOCOB BCE YaIC HUCIIOJIb3YCTCSA MHOFO(I)&KTOpHa}I aYTCHTI/I(I)I/I—
Kanus, KOTopasd BO MHOT'UX ClIy4adX HaACKHEC U, 6C3YCJ'IOBHO, yL[o6Hee.

62 https://www.vpnmentor.com/blog/dalil-data-breach/.
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Ecau noooeporcusaemcs mnozodpaxmopnas
aymeHmu@uKkauuss — OHa 00.1X4CHA ObIMb BKAIOUEHA

Xots MHoroakTopHas ayrenTudukanus u ve odecrieunsaet 100 %-HoM 3alUTHI, OHA BCE Ke
CYIIIECTBEHHO IOBHIIIAET OE30MaCHOCTD IPUJIOKEHUI U BeO-CcepBHCOB, re ucnonbyercs. [Togpoduee
00 9TOM METOJIe 3alIUThl Mbl IOTOBOPUM B COOTBETCTBYIOIIEM pa3/esie JaHHO! IJIaBbl.

KEVC B 2020 r. xakepamu Obuto B31OMaHO 1800 ydeTHbIX 3armmiceil
nojib3oBaresied Urpooi rmiargopmel Roblox. 3710yMBIIUIEHHUKM OCTaBWIA B
npoduisax coodmenre «Ilompocu cBoMX poauTenei royiocoBath 3a Tpammna B
stom rony! #MAGA2020» ¥ U3MEHWIM aBaTapbl BO B3JIOMaHHBIX IMPOPUIX,
«HaJIeB Ha HUX TUIUYHYIO 1J1s1 CTOpOHHUKOB loHanbaa Tpamma ozexty: KpacHsle
Kenku U (yTOONKM ¢ amepukaHckuM ciarom u opnaHoM. [locrpangaBmive He
BKJIIOUMIM BYX(DAaKTOPHYIO ayTEHTH(HUKAIMIO, Y MHOTUX OBUIM OYEeHb MPOCThIE
WJIM MHOTOKPATHO HMCIONb3yeMble mapou. [lo3qHee BBISICHMIOCH, YTO XaKephl B
npoliecce B3JI0Ma UCIIONb30BAIM paste-caiThl®® ¢ He3amm@pPOBaHHBIMU JIOTUHAMU/
naposisiMu nosb3oBaresnieit Roblox®.

Buvinoc mycopa

Tema ynaneHus MepCOHATBbHBIX JAHHBIX BBHIXOOUT 32 PaMKM 3TOM KHUTU. [71aBHOe, 4TO BaMm
HYKHO 3HaTh: OpPOIIIEHHbIE AKKAYHThI MOTYT CKOMIIPOMETUPOBATH BAC, MIO3TOMY He JICHUTECh YIS Th
uX. MOXHO CaMOCTOSITENILHO YAAIUTh aKKAYHT C MIOMOIIIBIO €0 HACTPOEK WU OTIPABUTH COOTBET-
CTBYIOLIMI 3apOC BiaAesbliaM (aIMUHUACTPATOpPaM) caiTa.

[Tomumo TOrO, UTO, 32B/Ia/IEB OPOIIIEHHBIM AKKAYHTOM, 3JIOYMBIIIJIEHHUK CMOXET OTChLIaTh OT
BaIllero MMEHH CriaM BallluM APY3bsM (M Te MOTYT MOBEPUTh HAITMCAHHOMY, TaK KaK JIOBEpSIOT BaM)
Y IPYTUM TOJIb30BATENSIM, OH MOTYYUT JOCTYII K Balllell MepcoHaIbHON MH(MOPMAIINU, YKa3aHHOW B
YUYETHOM 3amucu. DTO MOTYT ObITh Kak TesiepOHBI U afpeca, Tak U IiaTexHas uHpopmaius, eciu
Bbl IIPUOOPETAIM HA 9TOM CaiiTe Kakue-I1uOo yciyrd wind ToBapsl. Vcrnonb3ys oOHapyKeHHbI TaM
aJipec MEKTPOHHOU MOYTHI, 37I0YMBIIUIEHHUK MOXKET MOMBITATHCS 3JIOTMHUTHCS HAa IPYTUX caiTax
C BalllUMU aKKAYHTaMH UJIH 1a)e UCIOJIB30BaTh €ro, YTOObI epexBaTuTh MH(MOPMAIIUIO IJIs BOCCTA-
HOBJICHUsI U CMeHbI naposisi 6e3 Baiero BegoMa. Kpome Toro, y3HaB maposib OT HEUCIIOIb3YeMOro
aKKayHTa, IPECTYITHUK MOXET B3JIOMaTh Jpyrve Ballld aKKayHTbl, 0COOEHHO €CJIU BbI CO3/1aeTe KOIO-
Bble (ppa3bl MO OIHOW U TOM K€ CXeMe. Y3HaThb CEPBUCHI, HA KOTOPBIX 3aPErUCTPUPOBAH TOT K€ Balll
aJipec NMEKTPOHHOU MOYTHI, MOKHO, MPOCKAHUPOBAB YTeKIlre 0a3bl JaHHBIX. Tak:ke MOKHO OTIpa-
BUThH 3aIPOC O PErUCTPALIMU HOBOTO Mpouis HA TOM WM MHOM caidTe ¢ BammM ajapecom. Eciu
aJipec MEKTPOHHOU MOYTHI yXKe 3aPErUCTPUPOBAH (MCIONb3YeTCs), CUCTEMa OMOBECTUT 00 STOM.

Beinie nepeunciiensl 00IMe MPUHIMITBL MOAX0Aa K BBIOOPY Mapofieid AJisi YCTPOWCTB. DTu
COBETHI KacaloTcs Mpexk/Je BCEro KOMITbIOTEPOB U YCTPOICTB MHTEPHETA Belllel, TaK Kak crieruguka
UCTIONIb30BAaHU I MOOWJIBHBIX TA/IKETOB He Mpe/rosaraeT BBOJA CIOKHBIX KOIOBBIX (ppas, 3T0 Mompo-
cTy Heyn0OHO. MOOWIBHBIM YCTPOMCTBAM M OCOOEHHOCTSIM UX 3aIIUTHI MOCBSIIIEHA OTAeIbHAS I71aBa.

63 CaiiThi, 103BONISIONINE TIONB30BATENSIM OOMEHMBATHCS (bparmeHTamMu MPOCTOTO TEKCTA, a TaK:Ke UCXOJHOTO KOZIA, TIEPBBIM M3
KOTOpBIX ObLI https://pastebin.com.https://www.echosec.net/blog/what-is-pastebin-and-why-do-hackers-love-it.
o4 https://xakep.ru/2020/07/03/pro-trump-hack/.
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MmuorocgakropHas ayreHTH(pUKANMA

CrenmanucTsl o MH(POPMAITMOHHON Oe30MaCHOCTH JTaBHO MPHUIIUTH K BBIBOY, UTO MApOJIH He
o0ecneynBaioT J0LKHOTO YPOBHS 3allIUTHl OT HECAHKIIMOHMPOBAHHOTO JOCTyma. [is 3amuTsl OT
(ummHra ¥ mogdopa naposeit pa3padaThBAIOTCS CIIEIMABHBIE AJITOPUTMBI MHOTO()AKTOPHOM ayTeH-
tucukarmu. Bmecrte ¢ MpUBBIYHON MAPOJIHHON 3aAIUTON UCONIB3YeTCsl BTOPO (hakTop ayTeHTUdU-
Kallii — OOBIYHO 3TO OJHOPA30BBIN KO, BBIChUIAEMBbI Yepe3 SMS-ciykObl JIMOO MO 3MEKTPOHHOU
MOYTE WJIM TeHEPUPYEMBbI CTIEMAIbHBIMU MPWIOKEHUSMY, B TOM UYHMCJIe Ha caitax tuna Mos.ru.
Takue Kompl AEUCTBYIOT WM ONpE/EIEHHOE BpeMsi, UM 10 MOMEHTa BBOJAA I0JIb30BaTeIeM (Wiv
OTIPaBKH/TEHepalliy HOBOTO KO/Ia), TIOTOMY MX Kpaska Oecrionie3Ha. Ho oCKOJbKY YeToBeKy TPYTHO
3allOMHUHATh ¥ TPUIYMbBIBATh OJHOPA3OBBIE MAPOJH, TO TPeOYIOTCS NOMOJHUTEIbHBIE TEXHOIOTUH,
YT0OBI MHOTO(hAKTOPHASI ayTeHTU(DUKaIHs padoTaia KOPpeKTHO.

IIpumeuanune. Ha caiire https://twofactorauth.org npuBeneH cnucok
CaliTOB, NOAJEPKUBAIOIINX JBYX(PAKTOPHYIO Ay TEHTU(PUKALMIO.

C nomouwivro SMS-cooowenuii

Kak crnenyer u3 Ha3BaHMsl, P MHOTO(PAKTOPHOM ayTeHTU(PUKAIMHU T0Ib30BaTE/ b POXOAUT
ABa uiaK Oosiee Tana «OMo3HAaHUs», HAIIPUMEp Ul aBTOpU3aluy B cucteme. Ha ogHOM 13 3Tanos
MOXET ObITh, KaK OOBIYHO, BBEJIEH NapOJib (NIEPBbIil U Hanbosee ysI3BUMBbII (DaKkTop), a HA BTOPOM —
ITNH-kox, BeicTaHHBINA B SMS-coOOIIEHNN Ha 3aperucTpUpOBaHHbIN MOJIb30BATEIEM HOMEpP Telle-
¢ona. B 3TOM ciiydae 3710yMBIIUIEHHUKY HEIOCTAaTOYHO YKPACTh Mapojib, €My Takke HeoOXOAUMO
MOJIyYUTh JIOCTYI K YCTPOUCTBY, UCIIONB3YyEMOMY BJlaJeIbLEeM Uil JOMOJHUTEIbHON ayTeHTU(hUKa-
1M, HaIpUMep cMapTQOHY, MO0 NepexBaTUTh TPaPUK.

IIpumeuanune. [IMMH-xkogq MOXeT He TOJIBKO OTHpaBaATbC B SMS-
COOOIIIEHNH, HO ¥ IPOTOBApHBATHCsI pOOOTOM IPH T'OJIOCOBOM BbI30Be. Kpome Toro,
[MNH-K010M MOTYT CIIyKHTh MOCJEeHIE HECKONbKO 11 p B HOMepe TenedoHa, ¢
KOTOPOTO MOJIb30BaTE/Ib ABTOMATUUYECKH MOTYYaeT BbI30B MPU Ay TeHTU(DUKAIIUH.

JlaHHBII cIOCOO XOTh U TIOBBIINIAET YPOBEHb 3aIUTHI, HO BCe-TaKU HeOe30MaceH, Tak Kak 3710~
YMBIIIIEHHUK TTPYA HAIMYUM JOCTATOYHOTO KOJIMYECTBA PECypcoB MOXkeT ayonmupoBath SIM-kapry
WM TIePeXBaTUTh COTOBBIN Tpaduk, a BMecte ¢ HUM U [TMH-kox (00 3TOM MbI TOTOBOPUM B COOT-
BETCTBYIOLIMX INaBax). Kpome Toro, nojbp3oBaresio MPUXOAUTCS YKa3blBaTh HA PAa3IMUHBIX caillTax
HOMEp CBOEro TesiedoHa, TEM CaMbIM MOJBEpPrasi pPUCKY CBOM NEepCOHAIbHbIE JaHHble. MOXeT mpo-
M30UTH UX YTEUKa, Kpaka, OHU MOTYT ObITh COOpaHbl KOMMEPUYECKUMHU WJIF FOCYAapCTBEHHBIMU Opra-
HU3AIUsMH, K TIPUMEPY, C LEeJbI0 UX 00padOTKH, UISHTU(UKAIIMN BJIaeNblla VI PACCHUIKU Tap-
reTUPOBAHHON peKJIaMbl. A €CJI Bbl IIPOXOIUTE ayTEHTU(PUKALIMIO U MOTy4yaeTe KOAbl Ha OJHOM U
TOM K€ YCTPOUCTBE (Harpumep, cMapTdoHe), TO B CIydyae Kpaxku yCTPOUCTBA IBYX(DaKTOPHBINA METO/
BOOOIIIE TePsIeT CMBICIT.

AHOHMMHOCTDH 1 MHOTO(haKTOpPHAasI ayTeHTH(PUKAIUSA

K npumepy, ecim Ha caiiTe COUMAIBHON CETH BbI MOJIb3YETECh IICEBAOHUMOM,
BKJIIOUEHHE BYX(DAKTOPHOM ayTeHTU(UKALMU AJ1s1 JOCTyNa K CalTy BBIHYIUT Bac
PaCKphITh HOMEpP CBOET0 MOOMJIBHOTO Tesie(pOHa, TIOCIIe Yero ¢ IOMOIIBIO OiepaTopa
COTOBOH CBSI3M MOXHO Oy[eT YCTAaHOBWTH Ballly JIMYHOCTh M CBS3aTh C HEW Balll
nceBIoHUM. Ecinum a1 Bac BaXHO COXpaHATh aHOHMMHOCTb HA OINPE/IETIEHHOM
cepBuce, CleyeT MO0 TOJb30BaThCsl AHOHMMHBIM MOOWMJIBHBIM HOMEpOM (ITpu
JOCTyIe K KOTOpPOMY OMSATh ke He CBeTuTh cBoW I[P-ampec), nmmbo oTkaszarbest
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OT MHOTrO(paKTOpHON ayTeHTU(UKALMKM BOBCE, YTO OMATh K€ CHUKAET YPOBEHb
©€e30I1acHOCTH.

OueBuHBI HEYJOOCTBAa TaKOW CUCTEMBI JJIs Mojib3oBarelist: SMS-coobieHre uin teaedoH-
HBIA BBI30B OH CMOJKET IOJTy4UTh, TOJIBKO €CJIM CMAPT(POH HAXOAUTCS B 30HE JEVCTBUSI COTOBOU CETH.
Oco0eHHO cepbe3Hble TPYAHOCTA MOTYT BO3HUKHYTb, €C/IM MOJIb30BATENb OTIIPABUTCS 3a TPAHUILY
Y 110 OPraHU3allMOHHBIM UM (PMHAHCOBBIM ITPUUMHAM HE CMOXET UCMOJIb30Bath Ty ke SIM-kapry,
YTO M B CTPaHe MOCTOSTHHOTO MPOXUBaHUs. Tak, HEKOTOpbIe CEPBUCH BHIHYXKJAIOT KIUEHTOB MPH-
MEHSITh UCKJTIOUUTEIIHHO ayTEeHTU(HUKAIHIO (BTOPYIO) C MOMOIIBI0 SMS-coo0ImeHw A, XOTs JisI TOTy-
YeHU s OJJHOPA30BbIX KOJJOB MOKHO MCHOJIb30BaTh, HaripuMmep, PUSH-yBenomienus. Ko Bcemy mnpo-
yemy [IMH-koap! MOTyT IpUXOAUTH CO 3HAYMTEIBHOM 33EPKKOM, UTO 3aMEAJIAET WM JJaXKe JIeslaeT
HEBO3MOKHOW ayTeHTU(PUKALIMIO MoJib30BaTess1. K npumepy, Takasi CUTyalusl CIOKUIACh Ha caiTe
«['ocycnyru», nocne toro kak B nepuop nasaemun COVID-19 npasutenscrso PP BBeso B aeiictBue
Mepbl oaaepkKy HacesieHus. Ha atom pecypee Ha BBog ITMH-koga oTBOAUTCA OrpaHUYEHHOE KOJIU-
YeCTBO BPEMEHH, I10C/IE YETo KOJI CTAHOBUTCS HeJeucTBUTENEH. M3-3a pe3Koro HarjibiBa IOCETUTe-
JIei KOJIbl OTHPABJISLIUCH HA YCTPOKCTBA MOJIb30BATEJIE CO 3HAUUTEIBHOW 3aJJePKKOM, U TOCETUTEH
pecypca He MOIJIM ayTeHTU(PULIMPOBATHCSI.

Bripouem, Ha Tako# ciyyaii KpynHble pecypcbl Bpoae Google n Facebook npennaraior cniucok
O/IHOPA30BbIX KJII0YEH, KOTOPbIE MOXKHO pacrieyararb U XpaHUTh B 0€30M1aCHOM MecTe. DTO He CIUIII-
KOM Y/IOOHO, a TaKKe CHMKAeT yPOBEHb 3aIIUThl CUCTEMBI, €CJTM PACIIEYaTKy HOCUTh C COOOM.

VYuuteiBass HeOGE30MACHOCTh ayTeHTU(UKAMK ocpeAcTBOM SMS-texHonoruu, Hanponans-
HBI MHCTUTYT cTangaproB U TexHonoruil CIIA (NIST) 3arnpeTus UCIONb30BaTh JaHHBIA CIOCOO B
rOCY/IapCTBEHHBIX CTPYKTYpaX, OOBSIBUB €ro «ycTapeBImm» %, T1o ciioBam cOTpyIHMKOB MHCTUTYTA,
XaKepbl MOT'YT IPU COyYaCTHH ONEepaTopa COTOBOM CBSI3U NEPEBHITYCTUTh SIM-KapTy 1100 B3JI0MAaTh
yCTapeBIIUIA U ys3BUMBbIA HaOop rpoTtokosnoB OKC-7%, yucnons3yeMblil onepatopamu U TesaedoH-
HBIMH KOMIaHUSIMHU 110 BceMy Mupy. [1o3TomMy ObUIO peleHo 3ampeTuTh UCTIONb30BaHUE JIOTIONHU-
TEJIbHOro (pakTopa ayTeHTU(UKALMYU C IOMOIbI0 SMS-coo0IeHnit 1 3aMeHuTs ee Oosee 6e3omnac-
HBIMU METO/IaMHU.

C nomowbro npunodicenuil-aymenmugpukamopos

JlononHUTeIbHbI  (OAHOPA30BbIi) KO MOXET TEHEPUPOBAThCS CIELMATIBHBIM IIPUIIOKE-
HUeM-ayTeHTHguKatopom (turna Google Authenticator wim Microsoft Authentificator), He TpeOyio-
MM MOAKJIIOYEHU s K MHTepHeTY. [IpuioxeHue reHepupyeT Ha OCHOBE MEPBUYHOrO KJio4a (OOBIYHO
B Buje QR-Kkoz1a) 01HOpa30BbIid KOJ ¢ OrpaHUYeHHBIM cpokoM aerctus (30-60 cexynn). Ilo ucre-
YEHUU BPEMEHM CO3/1aeTCsl HOBBIM KOJ. EciM 3710yMBIIIJIEHHUKY U YIACTCS NIEPEXBATUTh OIUH WU
Jaxe HECKOJIBKO KOJIOB, HEBO3MOKHO Mpeayraiarh, Kakoi Kof OyeT ClieJyIoIrM.

Bornee yauBepcaiibHoe 1 KompopTHOe perienue — pazpadotka Authy (https://authy.com). Ita
IIpOrpaMmMa MOKET HE TOJILKO FEHEPUPOBATh OJHOPA30BbIE KOJbI, HO M YMEET COX PAHSATh NIOJyUYEHHbIE
cepTu(UKaThl B 00JJAYHOM XPAHWIIHUILE U TIO3BOJISIET KOMMPOBATh UX Ha APyrue yCTPOKCTBa (cMapT-
(bOHBI, KOMITBIOTEPHI, TUIAHIIIETHI U IAXe «YMHbIe» Yachl). EcIi 0IHO U3 yCTPOWCTB Oy/IeT MOXUIIEHO,
BBl HE MIOTEpsieTe KOHTPOJIb HAJl aKKAyHTOM. AyTeHTU(UKaIMs B IpuioxkeHuu Tpedyer Beoja [TMH-
KOJa, a KJII0Y, HAXOAAIIMICA Ha CKOMIIPOMETHPOBAHHOM YCTPOMCTBE, MOXKHO OTO3BaTh®.

95 https://fortune.com/2016/07/26/nist-sms-two-factor/.

% Cpcrema curHamm3anuy Ne 7, wmm OKC-7 (o6mmii kanan curHammzarmu Ne 7, anrin. Common Channel Signaling) — Habop
CUTHAJBHBIX TelehOHHBIX MPOTOKOJIOB, UCHOIB3YEeMBIX JUIsi HacTpoiiku OombmmHCTBa Tenedonusx cranimii (PSTN u PLMN) o
BCEMY MHpY Ha OCHOBE CeTell C KaHaJbHBIM paszielieHneM 1o BpeMeHU. B ocHoBe OKC-7 IeXUT MCTIONb30BaHNE aHATOTOBBIX WIIH
1(ppOBBIX KAaHAIOB VIS TIepefadur JaHHBIX M COOTBETCTBYIOLIEH yrpasiistiomeil MHpOopMaIyy.

67 https://www.kaspersky.ru/blog/multi-factor-authentication/8705/.
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K Henocratkam mpuiokeHUi-ay TeHTU(UKATOPOB MOKHO OTHECTH PUCK TOTO, YTO €CIIU 3J10-
YMBIIJICHHUK TIOJTYYUT JOCTYIT K MEPBUYHOMY KJIIOUY HJIU B3JIOMACT CCPBEP, TO, 3HAA aJITOPUTMBI
BBIYMCIICHUH, OH CMOKET TeHepUpOBaTh MapoJIv CaMOCTOsATEbHO. K ToMy ke He Bcera MOKHO ObITh
YBEPEHHbIM, UTO JIAHHBIE M3 TAKOTO IPUJIOKEHUSI HE TIepeIaloTCs Ha YJaJIeHHbI cepBep, ECIIH JIeBaicC
3apakeH BPEJOHOCHBIM IpadOepoM, KOMMPYIOIMM M300pakeHne Ha SKpaHe (Tpobiema peraercs
3aITyCKOM ayTeHTU(PUKATOPA Ha YCTPOUCTBE Oe3 TOCTyna K MHTepHeTY). M, Kak u B ciayvae ¢ SMS-
COOOIIEHUSIMU, €CJTH JUTs1 Ay TEHTU(DUKAIIMY U TeHEPAIY KOJOB UCTIONB3YETCsI OTHO U TO Ke YCTPOii-
CTBO, 3allIUTa MepecTaeT ObITh ABYX(PaKTOPHOM.

Kpome Toro, ecim npunoxkeHne-ayTeHTU(PHUKATOP HEIOCTYITHO, MHOTHE CEPBUCHI MTPE/JIaraioT
aJIbTepPHATHBHBIE BApUAHTHI TlepeJaudl OJHOPA30BOIO KOJA: 3BOHOK aBTOMH(OPMATOpPA, OTIIPABKY
KOJa ¢ IoMoIIbio SMS-coo0IeHrst Wi Jaxe MEeKTPOHHOH MoYTH. B TakoM cityuyae nmpenMyIiiecTsa
MPUJIOKEHHSI-ay TEHTU(DUKATOpa TepSIOT Bech cMbIci. Eciu npuioxenue He padoTaet, a KoJj OTIpaB-
nsiercst B SMS-coo011ieHnn, TO 37T0YMBIITUIEHHUK MOXKET MOMY4YHTh JOCTYI K TeJe(oHy KEepTBHI, K
npumMepy, KJIoHupoBaB SIM-kapry.

KEHC B 2018-2020 rr. B Kazauu ObUIM OTMEYEHBl MHOTOUUC/IEHHbIE
cllyyad MOIIIEHHUYeCTBa: y aOOHEHTOB oreparopa COTOBOM cBs3u «MeragoH»
obto moxuineHo cBbime 200 000 pyOneit. [IpecTyruieHHsl COBEpIATINCH C
UCTIONIb30BAHUEM BUPTYabHBIX QyOnukatoB SIM-kapT u mopjensHO 0a30BOM
craniu. [IpoGrema 3akimouaeTcsi B YA3BUMOCTSX CHCTEMbl O€30MacHOCTH
oreparopa; Kpome Toro, yciyra «MoOWIbHbIE IUIATeKW» TMOAKII0UaeTcss 0e3
cornacust aboHeHTa%, %70,

C nomouibro MOOUNbHBIX npu./wofceuuﬁ

JlaHHbIi ctoco0 0ObeAUHSET ABA MPeIbIIYIIMX: Bbl HE BBOAUTE OTHOPA30BbIN KOJI, a MOATBEP-
’kKJaeTe BXOJ C Balllero MOOMJIbHOTO YCTPOMCTBA C YCTAaHOBJIEHHBIM MPHJIOKEHUEM CITyXKObl, K KOTO-
poii Bbl nosty4aete goctyn. Ha ycrpoiicTBe XpaHUTCSsl IPUBATHBINA KJTI0Y, KOTOPBIH ITPOBEPSETCS MPH
KaxJoM Bxoe. HepocraTku Te e, 4To M 'y IPUIOKEHUN-ay TEeHTU(PUKATOPOB.

C nomouwbro annapamuvix ycmpoiicmsa

ToxeHnl 6e30macHOCTH

J1s1 JOCTMKEHUSI MaKCMMAaJIbHOTO YPOBHS 3allUThl BMECTO MPOTPAMMHBIX MHCTPYMEHTOB
ayTeHTU(PUKAIIMY TPUMEHSIIOTCS allapaTHble — CrelyaibHble MarHUTHbIe KapThl Wi USB-TOKeHbI
(moxoxu Ha flash-HakonuTenn 6e3 BO3MOXKHOCTH 3allMCH JaHHbIX NOJIb30BaTeneM). B atom ciydae
MIOMUMO TapOJIsl MPECTYHUKY HEOOXOAUM (PU3NYECKUI JOCTYN K TOKeHY. BHyTpH Takoro TokeHa
HAaXOJUTCS CIIeLMaIbHBII MPOLIECCOpP, TeHEPUPYIOILMIA KpunTorpacpudeckue KIodu. AyTeHTU(hHUKa-
L1 OCYLIECTBJISAETCS] aBTOMATUYECKHU TPU MOAKIIOYEHUH TOKEeHa K ycTporcTBy. CyllecTByIOT Bep-
CHUM TOKEHOB KaK sl KOMIIBIOTEPOB, TaK U /11 MOOMJIbHBIX YCTpOICTB, Hanpumep YubiKey (https://
thekernel.com/ru/compare-yubikeys/).

B kauecTtBe npumepa MOXHO pacCMOTPETh cucTeMy ayTeHThgHKauuu SecurlD ameprkaHCKoit
komnanuu RSA. Ilpu 3anpoce pocryma K cucreme (CalTy WIM YCTPOWUCTBY) NOJIB30BATENb BBOOUT
cBoil JIorvH U 4-uugpooil I[TMH-kox (KOTOpbII OH MOMHUT), a TaKk€ TOKEH-KOJ, TeHepUpPyEMbI
anrnapaTrHbIM YCTPOWCTBOM (MJIM MPOrPaMMHBIM TOKEHOM-TIPUJIOKEHUEM) U MEHSIIOLIUICS KaxXIylo

68 https://journal.tinkoff.ru/kibermoshennichestvo-zhaloby/.

9 https://journal.tinkoff.ru/kibermoshennichestvo-sud/.

7 https://journal.tinkoff.ru/kibermoshennichestvo-poterpevshie-i-prestupniki/.
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MUHYTY (OTOOpaskaeTcsi Ha KpaHe YCTPOWCTBA U coiepkuT 6 mudp). Brenennas nadopmarys B
3amm@pOBaHHOM BHJE TEPEAAETCSl HA CepBep, Ille CPABHUBACTCS C 3alMCsMU B 0a3e JaHHBIX BCEX
nonb3oBaresieit. [Ipu Bcell Kaxyiencs: 6e30MacHOCTH CUCTeMa TeM He MeHee MOABEp)KeHa aTakam
tua MiTM (Man in the middle — «4eoBek rnmocepearHe» ): 3M0yMBITUICHHUK MOXKET 3a0JIOKUPOBATh
TSI TIONIb30BATEJIsl IOCTYN M TIOKJIIOUUTBCS K CepBEpY, MOKa He OyleT creHepupOBaH CJIeAYIOIIUit
TOKEH-T1apOJib.

HPYFOﬁ €€ HEOOCTATOK B TOM, YTO allllapaTHBIC TOKCHLI MOAACPKMUBAIOTCA HE BCEMH CEPBU-
CaMH, a YCTAHOBKAa M HACTPOMKa MPOrpaMMHOrO OOecHeyeHUs] MOXKET MpEICTaBsATh CIOKHOCTD
JUIs1 HEOTIBITHOTO TMOJIb30BaTessl. KpoMe Toro, Takue ycTporCcTBa HEJJOITOBEYHbI, YaCTO TEPSIOTCS U
HEeyHIO0OHbI M3-32 HEOOXOIMMOCTH 3aMeHBbI OaTapeek, a B Cllydae Kpaky TOKeHa MOJIb30BaTes b TOMKeH
He3aMe/IJIUTENbHO 3a0JI0KUPOBATh AOCTYI B CUCTEMY MJIM CaM TOKEH (ECJTH Takasl yCIIyra mpeycMOT-
peHa pa3paboTYMKOM), TTOKA 3JI0YMBIIUIEHHUK HE YCIIeN BOCIOMb30BATHCS HM.

IIpumeuanune. B cBoem noknane Ha KoHpepeHnuuu Usenix Enigma 2018
corpyaHuk komnanuu Google I'xerox Mmuika pacckasaj, 4To, 10 €ro JaHHbIM,
Menee 10 % akTUBHBIX yueTHbIX 3anuceid Google ObLTH 3alUIIEeHb! ABYyX(aKTOPHOM
ayteHTudukanuenn’!, 1. e. 9 u3 10 yenoBeK Moayvanu AOCTYI K CBOUM aKKayHTam
TOJIBKO C [IOMOILIBIO NTApOJIA.

HNmnnanrarsl

Camblil O4eBUIHBINM HEJOCTATOK AINIAPaTHOIO YCTPOMCTBA MHOTO(haKTOPHOM ayTEHTU(PUKALINN
3aKJII0YAETCsl B TOM, YTO €r0 He0OXOAMMO Bceria MMeTh Ipu cede. YenoBeKk MOXKET MOTepsATh TaKoe
YCTPOICTBO, U eMy MpUAETCsl IPUOOpeTaTh ¥ HACTPauBaTh HOBOE, A TAKKe BOCCTAHABIMBATD JOCTYI
B cucteMy. HeynoOcTBa 1 JONOMHUTENbHBIE (DMHAHCOBBIE 3aTPaThl MOTYT 3aCTABUThH MOJIb30BATES
OTKA3aTbCsl OT MHOTO(aKTOPHOM ayTeHTU(UKAIIMMY, U TOTJa €ro AaHHble OYIyT XyXKe 3alUIIeHbI.

Elie onuH BapuaHT armnapatrHoro ycTpoicTsa it ay TeHTU(MDUKALMU, KOTOPIA MOKHO paccMar-
pUBaTh CKOpee KaK MCKJIIOUUTEIbHOE PeLleHUe 1S TUKOB, — MOAKOKHBIA UMILIaHTAT. TO Oecrpo-
BOJHOM KJTI04, padoTaroiuii yepe3 uatepdeiic Bluetooth mim NFC. [Ins nonrsepxaeHs TUYHOCTH
JOCTaTOYHO MPUJIOKUTH MaJIell, PyKy WX JAPYTYIO YacThb Tesla, KyAa BXKUBJIEH UMIUIAHTAT, K YCTPOK-
CTBY JUIsl CYUMTBIBAHUS KJTI0YA, HanlpuMep cMapTgoHy. IMIUIaHTaThl XpaHAT HEOOJIbIIOE KOJTMYECTBO
MH(OPMaMK U MO3BOJISIOT B3aMMOJIEMCTBOBATh C JI€KTPOHHBIMM YCTPOMCTBAMU: CMApT(OHAMM,
IUIAHIIIETAMH, TYPHUKETaMH B TPaHCIOPTe, TEPMUHAJIAMU /7151 oruiaTel U pounmu loT-neBaiicamu.
C noMo1pio UMILIAHTaTa MOXXHO, K IIPUMEPY, OTKPBIBAaTh JBEPU C IEKTPOHHBIM 3aMKOM, KJIIOYU
K KOTOPBIM XpaHATCA B NaMATH UMIUIaHTata. [Ipu BceM Kaxyiiemcs: yjoO0CTBe UMIUIAHTATHl UMEIOT
Y OTPHLIATENIbHBIE CTOPOHBI, HAIIPUMEP JI0BOJIBHO OOJIE3HEHHBIN MPOLIECC BXKUBJIEHUS U MPOOIeMy
3aMeHbl Oatapeek. Kpome Toro, ecim 3/I0yMBIIIJIEHHUK MEPEXBATUT AaHHbIE U KJIOHUPYET UMILIaH-
TaT, €ro BJA/IeJblly OHAJOOUTCS BHOBb TEPIETh OOJIb U3-3a 3aMEHbI umma’>.

Eme oaun BapuanTt BToporo ¢pakropa ayreHTH(PHKANA

WHTtepecHslil BapuaHT BTOpPOro (pakropa ayTeHTU(DUKAIMH TPEITOKIIHA
uccrenoBatend U3 MekIyHapoqHoro yHuBepcutTeTa PIopuisl ¥ KOMITaHWA
Bloomberg L.P. [I;151 ero ucrnonb30BaHus MOHAJOOUTC cMapT(gOH ¥ CrieMaIbHOE
npwioxkeHne Pixie: momb3oBatens ¢gotorpadgupyer Ha Kamepy cMapTgoHa o000
MIOBCEJTHEBHO MCIIOJIb3YEMbIi TIPEIMET, K MPUMEPY CBOM HAapyUYHbIE Yachl; TJAHHOE
n300pakeHNe-TOKEH COXpaHsieTcs B 0a3e JaHHBIX, U TIPU MOCIIEAYIomeM BXojie B
CHCTEMY TIOJIb30BATENI0 HY’KHO TIONTBEPAUTH CBOK JIMYHOCTh TIOBTOPHOW CHEMKOM
yacoB. M300paxeHre CpaBHUBAeTCS C XpaHSIMMCS B Oa3e JaHHBIX, B Cllydae
COBMAJICHUS TOJIb30BaTENb JOMycKaeTrcss B cucteMy. [IpenmyiiectBo meroma —

71 https://www.usenix.org/conference/enigma2018/presentation/milka.

2 https://www.kaspersky.ru/blog/bionic-man-diary/7050/.
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yIOOCTBO ¥ OTHOCHUTEJIbHASI O€30MaCHOCTh (HUKTO, KpOME TMOJIb30BaTeIsl, He 3HAeT,
KaKOU MpeIMeT UCMOJb3YeTCsl B KauecTBe BTOPOro raktopa ayTeHTU(UKAIIN) 3.
B 1O e Bpems B OOJBIIMHCTBE CIIy4yaeB MOb30BaTesb Oyner ¢rotorpadupoBath
CYIIIECTBEHHO OTPaHMYEHHOE KOJIMYECTBO MPEAMETOB, YaCTO MPHCYTCTBYIOIIUX
BOKpPYI' HEro, U Takue MpeaMeThl MOXET CHIMUTHpPOBaTh MPECTYMHHUK. B camom
nene, He OyJeT ke TI0JIb30BaTe b TaCKaTh ¢ COOOM IOMAITHUI OyIWIbHUK WJIN €XaTh
K OIHOMY U TOMY ke Maraszusy (¢potorpadpupoBaTh BHIBECKY), YTOOBI BHE J0Ma
MOJY4UTh JOCTYI K cucteme?

Kak nmpaBuiio, 00bIYHOMY MOJTL30BATEITIO JOCTATOYHO BOCIIONIL30BATHCS ABYX(DAKTOPHOM ayTeH-
TU(UKALIMEN C TIOMOILBIO CTEIMATbHbIX MPUIOKEHUN, 0OECTIEUMB TEM CaMbIM HaJEKHBI YPOBEHb
3alIUTHl CBOMX NEPCOHAJIBHBIX AaHHBIX. BBOI KOJa M3 NpuokeHUsA-ayTeHTU(PUKATOpa Yalle BCEro
TpeOyeTcsi OMHOKPATHO — MPH JOCTYIE K CUCcTeMe (CallTy) C HOBOTO YCTPOWCTBA (JIMOO MOCIIe CMEHbI
naposisi B HaCTpPOMKax akkayHTa). [losTomMy B cilydae Kpakdl YCTPOMCTBA WJIM MOMy4eHHs cooOILe-
HUS O MOJ03PUTENIBHONM aKTUBHOCTH B aKKayHTE CJIElyeT 3aBEPLIMTh CEAHCHI IAaHHOTO MPUIJIOKEHUS
(HanpuMmep, COLMAIIBHOM CETH) Ha BCEX YCTPOMCTBAX U CMEHUTB IapoJib. Eciy Bbl Oy Yniv MUCHMO,
I7Ie CKa3aHO, YTO Balll aAKKAYHT 3a0JIOKMPOBAH 32 MOJO3PUTEbHYI0 AKTUBHOCTb WJIM HApYILIEHUE Mpa-
BUJI COOOILIECTBA/COLICETH, U COAEPIKATCS CCHUTKH «1J1s1 BOCCTAHOBJICHU I IOCTYIA K YUETHOM 3aIiCh>»,
HU B KOEM CJIyJae He MepexoanTe Mo HUM. Takoe MUCbMO MOXKET ObITh (PUITMHIOBBIM! 74

BAZKHO! Ecnu Bbl He TBITATNCh BOUTU B CUCTEMY C TMONAEPKKON
ABYX(paKTOPHOM ayTeHTU(PUKALIMH, 2 BaM HEOKHMJAHHO MPpUXoauT SMS-cooodiieHne
WJIM MHOE YBEOMJIEHHUE C OIHOPA30BbIM KOJIOM, — CAMOE BpeMsI 3a{yMaThCsl O CMEHE
naposist K CBOeMy akKayHTY. BO3MOXHO, €ro MelTaloTcs B3JIOMaTh.

Ecnm HyXHO 3amTHTh G0JIee BaKHBIE IaHHBIE, COCTABIISIONINE, K MPUMEPY, KOMMEPYECKYIO
WM TOCYJApPCTBEHHYIO TaifHy, HEOOXOAMMO HCIIONB30BaTh aIMapaTHble TOKEHbI C OJHOPa30BBIMU
NapoJIsIMA U MPOYMMHM CPEACTBAMH 3AILUTHI, a €lle HAa/Ie)KHEe XPaHWUTh TaKUe JaHHBIE MCKIIOUH-
TEJIPHO HA JIOKAJBHBIX YCTPOMCTBAX Oe3 IOCTyMa K III00aTbHBIM U JIOKATBbHBIM CETSIM, COOMIo1ast KOH-
LETNLHI0 «KOHTPOJIMPYEMBIX 30H», & TAKKE TILATEIbHO (PUIBTPOBATH MOJIb30BATENIEN 1 HACTPAUBATh
YPOBHHM AOCTYIIA.

7 https://www.theverge.com/2017/10/26/16553900/2fa-two-factor-authentication-pixie-mobile-devices.

" https://www.kaspersky.ru/blog/facebook-account-hijack-through-notes/30006/.
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EI/IOMeTpI/IqECKI/Ie TEXHOJOI'IA

ITporpecc He cTOUT Ha MecTe, 1 BMECTO KOJOBHIX (ppa3, HaOUpaTh KOTOPHIE CJIOKHO U YTOMU-
TEJIBHO, BCE Yallle HCIOJb3YI0TC OMOMETPUYECKHEe TEXHOJIOTHU. DTO Crocod MAEHTU(DHULINPOBATh
YeJioBeKa 1o (pU3HOJIOTMYEeCKUM (OTIeYaTKy majbleB, (popMa pyK, CHUMKH paly’kKHOH OOOJOYKH
I71a3a WM JIMIQA, KanuuUISpHbIA PUCYHOK, CEpIEUHBI PUTM M JJaKe 3arax U MOCIeJ0BaTeIbHOCTD
JTHK) 1 noBeseHYeckuM (Harpumep, peub WM NOXOJKA) YepTaM, a TAKKE UX COBOKYITHOCTH.

KEWC Ha wmeponpustan Chaos Communication Congress 2018
CNELMAJIMCTBI TI0 MCCIIeIoBaHuI0 cucteM Liudposoit 6ezonacHoctu SIH Kpucciep
u JlxymmaH AnpOpexT paccKasaad, Kak KM YAaloch OOMaHyTb CUCTEMY
CKaHMPOBaHUSA Kanmwuisapos. [logoOHas GuomeTpuueckas cUCTeMa UCIIONb3YeTcs,
Haripumep, B oducax PeaepanbHONl pas3BebIBaTeIbHON CiyxObl [ 'epmaHuu.
DkcnepTsl  coTorpapupoBad CBOM PYKHM 3€pKajbHBIM (poTOamnmapatoM cC
MH(ppaKpacHbIM (PUIBTPOM U MOJYYWIM CHUMKU KPOBEHOCHBIX cocynos. Ilocie
9TOr0 UCCJIEA0BATENN OTIMIA U3 BOCKA MOJENN JIafOHEH, a 3aTeM HAHEC/IU Ha UX
MOBEPXHOCTb KapTy KPOBEHOCHBIX COCY/IOB.

Takue cnocoObl XOTh M He 00eCTIeYMBAIOT A0COMIOTHOM 3alUTHI (IIOJIHOCTBIO OE30IMacHBIX CIO-
coO0B BOOOIIE HET), HO HAMHOTO 3((QEeKTUBHEE B IJIAHE KOHTPOJS 3a JAOCTYIOM M, Oe3YyCJIOBHO,
ropasjio ynoOHee CHCTeM BBOJA Mapoiisl (BKJIIOYAs W anmapaTHble CPe/ICTBA) ¢ MHOTro(akTOPHOM
ayTreHTU(uKalyei. He HyX)HO 3allOMMHATh CJIOXKHBII ApoIib, 0XKUAATH SMS-cOO00IIEHNS U BBOAUTD
TMIOJTyYEHHBI KO/l B TEYEHUE HECKOJIBKUX CEKYH]l — JJOCTATOYHO CHATh Ha Kamepy YCTpOICTBa CBOe
JIMUO WM [J1a3 JUOO MPUJIOKUThH Majell K CrelUalbHOMY AAT4uKy. Takue cHCTeMbl TOXe MOTYT
OBbITh CKOMIIPOMETHPOBAHbI, HO BO MHOTUX ClIy4asiX MOTPeOYyIOT OT 3JI0yMBIIIJIEHHUKA BHYLIUTEb-
HBIX PecypcoB JMOO (PU3MUECKOro AOCTyNa K mosb3oBatemio. CyTb CUCTEMbI B TOM, YTO KaiKJIblIi
YeJIoBeK 00/1a/1aeT YHUKAJIbHBIMU XapaKTEPUCTUKAMM, M0 KOTOPHIM OHA METOJOM CPaBHEHMS ¢ 11a0-
JIOHAaMHM, XpaHsAIIMMUCS B 0a3e JaHHBIX (HAa YCTPOICTBE WJIM CepBEpE), ONpPEAENseT, SABISIeTCs JIU
YeJIoBeK, 3allpallMBaOIUi JOCTYI, TEM, 3a KOro ce0sl BblJaeT.

O06paboTKa JaHHBIX B OMOMETPUUYECKMX CUCTEMAX OCYILECTBIISIETCS MO CIEAYIOIEeN cXxeme:

1. 3anuch GMOMeTPHYECKHX JAHHBIX. YeIOBeK BIIEpBble CKAHUPYET MaJlell, JIUIO, TOJIOC U
T. 11. [lonyueHHble JaHHbIE 3aXBATHIBAIOTCA U NEPEIAIOTCsl Ha 00paboTKY.

2. O6padoTKa OMOMeTpPNYECKHX JaHHBIX . [loyueHHbIe JaHHbIe 00padaThBAIOTCS (HANPH-
MEP, U3 HUX yJausercs (POHOBBIM LIYM U pOYMe apTe(pakThl, OHU XEMMPYIOTCA U T. 11.). Co3naercs
HEKH 0THeYaTOK-UICHTU(PHUKATOP, YHUKAJIBHBIN 11 KaXJJOro 4eI0BeKa.

3. Coxpanenue 6moMeTpu4ecKuX JaHHbIX . CaMblii BaKHBIH 11ar — 6e30MacHOe COX paHeHHe
OUMOMETpUYECKUX JJaHHBIX. [JaHHBIE MOTYT XpaHUTbCA KaK Ha YCTPOMCTBE, TaK U Ha CepBepe B UHTEP-
Hete. [Ipu 3TOM 00s13aTENIBHO JOJIKHO UCIIONB30BAThCA MIM(pOBaHKE, a KaHAJl Mepeiaur COX paHsie-
MBIX M U3BJIEKAEMBbIX JAHHBIX JOJKEH ObITh HAJIEKHO 3alHIIEH.

4. N3BJjieueHne OHOMeTPUYECKHX JAaHHBIX. [Tocie Toro Kak JaHHbIe COXpaHEHBI, YeTOBEK
MOZET UCIIOJIb30BaTh UX I JOCTyNA B cucteMy. OH BHOBb CKaHUPYET NaJIEL] WM IPYTYIO 4acThb TeJa.
3axBauyeHHble OMOMETPUYECKUE JaHHbIE CPABHUBAIOTCS C XPAHALIMMUCS B IAMATH YCTPOICTBA WX
Ha cepBepe. Eciu aHHbIe COBNAM (JOIMyCKAeTCsl onpe/eieHHast oI pelIHOCTb, KOTOpasi 3aBUCHUT OT
CUCTEMBI U €€ HACTPOEK) — JOCTYIN pa3pellaercs, €cau HeT (WM €CIM JaHHble He Paclio3HaHbl) —
JOCTYI OTKJIOHSIETCS M 3aIIPOC MOBTOPSIETCSI.

OTH cucTeMbl ayTeHTU(PUKAUUKU YIOOHBI, HO HeOe3omacHbl. Bo-nepBbIX, UX HCIIONIb30BaHUE
yrpoxaer 0e30MacHOCTH, a MHOI/A JJaXe XKU3HU BiaJesibla NepcoHaIbHbIX JaHHBIX. [Ipu maposis-
HOMH 3aIlIMTe 3/I0yMBIIIEHHUKY (KOTOPOro MHTEPECYIOT MMEHHO JaHHbIE Ha YCTPOMCTBE) JOCTATOYHO
MIOXUTUTH U B3JIOMaTh €T0, U TOJBKO B CJIyyae CTOMKOM 3alUTHl (Hanpumep, Ha 10S-ycTpolicTBax)
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OH MOXET TOITBITAThCS BHIITBITATH MAPOITb Y BIaAEIbIA. A TPy OMOMETPUIECKOH 3aIlUTe MPECTYITHUK
0e3 Hero ysxe Bpsi/1 JIM TOTYYUT IOCTYII K JaHHBIM (32 PEJKUM UCKJIIOYEHHEM). A MPABOOX PAHUTEIISIM
IJIS1 IPOCMOTPa COAEPAKUMOro MaMsATH YCTPOKCTBA He NpUETcs TpeOoBaTh OT Biajeliblia Maposb,
KOTOPBII TOT cooOmarh He 00s13aH. JJoCTaTOYHO MPUHYAUTETBHO CHATH OTIIEYaTKU €ro MajblieB 1o
odepeau, TIOKa MOAXONANIMIA He cpaboTaeT, Wid, 4To elle npoiue, cdororpadupoBars aumo. Bo-
BTOPBIX, CYIIECTBYET ONACHOCTb YTEYKH OMOMETPUYECKUX JaHHBIX, OCOOEHHO €CIT OHU XPaHSTCS
Ha cepBepe KOMIAaHWM — MOCTaBIIMKA yciyr. K HUM MOryT MOJMydYuTh AOCTYN Kak 3JI0YMBIIILICH-
HUKH, TaK U MPABOOXPAHUTENIbHBIE OPraHbl (CIENCTY)ObI), KaKIyle KOHTPOIMPOBATh KaKIbIi
OaiiT Tpaduka, nupkyapyoiero B Cetu. Eciiu 370yMBIIIJIEHHUKY TTOXUTIT OMOMETPUUYECKHE JIaH-
HBbIE ¥ UCTIONB3YIOT MX JUIsI COBEPIICHUS TPECTYIUIEHHS], TO OOBUHEHHE B HEM MOXET ObITh TIPEIbsIB-
JIEHO WX HACTOSIILIEMY Biajesbily. [Ipy 3ToM, B OT/MYME OT Naposisi, CMEHUTh PayKHYI0 OOOIOUKY
IJ1a3a WM OTIEYATOK Majiblia HEBO3MOXKHO. B-TpeTbrx, OMoMeTpruiecKkye JaHHbIE MOXKHO MOJIeNaTh.
[NMonmena panubIX (spoofing attack) — HamOosee cepbe3Has yrposa jAaxke Jisi KOMOMHHUPOBAHHBIX
(MyJIbTUMOZIAIBHBIX ) OUOMETPUYECKUX CUCTEM 7

75 https://www.1b7.uscourts.gov/documents/17-m-85.pdf.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasieH OO0 «JIutPec».

[IpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB IIOJHYIO JIEraJbHYIO Bepcuio Ha JlutPec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
COOOM.
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