Anexc Bynb®

KPUIITOI'PADNIS

OCHOBBI IPAKTUYECKOTO MU(PPOBAHMS
U KpUIITorpapumn



Anekc Bynbd

Kpunrorpadusa. OcHoBbI
NPaKTUYeCKOro mudpoBaHusi
U Kpunrorpadgpuu

«3paresibckue pereHus»



Byabg A.

Kpunrorpadgus. OCHOBBI TPaKTUUYECKOTO MU(PPOBAHUS U
kpuntorpagpuu / A. Byns — «M3parenbckue peeHus»,

ISBN 978-5-00-601523-4

Knura «Kpunrorpacdus» siBiisiercst 6a30BbIM PyKOBOJICTBOM IJ1sl BBeACHUS

B MUp 3aimuThl nHpopmarn. OHa npeacTaBiseT 0030p Kpuntorpadguu u ee
Pa3JIMYHBIX METOJIOB, OMUCHIBAET KJII0UYEBbIE MOHATUS U TEPMUHBI, UCTIONIb3yEMbIE
B Kpuntorpapuu. «Kpunrorpadus» agpecoBaHa IIMPOKOMY KPYT'y uuTaTesen,
BKJTI0YAS] HAUMHAIOIIMX U ONBITHBIX TEXHUUECKUX CIIEIMAINCTOB, paOOTaOIIMX B
oOnactTy HMOPMAIIMOHHOM OE30TIaCHOCTH Y 3aIUTHI JaHHBIX. KHura momoxer
YUTATEJISIM MOHSTh OCHOBBI KPUIITOrpahuu U €€ NPUMEHEHUs] B COBPEMEHHOM
Mupe.

ISBN 978-5-00-601523-4 © Bymbd A.

© Msnatenbckue perieHust



A. Bympd. «Kpunrorpadgmus. OCHOBBI MPaKTHYECKOTO MUMPOBAHUS U KPUTTOT pahum»

Coaep:xanue

[IpenucnoBue
Bgenenuie B kpurnrorpaduio
OcHoBbI Kpunrorpapuu
HNcropuyeckuit 0630p kpurtorpaduu
OCHOBHBbIE NIOHATHUS U TEPMUHBI
Maremaruka kpunrorpacpuu
ApudmeTrnka OCTaTKOB
Kiaccel BbIUETOB
Orniepaniuu ¢ ocTaTkaMu
CpoiicTBa KJ1acCOB BBIYETOB
Pemenvie ypaBHeHMit B OCcTaTKax
[IpumeHeHue apupMEeTUKH OCTaTKOB
JuckpeTHsble Jorapudmbl
[Ipumepsl UCTIONB30BAHUS AUCKPETHBIX JIOrapupMoB
B Kpunrorpaduu

ANTOpUTMBI /17151 BBIYUCIIEHUS IMCKPETHBIX JIOrapuMOB

Teopus uucen
IIpocreie yncna
HemuMocThb
HO/l un HOK
Apudmernyeckre PyHKIMH
Kpunrorpadus
Nugpopmaruka
AnreOpanyeckue CTPYKTYpbI
['pynimbt
Kosbria
ITona
BekrtopHble npocTpaHcTBa
Anredpandyeckre CHCTeMBbI
Knaccuueckue mertonsl mugpoBanus
[Mudp Lezaps
[Mudpp Buxenepa
[NonmmandgasutHele muppb
CoBpeMeHHbIE AJITOPUTMbI NP POBAHUS
Cummetpuunoe mudpposanue (AES, DES, Blowfish)
Konen o3HakoMUTENBHOTO (PparMeHTa.

NeRENEEN o)

10

12
12
12
12
12
13
14
14

14
16
16
16
16
16
16
17
18
18
18
18
18
18
20
20
21
23
25
25
26



A. Bympd. «Kpunrorpadgmus. OCHOBBI MPaKTHYECKOTO MUMPOBAHUS U KPUTTOT pahum»

Kpunrorpadus
OCHOBBI IPAKTHYECKOT'0
mupoBaHusi 1 Kpunrorpadpuu

Anekc Byiabd

© Aunekc Bynbd, 2023

ISBN 978-5-0060-1523-4
Co3aHo B MHTEJUIEKTYaJIbHOU U3/1aTesibckor cucteme Ridero



A. Bympd. «Kpunrorpadgmus. OCHOBBI MPaKTHYECKOTO MUMPOBAHUS U KPUTTOT pahum»

IIpeaucaosue

Kpunrorpadus — 310 Hayka o 3anmre HHGOPMAIMK ¢ UCHOI30BaHUEM METOJIOB IU(ppoBa-
HUS U emudpoBaHus cooOmeHnin. CTpeMHUTENbHBIN POCT TEXHOJIOTUN U PACTIPOCTPAHEHUE K-
TPOHHBIX CHCTEM XPaHIJIHUINA U TIepe/iaul JaHHBIX MIPUBEJT K YBETMUSHUIO KOJIMUECTBAa UH(OPMAIUH,
KOTOPYIO HYKHO 00padaThiBaTh M 3alIMINATh. ITO BO3POCIIEe KOJINIECTBO MH(MOPMAIIUH CIENANIO
KpunTorpagpuueckre MeTojibl HeOOXOIUMbIMU AJIs1 3alTUThl KOH(PUICHIIUATbHBIX IaHHbIX.

Lenp HacTOSAIIEH KHUTU — MMO3HAKOMUTD YUTATENIsl C OCHOBAMM KpUnTorpaduu u ee pa3ind-
HeIMU MeTogamu. KHura comep:xut BceoOwmii 0030p Kpuntorpaduu U BKIIOYaeT B ceOs onuca-
HUE METONIOB MG pOBaHUsl, cTeraHorpaduu, Kpunrorpaduu KiIodeBoro ooMeHa, ayTeHTUu(pKaImu
Y IU(PPOBBIX MOANHCEN.

B mepBoii rmaBe MBI pacCMOTPUM HMCTOPUIO KpuNTOrpauu M BaKHOCTh €€ MpUMEHEHUSs
B HacTosiiee BpeMsi. Mbl Takke U3y4YrM KJIIOUeBble MOHSITUSI U TEPMUHBI, UCTIONIb3yeMble B KPUIITO-
rpacduu, Takve Kak OTKPBITHIA U 3aKPHITHIN KJTI0YH, O10UHOE MdpoBaHue, MOTOYHOE HIH(pOBaHKE
U JIpyTHe.

Jlanee Mbl pacCMOTPUM pPa3IMUHble METOIbl IU(pPOBAHUS, BKITIOUAs KJIACCUYECKUE KPHIITO-
rpaduyeckre ajaropuTMbl, CHMMETPUYHOE U acUMMeTphuHoe IudpoBaHue. Mbl Takke U3y4uM
METO[IbI CTeraHorpaduu, KOTopble MO3BONSIOT CKPLITh MH(POPMAIUIO B IPYTUX JAHHBIX.

B cnemyomux miaBax Mbl pacCMOTPUM TPOTOKOJBI KJTIOYEBOIO OOMEHa, ayTeHTH(HUKAIIUK
1 1U(POBLIX MoanKcell. Mbl U3y4MM OCHOBHBIE METO/IbI UCIIONB30BaHK S IU(PPOBBIX MOAMKCEN 151
Oe30MacHOi nepefayu JaHHbIX.

B 3aksmouynTenpHBIX I71aBaX MBI pacCMOTPUM MpUMEHEHHe Kpunrorpaduu B COBpEMEH-
HBIX CHCTEMaXx 3alluThl MHQOPMAIIUK, TAKMX KaK KOMITbIOTEpHas O€30MacHOCTb, OHJIAHH-OAHKIHT
Y MHTEPHET-TPaH3aKIMU. MBI TaKke PacCCMOTPUM HEKOTOpbIe U3 Hanbojee Cepbe3HBIX YIPO3 KpHIl-
TorpapuyecKoil 3aluTe, Takue Kak aTakd Ha KJII0UM, KPUIITOAHAIN3 U COLIUATbHBIN MHKUHUPUHT.

Hacrosimas kHura npegHa3zHaueHa Jisi BCeX, KTO XO4eT MOHSITh OCHOBBI KpHUINTorpaduu u ee
MpUMEHEeHUsT B coBpeMeHHOM Mupe. OHa MOXeT OBbITh IMOJIe3Ha KaK HAYMHAIONIMM, TaK W OIIBIT-
HBIM TEXHHUYECKUM CIIEIIMAIMCTaM, KOTOpble paboTaoT B 001acTi MH(MOPMAITMOHHOW OE30IaCHOCTH
Y 3aIUTH JAHHBIX.
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BBenenne B kpunrorpadguro

OcHoBbI Kpunrorpacpumn

Kpunrtorpadus — 310 Hayka, KOTOpasi U3y4aeT METO/Ibl 3alUThl UH(OPMALMK OT HECAHKIIU-
OHMPOBaHHOTO JocTtyna. Kpunrorpaduyeckue anropuTMbl HICHOIb3YIOTCA 151 o0ecriedeHust KoH(pU-
JEHIMAIBHOCTH, LEJJOCTHOCTU U ayTeHTU(UKALIMYU JaHHBIX B Pa3/IMUHBIX 00JACTSX, BKJIIOYas JEK-
TPOHHYIO IIOYTY, OAaHKOBCKME TPAH3AaKLIMH, OHJIAIH-TIOKYIIKM U MHOTO€ JIpyroe.

Cy1ecTByeT MHOKECTBO KPUNTOrpapUYECKUX aITOPUTMOB, HEKOTOPbIE U3 KOTOPBIX CETOAHS
yXKe ycTapesid Win SBJISI0TCS HeOe30MacHbIMU. B 1aHHOM I71aBe Mbl paCCMOTPUM OCHOBHBIE ITPUH-
UMbl KpUunTorpaduu, a Takxke HauOosiee paclpoCTPaHEHHbIE KPHUNTOrpapMuecKre aJropUTMbl
Y MeTObl LI POBAHUS.

B xpunrorpagum cymecTByeT HECKOJIbKO OCHOBHBIX IOHSITHIA, KOTOPBIE HYKHO 3HATh, YTOOBI
MOHMMATh, KaK padoTaeT 3anmra HHHOpMaIyu:

IIIucdpoBanue — nporecc Mpeodpa3oBaHUA UCXOTHOIO TEKCTa (OTKPBITOrO TEKCTA) B 3alludg-
POBaHHBIN TEKCT (IM(POTEKCT) MPH MOMOILIM CIIENUAIBHOTO alropuT™Ma (I pa), KOTOPbIN JeIaeT
TEKCT HEYMTAEMBbIM IS IOCTOPOHHHUX.

PacmudpoBanue — nporuecc 06paTHblii UMPOBAHUIO, IPU KOTOPOM 3aIIM(DPOBAHHBIN TEKCT
npeoOpasyeTcsi 0OpaTHO B OTKPHITHIN TEKCT.

K104 — Habop CMMBOJIOB, KOTOPBII UCHOJIB3YeTCs IPH ITU(POBAHUH U PacIM(POBAHUM TEK-
cra. Kimod Moker ObITh OTKPBITBIM WJIM 3aKPHITHIM, M €r0 BBHIOOp SIBJISIETCS OJHUM M3 OCHOBHBIX
MOMEHTOB MPH CO3/JaHUU KPUNTOrpapuyecKux ajlrOPUTMOB.

I1e10CTHOCTD — CBOWCTBO JIaHHBIX, KOTOPOE rapaHTUPYET, YTO OHU HE ObUTM M3MEHEHBI B ITPO-
Hecce nepefayy Wi XpaHeHUsl.

AyTeHnTH(puUKanHA — NpoLeypa NPOBEPKH MOATMHHOCTY JAHHBIX WJIH MOJIb30BATENs MyTEM
CpaBHEHHUSI MTPEAOCTABIEHHON MH(OPMALMHY C 3apaHee YCTaHOBJIEHHBIMU JIAHHBIMH.

CyiuecTByeTr JBa OCHOBHBIX THIIA KPUIITOIpPa(pUUECKUX aIrOPUTMOB: CUMMETPUYHBIE U aCUM-
METpUYHBIE.

CuMMeTpHYHBbIE AJITOPUTMBI — 3TO AJITOPUTMBI, KOTOPBIE UCIIOJIB3YIOT OJMH U TOT e KJII0Y
i mugpoBanusa U paciurgpoBaHus nHGopMmauuyi. OAMHAKOBBIA KJIIOY JIOTKEH OBbITh W3BECTEH
00enM CTOpPOHAM, KOTOpbIE XOTAT OOMEHHMBAThCS 3alM(pPOBAHHBIMU JaHHBIMH. [Iprumepamu crM-
MeTpu4HBIX aaroputmos sasisiorca DES, AES u Blowfish.

AcuMMeTpHYHBIE AJTOPUTMBI — 3TO AJITOPUTMBI, KOTOpbIE MCHOJIb3YIOT ABA Pa3IMYHBIX
KJTIOYA: OTKPHITHIA U 3aKPHITHIA. OTKPBITHIN KJTI0U MOKET ObITh CBOOOHO paclpOCTpaHeH, B TO BpeMs
KaK 3aKPBITHIA KJIIOY JOJKEH OBITh M3BECTEH TOJBKO BIAJEIbITy. DTO MO3BOJISIET IOOOMY IOJTb30Ba-
TEJIO OTIPABUTh COOOIIEHNE, 3a(PPOBAHHOE OTKPHITHIM KJIIOYOM, KOTOPBIN MOXET ObITh paciimdg-
POBaH TOJIBKO 3aKPBITHIM KJTI04oM. RSA sBisiercss oqHUM U3 HanOosee pacnpoCTpaHEHHBIX acUM-
METPUYHBIX aJTTOPUTMOB.

Cy1uecTByeT MHOKECTBO METOAOB HIM(POBAHUSA B KPUIITOrpauu, HEKOTOPbIE U3 KOTOPBIX MbI
PaccMOTpUM J1aJiee:

1. Indp 3ameHs! — 3T0 MeToA MM(pPOBAHUS, TP KOTOPOM KaxkJast OyKBa OTKPHITOTO TEKCTa
3aMeHsIeTCs] Ha ONpeeNieHHYI0 OyKBY WJIM CUMBOJI U3 JIpyroro ajucaBuTa WA TaOIHMIBI CUMBOJIOB.
Hanpumep, nmgp Lle3aps — 310 TunuuHblii npumep mmgpa 3aMeHbl.

2. IlIndp nepecTaHOBKU — 3TO MeTOA MU(pPOBaHUs, IPU KOTOPOM OYKBBI OTKPBITOTO TEKCTa
M3MEHSIOTCSl U NepeMeIlaloTcsl ¢ OINPEeAeIeHHbIM MHTepBaJIoM Wiv nopsiakoM. Hampumep, mmdgp
PELIETKU — 3TO TUITMYHBIA puMep Kgpa NepecTaHOBKY.
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3. Iugp 610uHOrO MIMPPOBAHUS — ITO METOA MIU(PPOBAHMS, IPU KOTOPOM UCXOAHBIN TEKCT
pa3OuBaeTcs Ha paBHbIE OJIOKM, KOTOpbIE 3aTeM IU(pPYIOTCS HE3aBUCUMO APYT OT apyra. Kaxblii
OJI0K MOXKeET OBITh 3al(POBaH MO-PA3HOMY, B 3aBUCUMOCTH OT BBIOPAHHOTO aJITOPUTMA.

4. lnudp norouHoro mmgpoBaHUs — 3T0 METOJ, IU(PPOBAHUSA, IIPU KOTOPOM KaKAblA CUM-
BOJI OTKPBITOTO TEKCTa MM pPyeTcsl HE3aBUCUMO OT OCTasIbHbIX. Kitiou ncnosnbs3yercs Ajisl reHepaiyu
«TIOTOKa» CJIy4allHBIX CUMBOJIOB, KOTOPBIE UCIOJIB3YIOTCS JIs 3aIM(POBKU KAk 10O CUMBOJIA.

Kpunrorpadus mmpoko UCToNb3yeTcs B pa3IMYHbIX 00NACTAX TS 3alUTH KOH(PHUIEHIMATb-
Ho# uHpopmarmu. Hekotopele 3 Hanbosee pacpoCcTpaHEHHBIX MPUMEPOB MCIIONb30BAHUS KPHUII-
Torpauu BKJIIOYAIOT:

1. InTepHeT-0aHKMHT ¥ OHJIAWH-TIIATe KU — KpUNTorpadus UCTIONb3YeTCs 1Sl 3alUThl (pUHAH-
COBBIX TPaH3aKLMI 1 MOJIepKaHusl KOH(PUAECHIIMATBHOCTH OAHKOBCKMX JIAaHHBIX.

2. DJeKTpOHHAs MoYTa U MECCEHAXKEpbl — KpUNTOrpadusi UCHOIb3YeTCsl 1JIsl 3alUThl Iiepe-
MUCKU ¥ KOHTEHTA COOOIIEHUH.

3. VPN-cepBepbl — kpuntorpadus UCHONb3yeTCs 17151 3alUThl CETEBbIX COEIMHEHUI U Tepe-
Ja4YM JaHHBIX Yepe3 UHTEPHET.

4. XpaHeHue naposieil — Kpunrorpagpuueckue aaropuTMsl UCIIOIb3YIOTCS [1s1 XpaHEHHU s Tapo-
JIefl U Opyrux KOH(UAESHIIMAIBHBIX JTAHHBIX, YTOOBI OHM HE MOIJIM OBITh YKPaJEHbI WU UCIIONb30-
BaHbI 3/I0YMBbIILIJIECHHUKAMH.

B 3aksouenue, kpunrorpagus sBAsSETCsS BaXKHON OONACThi0 0€30MacHOCTH MH(pOpMAIvu.
CylecTByeT MHOXECTBO KPHUINTOrpapUyecKMX aJrOpuTMOB M METOIOB IIM(POBaHUS, KOTOpPbIE
UCTIONB3YIOTCS 11 3aIUThl PA3JIMYHBIX BUAOB UH(popMaluK. BaxxHO NOHMMATh TPUHLMIIBI KPUIITO-
rpacur ¥ BHIOMPATh MPABMIILHBINA aJITOPUTM U KJTIOY /1715 3AIIUTHl KOHKPETHON MH(OPMAITHH.
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HcTopuueckuii 0030p kpunrorpacpun

Ncropus kpunrorpaduu HaCUUTHIBAET THICAUYENIETHS], HAUMHAS C BPEMEH JPEBHUX LIMBUIIN3A-
Ui JO HalMX JHed. B naHHOM I1aBe Mbl paCCMOTPUM OCHOBHBIE 3Tallbl UICTOPUM KpUITOrpadun
Y €€ BaKHbIE MOMEHTHI.

N3BecTHO, 4TO MEepBbIe (POPMBI HIM(POBAHUS MOSBUINCH €lie B JpeBHOCTH. OIUH U3 caMbIX
M3BECTHBIX MprMepoB — mugp Lle3aps, KOTOpIi ObLT UCTIONB30BaH /IS 3AIIUTHl BOGHHBIX COOOIIIe-
Huil Pumckon umnepun. 9tot mmdp sABsgeTcs npoctoi popMon mmdpa 3aMeHsl, TPy KOTOPOU Kaxk-
nast OyKBa OTKPBITOTO TEKCTa 3aMEHSIETCSl Ha ONpe/ieNieHHYI0 OYKBY MJIM CUMBOJI U3 JIpyroro ajda-
BUTA WINA TaOJULBI CHMBOJIOB.

Kpunrorpadus npopomkana pa3BUBaThCS, U B APEBHOCTU UCIIOIB30BATIMCH OOJIEe CIOKHBIE
MeTojIbl M poBaHusI, Hanpumep, mmdp Atudarnicsepa, mudp Buxenepa u mmdp [Tneiidepa.

B cpenneBekoBbe Kpunrorpadus craja Urparb BaKHYIO POJib B MOJWUTHKE U TUIUIOMATHUU.
Harnpumep, mmdppoBaHre UCHOIb30BATIOCH AJ1s1 0OMEHa COOOUIEHUSMHI MeXy KOPOJISIMU U MPaBU-
TEJISIMU.

OpunM 13 Hambonee U3BECTHBIX MHGPOB ObUT MHU(pP ANbOSPTH, KOTOPBIA ObUT MUCIIONB30-
BaH B 1466 rony ¢paniry3ckum koposem JliogopukoM XI 1yist 3alUTHI €10 MEPEMUCKU. DTOT mudp
UCIIOTB30BaJl KOMOMHAIMIO Ii(pa 3aMeHbI U Mg pa MepecTaHOBKY.

Tak:xe B CpeIHeBEKOBbE MOSIBUIIMCH MEpBble (POPMbI KPUINITOAHAIN3A — HAYKHU O paciui(poBKe
3amm@poBaHHBIX COOOIIEHNI Oe3 3HaHus Kioda. Hamprmep, nereHaapHbIil TOJUIAHACKHUNA IIITHOH
Maiikn MascTpexT UCIOoNb30Bajl METO/ YAaCTOTHOTO aHajm3a, 4ToObl pacmmgpoBarh COOOIIEHUS
WCTIAHCKOU KOPOHBI.

B HOBOE BpeMs McHoNb30BaHKMe KpUNTOrpaduu crajio Bce Oosiee pacrpoCTPaHEHHBIM B pas-
JIMYHBIX OOJIACTSIX, BKJIIOYAsk BOGHHOE JIEJIO, TUTIIOMATHIO, OM3HEC U JIMYHYIO TIEPETIUCKY.

OnHUM M3 caMbIX 3HAYMMBIX MOMEHTOB B UCTOPUH KpunTorpaduu Obuto co3nanue mudpa
DHUTMA, KOTOPbI MCIIOIBb30BAJICS HAMCTAaMU BO BpeMsi BTopoil MUpOBOW BOWHBI JJIsl 3alLUTHI
CBOMX KOMaHJIHBIX cOOOIIeHni. BprTancKkue KpUNTOaHATUTHKY CMOTIM B3JIOMaTh mudp DHUrMa,
YTO B 3HAUMTENILHOM CTETIEHU CIIOCOOCTBOBAIIO MOOEE COI03HUKOB B BOMHE.

C mosiBleHMEM KOMITHIOTEPOB KpHITorpadusi crana eme Oonee CIOXHOH U pa3sHooOpas-
Hol. CyI11ecTByeT MHOXECTBO KPUNTOrpapUueCcKUX aJlTOPUTMOB U METOAOB IIM(POBAHUS, KOTOPbIE
UCTIONB3YIOTCS ISl 3alUThl MH(OPMAIMK B Pa3IMYHBIX OOJACTSAX, BKIIIOYAs JIEKTPOHHYIO MOYTY,
OHJIaliH-OaHKUHT, 0OJTAYHbIe CEPBUCHI U T. JI.

OpnunM 13 HanbosIee pacpoOCTPaHEHHBIX AJITOPUTMOB SIBJISIETCS AJITOPUTM RS A, KOTOPBIN OBLT
coszaad B 1977 rony Ponanbaom Pusecrom, Anu [llamupom u Jleonapaom ApjiemaHoM. DTOT ajro-
PUTM SIBJISIETCS] ACMHMMETPUYHBIM U OCHOBBIBAETCSI HA UCIIOIb30BAHUM OTKPBITBIX U 3aKPBITHIX KJIIO-
yell 11 g poBaHus U paciingpoBaHust UHPOPMaLUH.

Cy1uecTByeT Takke MHOKECTBO JIPYTUX KPUNITOrpauiYeCcKUX aJITOPUTMOB, KOTOPbIE UCTIONb3Y-
I0TCSI B pa3NuuHbIX oonactsix. Hanpumep, anroputmel mudgpoanust AES, Blowfish u DES ucnosns-
3yIOTCSI TSI 3ALUTHI JAHHBIX B 0a3aX JaHHBIX M ONEPAIIMOHHBIX CUCTEMAX.

Kpunrorpadus npopomkaer pa3BuBaThCsl U COBEPIIEHCTBOBATHCS, TOCKOJbKY 3JI0YMBIILIEH-
HUKU TIOCTOSIHHO TIBITAIOTCS HApYIIUTh 3alUTy KOH(UAEHUMAIbHOU MH(popMalmu. BaxHo mnom-
HUTb, YTO UCIIONTb30BaHKe Kpuntorpadpun He rapantupyer 100% 3amuTy oT XakepoB U KHOepartak,
HO yJTydiaeT 0e30MacHOCTb U YCTIOKHSET 33/1a9y 37I0YMbIIUICHHUKAM.

Hcropust kpunrtorpadun Ha MPOTSKEHUH THICSUYENIETHI CBUICTEBCTBYET O HEOOXOIMMOCTH
3alUThl UHPOPMALIMK OT HECAHKLIMOHUPOBaHHOTO JocTyna. CerofgHs Kpuntorpagus Urpaer Bax-
HYIO pOJIb B Pa3IMYHBIX OONACTSAX, M €€ pa3BUTHE MpoAokaeTcs. BakHO BHIOMpaTh MpaBUIIbHBIN
QJIITOPUTM M KJIIOY JIJIS1 3aMThl KOHKPETHON MH(OPMaLK U CJIEIUTh 3a COBPEMEHHBIMU TEH/IEHIIU-
SIMU ¥ yTpO3aMHU B KHOEpOE30MacHOCTH.
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OcHoBHbBIE IOHSATHSA U TCPMHUHDbI

Kpunrorpagus — 310 Hayka, KoTopast U3y4aeT METO/Ibl 3aIlUThl MH(OPMALIMK ITyTEM HIU(PPO-
BaHMs U pacmmpoBaHus cooOieHnid. Huxke nmprBeaeHbl OCHOBHBIE MOHATHS M TEPMUHBI, UCIIOJb-
3yeMble B KpUrtorpadpuu.

Iudp — 310 anroput™m WM MeToq MUGPOBAHUSA, KOTOPBIN Mpeodpa3yeT UCXOMHBIA TEKCT
B (popMy, HeUUTaeMyI0 J1J1s1 HOCTOPOHHUX JIULL.

OTKPBITHIN TEKCT — 3TO UCXOTHBIA TEKCT, KOTOPBIM HYKHO 3ai(poBaTh. ITO MOXET OBITh
moOoi BUI MH(MOPMAIIMK, BKITIOYAst TEKCT, N300paKeHus1, 3BYK U T. [I.

3amugpoBaHHBIN TEKCT — 3TO pe3yJbTal NPUMEHEHUs IMdpa K OTKPHITOMY TEKCTY.
3anmmgpoBaHHBIA TEKCT JIOJKEH ObITh HEUYMTAEMBIM ISl BCEX, KPOME TOrO, KTO MUMEeT KJII0Y s
pacu@poBKH.

Kuro4 — 310 cTpoKa CUMBOJIOB WJIM YMCEJT, UCTIOb3yeMast AJis U POBaHUS U PacIIM(PPOBKU
cooOrieHus1. Kimod MoxeT ObITh CEKPETHBIM (3aKPBITHIM) WM OOIIEOCTYITHBIM (OTKPHITBIM), B 3aBH-
CHUMOCTH OT UCIOJIb3yEMOI'O aJITOPUTMA.

CummerpnuyHoe mudpoBaHue — 370 MeToA MM(POBAHUS, IPH KOTOPOM OJIMH M TOT ke
KJII0Y UCTIONB3yeTcsl ISl mmpoBaHust U pacmgpoBKu coolmieHus. [Ipumepbl cUMMETpPUYHBIX
anroputMmoB: DES, AES, Blowfish.

AcumMmeTpuyHoe mH@poBaHue — 3TO METOA M(POBaHUS, IIPU KOTOPOM MCIOJIb3YeTCs
napa KJI04ei: OTKPBITBHIA U 3aKPBITHINA. OTKPBITHIA KJTIOU MOKET ObITh OOIEJOCTYITHBIM, a 3aKPbITHII
KJIIOY JIOJKEH OCTaBaThesl ceKpeTHbIM. [Ipumeps! acummerpuuHbix asiroput™oB: RSA, PGP.

X3m-(hyHKIHA — 3TO aJrOpuT™, KOTOPBIM ITpeoOpasyeT MpOU3BOJIbHBIE JaHHBIE (HAaIIpUMep,
TEKCT WM (paid) B (PMKCUPOBAHHBIN pa3Mep X31I-Koja. Xel-(pyHKIMU UCIIONb3YI0TCS U151 IPOBEPKU
LIEJIOCTHOCTY JITAaHHBIX U CO3[1aHMs LIU(PPOBBIX MOLIUCEN.

IIndpoBas nognuch — 3TO MEKTPOHHAS MOAIMKUCH, KOTOPAsi TapaHTUPYET, YTO COOOIIEeHNE
ObLJIO OTIPABJICHO KOHKPETHBIM JIMIIOM M He ObLIIO U3MEHEHO B mporiecce nepeaauu. Lludpossie nmoa-
IIUCH CO3JAI0TCS ITyTEM IPUMEHEHHU s X3UI-PYHKIMN U aCUMMETPUYHBIX aJITOPUTMOB.

SSL / TLS — 310 mpoToKoJTBl €30MaCHOCTH, KOTOPbIE UCTIONB3YIOTCS /IS 3AIUTH COSJMHEHUH
B Unrtepuere. SSL (Secure Sockets Layer) ucronb3oBaics paHee, a 3aTeM ObUT 3aMEeHEH Ha OoJiee
6e3omnacHbiii mpotokon TLS (Transport Layer Security).

Kpunroanaimu3 — 370 Hayka O pacmm@poBke 3amm@poBaHHBIX COOOIIeHW Oe3 3Ha-
Hus Kiaoya. KpurnroaHanus ucrosb3yercs Ajisl TECTUPOBAHUSI KPUNTOrpapUyecKUX aJropuTMOB
Y HAXOXJIEHUSI ySA3BUMOCTEN B CUCTeMax 3allliThl TH(OPMaIIUH.

Araka nmocpeanuka (man-in-the-middle attack) — 310 aTaka, mpu KOTOpOil 310yMBbIIUIEHHUK
NepexBaThiBaeT KOMMYHHUKAIIMA MEXIY JABYMS CTOPOHAMH U U3MEHsET MepenaBaeMyo MHGopMa-
[1I0. ATaK¥ MOCPEIHMKA MOTYT OBITh MPEJOTBPAIIEHBI ITyTeM HCIOIb30BaHUS ITU(POBBIX MOAMICEH
u nposepku ceptudgukaros SSL / TLS.

Kpunrorpagus urpaer BaxHyo poib B 3amure KoH(puAeHIMaabHOW HHGopMmaumu. OHa
UCTIONB3YeTCs B PA3IMYHBIX OOJIACTSIX, TAKUX KaK OAaHKOBCKOE JIeJI0, IEKTPOHHAS 10UTa, 00JIavuHbIe
cepBUCHI U T. 1. [JoHMMaH1e OCHOBHBIX NOHATUN U TEPMUHOB KpUNTorpapuu sBIsieTcss HEOOXOIH-
MBIM [JIsI TPAaBUJIBHOTO BHIOOPA METO/IOB 3aIIUTHI JAHHBIX U MPEIOTBPAILCHU ST XaKePCKUX aTakK.

BaxHO MOMHUTB, YTO KpUNTOrpapuuecKkrue METOIbl 3aIlUThl UHPOPMALIMK HE TapaHTUPYIOT
100% Ge301macHOCTb OT XaKepoB U KMOepaTak, HO YMEHBIIAIOT BEPOSITHOCTh HECAHKIIMOHUPOBAHHOTO
JOCTyna K KoHpuaeHMaapHoi nHpopmaiimu. Kpome Toro, UCrob30BaHUE COBPEMEHHBIX METOJIOB
M POBaHMS 1 3ALUTH JAHHBIX MOKET IOMOYb B COOJTIONCHUH 3aKOHO/IATEILCTBA O 3alUTe TIepCo-
HAJIbHBIX JAaHHBIX U KOH(PUIEHIIUATBHOCTH.
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Hakower1, Ba)xHO cJ1eIuTh 32 HOBOCTSIMU U PA3BUTHUEM TEXHOJIOTHI B 00J1aCTH KpUnTorpadumu,
YTOOBI MPUBOJUTH CBOM CHCTEMBI 3AIIUTHl B COOTBETCTBUE C IMOCIETHUMH JOCTHKEHUSIMHA B 3TOM
o0racTi.
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Maremaruka kpunrorpacgpun

ApudmeTnka oCcTaTKoOB

ApudmeTrka oCcTaTKOB fBJISAETCS Pa3fie]ioM alreOpbl, KOTOPbIA U3y4aeT CBOMCTBA OCTaTKOB
I JIEJIEHUU OJIHOTO LIEJIOr0 YMCiIa Ha Apyroe. B 3Toil raBe Mbl pacCMOTPUM TaKue MOHATHUSA, KaK
KJIACChI BBIYETOB, ONEPALIMU C OCTATKAMU U UX CBOMCTBA.

Kiacchl BbIUETOB

[TycTh m — MONOKUTENBHOE 11€J10€ YUCIIO, a a — MPOU3BOJIbHOE 11ej10e uuciio. Toraa Kiaccom
BBIUETOB JIJIs1 a TIO MOJYJII0 M Ha3bIBA€TCSl MHOKECTBO BCEX IEJIBIX YKMCEN b, KOTOpbIE JAl0T OJuHA-
KOBBI OCTATOK TpH JIeJICHWW Ha M, YTO 3aluchiBaeTcs B BUje b = a (mod m). 3mech = o603HauaeT
CpaBHEHHE 10 MOAY/II0 M, a mod — 3TO onepalus B3sITUsI OCTaTKa OT AeJICHUs.

Takum 00pa3oM, KJ1acc BBIYETOB [a] M COCTOUT M3 BCeX IEJIbIX YUCes b, YIOBIETBOPSIONINX
ycinoBuio b = a (mod m). Hanpumep, eciu m = 7 1 a = 3, To Kjacc BbUeToB [3] 7 comepKuT Bce
LieJIble YKcha, Jaiolme octaTtok 3 npu aenenud Ha 7: {... -11, -4, 3, 10, 17...}.

Onepanyu ¢ ocTaTKaMu

Cyl1ecTBYIOT ClieyIoUe ONepauuu ¢ OCTaTKaMu:

— Cnoskenue: 1711 TOOBIX 1IEJIbIX Yuces a U b cripaBeiuBo a + b = ¢ (mod m), rae ¢ — ocTaTok
OT JIeJIeHHSI CYMMBI a + b Ha m.

— Borunranue: 1u1st moObIX 1eJbIX yricen a u b cripaBeayimBo a — b = d (mod m), rae d — ocraTok
OT JIe/ieHHs1 Pa3HOCTH a — b Ha m.

— YMHOXeHue: 151 ToObIX 1eJIbIX urcen a v b cnpaBeannBo a * b = e (mod m), re e — 0CTaToK
OT JAeJIeHUs IPOM3BeJeHUs a * b Ha m.

CBoHCTBaA KJIACCOB BHIUETOB

Kraccel BHIUETOB MMEIOT PsiJl CBOMCTB, KOTOPBIE CJIEIYeT YUYUTHIBATh MTPHU PadOTe C HUMM:

— Kaxoe nesnoe 4nciio npuHaIjieKuT HEKOTOPOMY KJIaccy BBIUETOB [a] m.

— JIBa kJlacca BeIYeTOB [a] m 1 [b] m paBHBI TOrja ¥ TOJIBKO TOT/IA, KOTJIA a U b Jal0T OMUHAKO-
BbII1 OCTATOK IPH JIeJIEHUU Ha m, TO ecTh [a] m = [b] m & a = b (mod m).

— Onepalu CJI0KEHUs, BBIMUTAHUSI U YMHOKEHHUSI MOKHO BBIMIOJIHATh KaK CaMM 1O Kjlaccam
BBIUETOB, TaK U C UX MPEICTABUTEISIMHU.

— Jlnsg moOoro Kjiacca BBIYETOB [a] m CyIIeCTBYeT €IWHCTBEHHOE YHMCIO X B IMpejiesax
ot 0 10 m-1, Takoe uTo [a] m = [X] m.

— CymMmma Bcex KJIACCOB BBIYETOB MO MO0 m paBHA HYMO: [0l m + [1] m + [2] m + ... +
[m-1]m =0.

PemeHue ypaBHeHHH B 0CTaTKax

Pelienvie ypaBHeHU# B OCTAaTKAX 3aKJII0YAETCS B HAXOKIGHUM BCEX 3HAUEHUH X, YOBJIETBOPSI-
fomux ycinoBuio f (x) = 0 (mod m), rae f (X) — npousBosbHas pyHKUMA. 115 peleHus Takux ypas-
HEHUI UCHOJIb3YIOTCS CBOWCTBA KJIACCOB BHIYETOB U ONEPALIMU CIIOKEHN s, BHIYMTAHUS U YMHOXKEHHUS.
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IIpumeHeHnne apupMeTHKHN 0CTATKOB

Apudmerrka OCTaTKOB HAaXOAWUT CBOE NMPUMEHEHHE B Pa3IMYHBIX OONACTAX MaTeMaTHKH,
(u3ukH, MHPOPMATUKK U TEXHUYECKUX Haykax. Hanpumep:

— Kpunrorpadus: apudmerrka ocTaTKOB KUCMOb3yeTCs IS 3alIUThl MH(GOPMALUK IyTeM
g poBaHUs COOOIEHUI WM CO3JJaHUsI KPUNTOrpahuuecKux KIouei.

— Teopus umcen: apuMeTUKa OCTATKOB SIBJISIETCS OJHOM M3 OCHOBHBIX TEM B TEOPUH YMCENT
Y IIMPOKO UCIIONB3YeTCs B 3aJa4ax, CBA3AHHBIX C IPOCTHIMU YUCIAMMU, AETUTEISAMU, CPABHEHUAMU
yuces1 10 MOAYJIO U T. JI.

— DJIEKTPOHUKA: apu(PMETHUKA OCTATKOB MCIIONB3YETCSl B TEXHUYECKMX HayKax MPH MPOEKTH-
POBAHUU IEKTPOHHBIX YCTPOMCTB, TAKMX KaK CYETUMKU UMITYJILCOB, TEHEPATOPBI CTyYalHBIX YHCE
u JIp.

— ANTOpUTMBL: apr(pMETHKA OCTATKOB IIMPOKO MPUMEHSETCS B AJITOPUTMAX BBIYUCIUTETBHON
MaTeMaTHKH, HallpuMep, B ObIcTpoM npeodpasoBanui Pypbe, yMHOKEHUH MHOTOYJIEHOB U Ip.

B nesiom, aprudmeTrka ocTaTKOB SBJISIETCS BaKHBIM MHCTPYMEHTOM J1J1S1 peIlieHUs] Pa3IMYHbIX
3a/1a4 B MaTeMaTUKe U ee TPUJIOKEHUsIX, OCOOSHHO TpH padboTe ¢ OONBIIMMH YKCIIAMH U B 3a]a4ax,
CBSI3aHHBIX C 3aIUTON MH(OPMALH.
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J{nucKpeTHbIE Jorapudmbl

Huckpetnsie orapudmsl (Discrete Logarithms) — 310 oqHa n3 pyHAAMEHTAIbHBIX TEM B KPUII-
Torpaduu 1 MmateMartuke. JJUcKpeTHbIH TorapudmM MOKeT ObITh ONpeesieH KaK pellieHre ypaBHeHNU ST
BUAa X = 3 mod p, 1€ 0, p U p — HEKOTOPBIE MOJIOKUTEIIbHBIE LIE/IbIE YHUCIIA.

B 37101 m1aBe Mbl pacCMOTPUM MTPUMEPHI UCTIONBb30BAaHUS TUCKPETHBIX JIOTApU(PMOB B KPHII-
Torpauu, a Takke pacCMOTPUM HEKOTOPbIE U3BECTHBIE AJITOPUTMBI /17151 BBIUMCIICHUS] IUCKPETHBIX
sorapuMoB.

IIpuMepsbl HCNIOJIb30BAHUSA JUCKPETHBIX
JorapugpmoB B kpunrorpacgpun

JluckpeTHble orapiugMbl UCTIONB3YIOTCS B Pa3IMUYHBIX KPUIITOrpapUUecKrX CUCTEMAX, TAKUX
Kak ayumnTruyeckas kpunrorpadus, RSA u Diffie-Hellman. Onu urpatot posns npu reHepanyy Kiio-
yeill 1 IM(pPOBAHUU JAHHBIX.

Hamnpumep, B kpunrocucreme Diffie-Hellman gBe ctopoHbl 0OOMEHUBAIOTCSI OTKPHITHIMU KJTIO-
YyaMH, KOTOPblE OCHOBAHBI HAa JUCKPETHOM Jiorapugme. 3aTeM OHA MOTYT UCIOJIL30BaTh CBOU CEK-
pETHbIE KJII0YM, KOTOPbIE BBIYMCISIOTCS C MOMOLIBI0 JUCKPETHOro Jorapugma, ajs MmudpoBaHUs
1 pacium@poBKY COOOIICHUT.

AJIFOpI/ITMI)I JAJA BBIYHCJICHUA NUCKPECTHDBIX JIOI‘apI/I(l)MOB

Cy1ecTByeT HECKOJIBKO aJITOPUTMOB /151 BBIYUCIIEHH S AUCKPETHBIX JIOTapru(pMOB, HEKOTOPbIE
13 KOTOPBIX SABJIAIOTCS 3(P(PEKTUBHBIMU TOJIBKO IIPY ONPEAEIEHHBIX YCIOBUX. PaccMOTpuM HEKOTO-
pble U3 HUX:

— Aunroputm [Monura-XesuimMaHa: JaHHBIA aqrOpUTM SIBJISIETCSl OHUM M3 HamOosee M3BecT-
HBIX METOJIOB JIJIs1 BBIYMCIIEHUSI IMCKPETHBIX JiorapugmoB. OH OCHOBbIBaeTCsl Ha TeopeMe besy, uro
M000e TeJI0e YUCIIO MOKET ObITh TIPECTABIICHO B BUJIE TMHEWHON KOMOWHAIIMY ABYX YKcell. [JaHHbIN
QJITOPUTM MOKET ObITh MPUMEHEH TOJIBKO B CIydae, €CJIM MOPSJOK TPYIIbl, B KOTOPOH MbI HIIEM
JMCKPETHBIN JiorapugM, MMeeT MaJIeHbKYIO CTENIeHb ITPOCTOr0 YHCIIA.

— Aunroputwm Tomnapaa-Po: 3TOT anroput™ siBJisieTCsl BEpOSITHOCTHBIM U MOXKET OBITh UCTIONb-
30BaH /1J151 BBIYMCIIEHU 1 JUCKPETHBIX JIOTapu(MOB B KOHEUHBIX MOJISIX WM IPYIIIIaX MaJIOro NOpsijIKa.
Ero ocHoBHas ujes 3aKkjl04aeTcsi B FeHepaly CIy4aiiHOM MOCJIeJ0BaTeIbHOCTH YMCEN U BbIUMCIIe-
HUM JUCKPETHBIX JIOrapudMOB 111 KaKI0TO YHUCIIA B 3TOW MOCIIEI0BATEIBHOCTH.

— Anroput™ I1IsHKca: JaHHBIA aITOPUTM UCTIONIB3YET UJIEI0 METOAA JIEIEHU M0M0JIaM U OCHO-
BaH Ha yMEHbIIIEHNH pa3mepa noucka. OH MOKeT ObITh IPUMEHEH MpU padoTe ¢ KOHEYHBIMH ITHK-
JIMYECKUMHU T'PYTIIaMH.

JluckpetHble orapudMbl SBJIAIOTCS BaXHOW TeMoW B Kpunrorpadgpuu v maremaruke. Mx
UCTIONIb30BAHUE IIMPOKO PaCIIPOCTPAHEHO B KPUNTOrpapMuecKrX CUCTeMax U mpolieccax mugposa-
Husl 1aHHbIX. CyIECTBYET HECKOJIBKO METO/IOB ISl BBIYMCIIEHUS IMCKPETHBIX JIOrapru(MOB, HEKOTO-
pble U3 KOTOPBIX MOTYT OBITh MCIIOJIb30BAaHbI TOJIBKO B OMpeIe/IeHHbIX yCIOBUsAX. HeKoTopbie 13 9Tux
anropuTMoB, Takue Kak IlIsnkca u Ilonura-XennmaHna, OCHOBaHBI Ha METO/AX JEJEHHs MOIoIaM
Y JIMHEHHOW ayireGpe COOTBETCTBEHHO.

Kpowme toro, quckperHsie jjorapudmbl SBJISIIOTCS MATEMATUUECKOW OCHOBOM JJ1s1 TAKUX KPUII-
Torpadguyeckux cucrem, kak RSA u Diffie-Hellman. Onu ucnonb3yoTes )i reHepalyy KJoden
1 1 poBaHKs JaHHBIX, YTO JIeNIaeT X HeOOXOOUMBIMU Uil oOecriedeHus: Oe30MacHOCTA MHOTHX
COBPEMEHHBIX CUCTEM CBSI3H.
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B niestom, auckpetHslie torapiugMbl UTPAIOT BaKHYIO POJib B KpUNTOrpaduu U MaTeMaTUKe, U UX
M3yUYeHHe sIBJISETCS HEOOXOMUMBIM ISl BCEX, KTO paboTaeT B 9TOM 00IacTH.
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Teopus uncena

Teopus uucen (Number Theory) — 310 pazaen MaTeMaTuKy, KOTOPBIA N3y4YaeT CBOMCTBA U B3a-
MMOOTHOIIEHHUS LiesbIX yrcen. OHa sBIISeTCSl OJHUM U3 CaMbIX CTapbiX U (PyHAaMEHTAIbHBIX pa3je-
JIOB MaTeMaTUKH, KOTOPBII BKJIIOYAET B ce0s1 TAKKE TEMBbI, KaK IIPOCThIE YUCIIA, ACITUMOCTb, apudme-
TUYeCKue (PyHKIMU, KpUNTOrpadusi U MHOTOE Jpyroe.

B 37011 rM1aBe MBI pacCMOTPUM OCHOBHBIE MOHATHS U KOHLETILIMU TEOPUU YUCETI, a TAKKE HEKO-
TOpBIE €€ MPIIOKEHUs B KpunTorpaduu, nHGOpMaTHKE U IPyrux 00NaCTsIX HAYKH.

IIpocTbie ynciaa

ITpocThIM YKCIOM Ha3bIBAETCS MOJOKUTEIBHOE LIEJIOe YUCIIO, UMEIOLIee POBHO JBa AEIUTES:
1 u camo ce6s1. Cpei TIepBBIX HECKOJIBKUX MPOCTBIX YKCENT MOKHO BBIICIUTH uucia 2, 3, 5, 7, 11,
13,17, 19 n 1. 1. Teopus npoCTBIX YHCEN U3YYAET CBOUCTBA ITPOCTHIX YUCEN, METOIBI X I'€HEpaLn
Y UCTIONb3YET UX JAJIS PellieHUs] Pa3IMyuHbIX 3a1ay.

HeaumMocTb

JIBa 1iesbIX Yucia a ¥ b Ha3bIBAIOTCS JAEMMbBIMU, €CJTU CYIIECTBYET TaKOe IeJI0e YKMCIIO C, UYTO
a = b*c. O603HaueHue alb o3Hayaer, YTo YMCIIO a aejuT yuciao b. CBOUCTBA AEIMMOCTY BKJIIOYAIOT
B cebOst TpaH3UTUBHOCTH (ecu alb u blc, To alc), pedrekcBHOCTS (ala 11t TOOOTO 1EIoro Yuca a)
Y CUMMETPUYHOCTD (eciu alb, To bla).

HOJI u HOK

HauGomnbimmm obmum nenutenem (HOJL) nByx nensix yucen a u b Ha3biBaeTcs: HanOoJbliee
TIOJIOXKUTEJTHHOE T1EJI0€ YKCIIO, KOTOpOe JIEUT 00a urcia 6e3 ocrtatka. HanmeHbIM o0Imum Kpar-
HeiM (HOK) nByX 11e1bIX yricesn a U b Ha3pIBaeTCsl HAaMMeEHbIIIee MOJIOKUTENIBLHOE 1IEJI0e YKo, KpaT-
Hoe odouM uucnam. Hanpumep, HOJI (15, 20) = 5, HOK (15, 20) = 60.

Apudmerndeckue PyHKIMH

Apudmernyeckre (PyHKIMM — 3TO (PYHKIMH, OINpPEIEICHHbIE HA MHOKECTBE HATypasbHBIX
yrces. Hekotopele 13 Hanbosee N3BeCTHBIX apupMETHIeCKUX (PYHKIMIA BKIIIOYAIOT B ceOs1 (PyHKITHIO
Suiepa @ (n), KOTOpast ONpeesIsAeT KOINYeCTBO LesbIX yucen oT 1 1o n-1, B3aMMHO MPOCTHIX € 1,
u yHkumio Mebuyca u (n), KoTopasi paBHa 1, eciii n ecTh MpOU3BeIeHHE YETHOTO YHCIIa TIPOCTHIX
MHOXMUTEJIEH, U -1, €clIv n eCTh MPOU3BEJEHNE HEYETHOTO YUC/IA TPOCTBIX MHOKUTEIEH.

Kpunrorpadus

Teopus umcen UrpaeT BaxXHYIO pojib B KpUNTorpaduu, KOTopasi 3aHMMaeTcsl 3auToi nHPOP-
MalMyd OT HECAaHKIIMOHMPOBAHHOTO AOCTYMNA WM U3MeHeHus. Mertoabl KpunTtorpadguu, Takue Kak
RSA u Diffie-Hellman, ocHoBaHbI Ha TaKMX KOHLENIMSX, KaK MPOCTBIE YHUCIA, JETUMOCTh U apUQ-
MeThYecKue (pyHKIIUH.
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Nudopmaruka

Teopus yucen Takke UMEeT IMPoKoe pUMeHeHe B nHpopmaruke. Hanpumep, oHa ucrosns-
3yercsi B aJITOPUTMax KOAMPOBAHUS M JIEKOAMPOBAHUS, B AJTOPUTMAX MPOBEPKH KOHTPOJIBHOM
CYMMBI Ha OIIMOKH, B ITOPUTMAX CKATUsI IAHHBIX 1 MHOTHUX JIPYyTX OOJacTsIX.

Teopus ynce ABISAETCS OIHUM U3 caMblX (DyHIAMEHTAJIbHBIX Pa3/eioB MaTeMaTHUKH, KOTOPBIi
MMeeT IMPOKOe MMPUMEHEHHE B Pa3IMYHBIX 00JIACTSAX HayKu. B 3Tol I1aBe MBI paccMOTpES OCHOB-
Hble KOHLETIMY TEOPUU YUCeJ, TaKKE KaK MpocTele uncia, aenumocts, HOJ u HOK, apudmernye-
CKMe (DyHKIIMU U UX MPUMEHEHUs B Kpuntorpapuu u uH(popMaTuke.

Ilomumo 3TOrO, TEOpUs YMCEN M3y4aeT MHOXKECTBO APYTMX TeM, TaKMX KakK KBajpaThy-
HbIe BBIYETHI, TpodieMa JlnodanTa, TUCKpEeTHBIE JOrapudMbl, TEOpUs MOAYJIEH M MHOTOE JIpyroe.
B nenom, usydyeHue TeOpuM 4YMces MO3BOJISIET HE TOJNBKO IMOHATh CBOMCTBA M B3aMMOOTHOILIEHHUS
LeJIBIX YMCeJl, HO TaKKe HAalTU UX MPAaKTHUECKHe MPUMEHEHHS B pa3/IMUHbIX 00NACTAX HAYKU U TeX-
HUKHU.
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AJredpanuyeckue CTPYKTYPbI

Anredpandyeckre CTPYKTYpPBl — 3TO MaTeMaThdeckre OOBEKThI, KOTOPbie UCIIONB3YIOTCS IS
OIMMCaHUs AreOpanvecKux orepanyid. B 3Toii raBe Mbl pacCCMOTPUM Pa3IMYHbIE THITHI adreOpan-
YECKUX CTPYKTYp, TaKH€ KaK I'PYIIIbl, KOJbIIA U MOJIs, a TAKKE HEKOTOPbIe U3 OCHOBHBIX MOHSITHIA
n KOHHCHHI/Iﬁ, CBA3aHHbIX C HUMU.

I'pynnbi

I'pynna — 3T0 MHOKECTBO JIEMEHTOB, JJIs1 KOTOPbIX OIpe/iesIeHbl ABE ONEPaLi: YMHOXKXEHUE
1 oOparHas onepaiysi. YMHOKEHHE SIBJISIETCS] aCCOLMATUBHOM ONepaIveil, U KaKIblid SJIEMEHT MMeeT
OOpaTHBIN IEMEHT OTHOCUTEIFHO YMHOKeHHs. Kpome Toro, rpyrma gomkHa copiepkaTh HEeRTpaib-
HBII 2JIEMEHT, KOTOPBI HE MEHSET JIPyruX 3JeMEHTOB NpU yMHO)eHuu. [Ipumepamu rpynmn sBis-
I0TCSl LIEJIOYMCIIEHHAs IPYIIa 10 MOIYJIIO N, FPYIIa NepecTaHOBOK U TPYIIia CIIMHOB.

KoJabna

Kosb1io — 3T0 MHOXECTBO 2JIEMEHTOB, Ha KOTOPOM OIPEJIENIEHBbl JBE ONEpPALU: CIOXEHUE
1 ymMHOX)eHHe. CIIOXeHUe J0KHO ObITh KOMMYTATUBHOUM ONEparivei, ¥ KaxIblid JIeMEeHT OKeH
MMeTb OOpaTHBIN 21eMEHT OTHOCUTEJIbHO CIIOKEHUsl. YMHOXKEHHE SIBJIseTCs aCCOLMATUBHOMN orepa-
1Mel, Ho He 00s13aTelbHO KOMMYTAaTUBHOW. KpoMe TOro, KOoMbIlo I0TKHO COIepKaTh HENTPaIbHBIH
3JIEMEHT OTHOCUTEJIbHO YMHOXeHUs. IIpuMepamu Kosblia ABJIAIOTCS LIEJIbIE YUCIA U MHOTOUJICHBI
¢ Ko3(pUIIMEeHTaMH B 33JaHHOM IOJIE.

IHouas

[Tone — 3T0 KOMBLIO, B KOTOPOM KasK/AbIHA IEMEHT, OTJIMYHBINA OT HYJIsl, UMeeT OOpaTHbIN 21e-
MEHT OTHOCHUTEIbHO YMHOXeHHs. TakuM o0pa3oM, YMHOKEHHUE B I0JIe SIBJISIETCS] KOMMYTaTUBHOM
onepanueir. Kpome Toro, kaxnas mapa 3JIeMEHTOB IOJISI MMEET eIMHCTBEHHBIA OOIIUI eJUTeNh,
HasbIBaeMblii HarnOobIuM oomM aesuresieM (HOT). TIpuvepamu mosielt siBISI0TCS paliioHaTbHBIC
YHCia, JEUCTBUTENIBHBIE YUCIIA Y KOMILJIEKCHBIE YHCIIA.

BekTopHbIe pocTpaHcTBa

BekTopHOE IPOCTPaHCTBO — 3TO MHOXECTBO IEMEHTOB, Ha3bIBAEMBIX BEKTOPAMHU, JUIS1 KOTO-
PBIX OIpeJesIeHbl IBE ONEPALMU: CJIOKEHUE BEKTOPOB MU YMHOXKEHUE BEKTOPA Ha YUCIO (CKaJAp).
CrnoxeHrie BEKTOPOB SIBJISIETCSI KOMMYTATUBHOM OTlepaliiei, ¥ Kak/Ibli BEKTOp UMeeT OOpaTHBIN J1e-
MEHT OTHOCUTEJIBHO CJIOKEHUS. YMHOKEHHE BEKTOPA Ha YUCJIO SBJSAETCSA aCCOLMATHBHOM olepa-
[IMel, U 9TO YMHOKEHHE Takke 00naaeT JUCTPUOYTUBHBIMU CBOMCTBaMU. [IpriMepamMul BEKTOPHBIX
MIPOCTPAHCTB SBJISIOTCS TPEXMEPHOE MPOCTPAHCTBO M MPOCTPAHCTBO MHOTOWIEHOB HaJ 3aJaHHBIM
TIOJIEM.

AJre6panyeckKkue CHCTEMbI

AJIFCép&I/I‘ICCKI/IC CUCTEMBI — 3TO 061_[166 Ha3BaHUEC 1JId BCEX TUIIOB aJIFC6p8.I/I‘ICCKI/IX CTPYKTYD,
KOTOPBIC MbI pACCMOTPEJIN BbILIE, BKJIIOYasA I'PYIIIIbI, KOJIbLIA, MO U BEKTOPHBIE ITPOCTPAHCTBA. Onu
HCTIOJIb3YIOTCA B PA3JIMYHbBIX 00JIaCTAX MAaTEMATUKH U HAayKH, TAKHUX KaK CbI/ISI/IKa, I/IH(popMaTI/IKa, CTa-
THUCTUKA U ApYyTHUC.
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AnreOpanyeckre CTPYKTYpbl SIBJISIIOTCSI BAKHOM YacThl0 MAaTEMAaTHKHU, U OHU MCHOJIB3YIOTCS
B Pa3JIMYHBIX 00IACTSX HAYKU U TeXHUKHU. OHU MO3BOJISIOT (hOPMATIM30BaTh alredpandeckue orepa-
LM U U3YyYUTb UX CBOKMCTBA, UTO SIBJISIETCS BAKHBIM IS PEIIEHUS CJIOKHBIX 3a7ay.

B 3101 171aBe MBI pacCMOTPEM OCHOBHBIE THITBI AJIT€OPANIecKUX CTPYKTYP: TPYIIIbI, KOJIbLIA,
T0J1s1 ¥ BEKTOPHBIE NPOCTPAHCTBA, a TaK)KEe MX CBOWCTBA U MpuilokeHus. Kpome Toro, cymecTByior
Y ApYyTUe TUTTBI JITeOpanvecKux CTPYKTYp, TaKMe Kak MO/, aJireOpbl, MOTYKOJIbLIA U AP., KOTOPbIE
TaK’ke€ UMEIOT CBOM YHUKAJIbHbIE CBOMCTBA U MPUIIOKEHHUS.

N3zyyenue anreOpanyeckux CTPYKTYp SIBJISIETCSI BXKHOM YacThio MATEMaTHUECKOro 00pa3oBa-
HUS ¥ TIO3BOJISIET HE TOJIBKO TIOHSITh CBOMCTBA alreOpanyecKkux Oreparyil, HO TakKe MPUMEHSTh UX
B PA3JIMUYHBIX OONACTAX HAYKHU U TEXHUKH.
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Kinaccunueckue meto bl IuppoBaHus

IIudp le3aps

Mudp Llesaps — 370 OIUH U3 caMbIX MPOCTHIX U HMIMPOKO U3BECTHBIX METONIOB IIMU(POBAHUS,
KOTOPBIV ObLT KCTTOJIb30BaH ykKe B APEBHOCTH. DTOT METO] OCHOBAH Ha 3aMeHe KakI0i OYKBBI B CO00-
IIIEHWU Ha JIPYryI0 OYKBY, HAXOIAIIYIOCS Ha (PMKCUPOBAHHOE YMCIIO MO3WIINI B ajipaBuTe.

[Mudp Le3aps Ha3BaH B yecTb puMmckoro ummneparopa ['as HOnus Lle3aps, KoTopslil UCTIONDb-
30BaJ1 3TOT METOA Uil TMepeJaul CeKpeTHON MH(opMaluy cBOMM renepaiaM. B Tto Bpems mmdp
Le3apst ObUT cUMTAIICS JOCTATOYHO HAJEKHBIM, IMOCKOJIBKY OOJIBIIIMHCTBO JIIOICH HE YMEJIO YUTAThH
Y TIHCaTh, @ CaM TEKCT COOOITIeHN s ObLT HANMCAH Ha JIATUHHUIIE, TAllHA KOTOPOH ObLjIa N3BECTHA TOJIBKO
HEMHOTHM.

Merton mmdpoBaHUs 3aKITI0YAETCS B 3aMeHe KaXJI0l OyKBbI COOOIIEHUS Ha JPYrylo OyKBY,
HaXOJISIIYIOCS Ha OIpeJeJIeHHOM paccTosiHUY B alipaBute. Hanmpumep, eciu BBIOpaHO paccTosiHue 3,
T0 OykBa A 3amensiercs Ha [1, b Ha E u 1. 11. IIpu pacmmgpoBke npoucxoqut oopaTHast 3aMeHa OyKB.

s mpumepa BozbMeM cooOmienre «HELLO» u BriOepeM paccrosinvie 3. 3aKomupoBaHHOE
cooOrienue Oyner BoeirsaaeTh kKak «KHOOR». Tlpu atom Oyksa H 3amensiercs Ha K, E va H, L
HaOWuT. 1.

Iudp Lle3apst siBasieTCss JOCTATOYHO MPOCTHIM METOIOM MM POBAHUS, KOTOPBIN MOKET ObITh
JIETKO B3JIOMaH C MIOMOIIIbIO KpUMNToaHanu3a. Hanpumep, eciy 3710yMbIIIIEHHUK MOMYYUT 3aiudpo-
BaHHOE COOOIIEHNEe, TO OH MOXET MOMpoOOBaTh MPUMEHUTh BCe BO3ZMOXKHBIE 3HAUEHHST PACCTOSTHUI
IUIs1 AGKOOUPOBaHuUsl cooOrieHus. Kpome Toro, 4acTOTHBIN aHAIU3 TaK:Ke MOXKET MOMOYb B paciiud-
POBKE COOOIIEHUSI.

HecmoTpst Ha cBOI0 HU3KYIO CTOMKOCTD K B3fioMy, 1vdp Lle3aps Bee eltie Ucrosb3yeTcsi B HEKO-
TOPBIX O0JIACTSIX, HATIPUMeEP, JUTS udpoBaHKs Naposiel B 0a3ax HaHHBIX WIN I CO3/IaHMS MPO-
CTBIX UTP.

Iudp Lezapst — 3T0 0MH U3 CaMbIX POCTHIX METOOB MM POBAHUSI, KOTOPbIN ObLIT UCITOJ30-
BaH eile B JpeBHOCTH. OH OCHOBaH Ha 3aMeHe KaX 101 OYKBbI B COOOIIEHUH Ha JIPYTryio OYKBY, HAXO-
asmiyocs: Ha (puKcHpoBaHHOe 4uco nosuiiuii B asndasure. [ugp Llesaps sBiasercs gocTaTouHO
CJIaObIM METONOM IIM(POBAHUSI | MOKET OBITh JIETKO B3JIOMaH C MOMOIIBIO KpunToaHasnza. OHako,
OH BCe€ elIle UCTIONb3YeTCsl B HEKOTOPBIX 00JIACTSIX, Tie He TpeOyeTcsl BHICOKAsl CTOMKOCTD K B3JIOMY.

Jns1 yBenuyeHus CTOMKocTy K Biniomy mudp Llesaps MoxHO MoauduimpoBarh, HapuMmep,
UCTIONb30BATh CITyYalHBIN KJTIOY JIJ151 ONpe/ie/ieHUs] pPACCTOSIHUSL CIBUTA WJIM UCTIONB30BaTh [IUK/IAYe-
ckmii capur andasurta. Takke CylecTBYOT Oojiee CIIOKHBIE METObI IM(pPOBAHUSI, KOTOPhIE OCHO-
BaHbI Ha uee mmdpa Lle3apst, HO UCHONMB3YIOT OOJIee CIIOKHBIE MATEMATHYECKUE OTIEPAITHH.

Iugp Lesapss MoxkeT ObITh MCIONB30BaH ISl 00yUeHUs! MU(pPOBAHUI0 U JEKOJUPOBAHUIO
COOOIIIEHUI, TaK KaK OH SIBJISIETCS JOCTATOYHO MPOCTHIM U MOHATHBIM MeToAOM. OH Takke MOXeT
OBITh UCIIOJIB30BaH IS CO3/IaHMSI JIETKUX TOJIOBOJIOMOK WJI UTP, KOTOpbIe TPeOyIOT pacimppoBKU
3appOBAaHHOTO COOOIIEHUSI.

B nenom, mmgp Lesaps sBisercs MHTEPECHBIM U UICTOPUYECKH 3HAYMMBIM METOJOM IIU(pPO-
BaHUs1, KOTOPBII, XOTh U HE MPEJCTaBIIsSIET CEPbE3HON 3aIUTHI OT B3JIOMA, BCE €Il HCMOIb3YyeTCs
Y MOXET UMETh MPUJIOKEHHUSI B HEKOTOPBIX 00J1aCTSIX.
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IIndp Bukenepa

Ingp Buxenepa — 310 metox mmdpoBaHusi, KOTOpbIi ObUT paspadoTtan B X VI Beke Omaropapst
UTAIbIHCKOMY auIuiomary bresy ne Bukxenepy. 1ot mmdp ssisercs nonmaipaBUTHHIM 1UPPOM
3aMeHBI, TO €CTh Kak/1asi OyKBa COOOIIEHHS 3aMEeHSIeTCsl Ha IPYTYI0 OYKBY, KOTOpast 3aBUCUT OT TTIO3H-
[IMM CUMBOJIa B COOOIIEHUH U KJTIoua I poBaHUs.

[Ingp Buxenepa Obi1 paspadoran B XVI Beke U MCHOIB30BAJICA AT MEPeiaud CeKPEeTHOM
MH(pOPMAIX MEK/1y BBICOKOIIOCTABJICHHBIMU JIUIIAMU. B TO BpeMsi OH CUMTaJICS TOCTATOUHO CIIOXK-
HBIM UISI B3JIOMA, TIOCKOJIbKY MCIIONIb30BAJI HECKOJIBKO TAOMMUI] 3aMEHBI, UTO JIEJIAJI0 €r0 CTOMKUM
K YaCTOTHOMY aHAJIU3Y.

Ingp BrskeHepa 0OCHOBaH Ha UCTIOIBb30BAHUHM HECKOJIBKHX TAOJIUI] 3aMEHBI, Kakast U3 KOTO-
PbIX COOTBETCTBYET OTHOM OyKBe KJII0YeBOro cioBa. Kaxnas OykBa cooOIIeHHs 3aMeHsieTcsl Ha IpY-
ryio OyKBY, BHIOpaHHYIO U3 TaOJIUIIBI 3aMEHbI, COOTBETCTBYIOIIEH OyKBe KJIIOYEBOTO CJIOBA, PACIIONO-
JKEHHOU Ha TOM e TIO3UIIUH, 4TO U OyKBa cooOIeHus1. Eciu KimodyeBoe CJI0BO KOpode COOOIICHNs,
TO OHO TOBTOPSIETCS IJIs1 BCEX CUMBOJIOB COOOIIICHUSI.

s nmpumepa Bo3bMeM coodiienne «HELLO» u kmoueBoe cnoBo «LEMON». Iy Havana
HEOOXOIUMO CO3JaTh TaOJMIIBI 3aMeHBI, TI0 OJHOU ISl KKI0W OYKBHI KJIIOYEBOTO CJIOBA:

LEMON
ABCDE
FGHIJ
KLMNO
PQRST
UVWXY
z

LEMON
BCDEF
GHIJK
LMNOP
QRSTU
VWXYZ

Ternepb HeoOXomumo 3amudpoBath coodmeHre. [lepriii cumBon H 3amensiercst Ha L, ucrosb-
3ysl TIEpBYIO TaOJIMIly 3aMeHbI, COOTBETCTBYMOIIYI0 OykBe L B KittoueBoM cioBe. Bropoii cumBon E
3ameHnsietcs Ha G, UCONB3Ys TaOJMILy 3aMeHbI, COOTBETCTBRYIOITYI0 OykBe E B KittoueBoM ciose. Tpe-
T cMBoN L 3amensiercst Ha O, Mcnosb3ysi TaOIUITy 3aMeHBbI, COOTBETCTBYIOIYI0 OykBe M B KJTIO-
YEBOM CJIOBE, | T. [I. 3aKOAUPOBAHHOE cooOIIeHre OyneT BHIAaeTh Kak «LXAXE».

Ingp Buxenepa siBnsiercst 6onee cnoxubM, yeM mugp Llesaps, 1 Tpedyet Oosbiero Konuyie-
CTBA BPEMEHU M YCWIIUM AJ1s1 B371oMa. O/1HaKo, ero MOKHO B3JIOMAaTh C [IOMOIIIBIO YACTOTHOTO aHAJIN3A,
€CJIM JUIMHA KJTI0YEBOTO CJI0BA MaJjla UJIA €CIIU B COOOIIEHUHN COfIEPXKATCS MOBTOPSIIONIMECS CIIOBA WU
ppasbl.

[Indpp Buskenepa ucronb3yeTrcs B HACTOSIIEE BPeMs 151 3aIlUThl KOH(UAEHIMAIBHON NH(POP-
Mariy, HanpuMep, B OaHKOBCKOU cepe, Mpu mepenade JaHHBIX 1o MIHTepHeTy wim B apmuu. OH
TaKKe MOXKET OBbITh UCIIOJIB30BAH ISl CO3/IaHUsI TOJIOBOJIOMOK M KPHUITOT paprUecKuX Urp.
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Ingp Buxenepa — 310 Meton mmdpoBaHusi, KOTOPBIH ObUT pazpadota B X VI Beke 1 UCTIONb-
3yeT HECKOJIbKO TaOJHII 3aMeHBbI 1S i poBanus coodieHuid. OH siBisieTcs: 0omee CI0KHBIM, YeM
mmdp Llesapsi, 1 MOxeT ObITh CIONMB30BaH ISl CO3AaHMs OoJiee CTOMKHUX K B3JIOMY CHUCTEM IIH(-
poBanus. OIHaKO, OH BCE €Il MOXKET ObITh B3JIOMaH C MOMOIIIBI0 YACTOTHOTO aHAJIM3a WK JPYrUX
METOJI0OB KPUIITOAHAIN3A.

JLJ1s1 IOBBIIIIEHU ST CTOMKOCTH K B3j1oMY udp Buskenepa MoxkHO MOIUUIIMPOBATh, HATTPUMED,
UCTIONB30BAaTh CIIyYalHbIA KJTI0Y, KOTOPBIA HE MOBTOPSIETCS B COOOIICHUH, WJIM UCTIONb30BaTh CIIOXK-
HbIe MaTeMaTUYEeCKUe OTepaIvu /IS ONpeesIeHuUs TIO3UIIMY CUMBOJIOB B TAOJIMIIAX 3aMEHbI.

[Ingp BuxeHepa sBIsieTCs] MHTEPECHBIM METOIOM HIM(POBaHMS, KOTOPHIA MOXKET OBITh
UCTIONB30BaH Kak JJ1s1 00y4eHHsl, TaK U JUIsl CO3/IaHMsI TIPOCTHIX UT'P U TOJIOBOJIOMOK. B HacTosimee
BpEMs1 OH WCIOJIb3YeTCs ISl 3aIlUThl KOH(PUIEHIMAIBHON UH(POPMALIMK U MOXKET UMETh MTPUJIOKE-
HUS B Pa3IMYHBIX 00IACTSIX.

B nenom, mmdpp Bukenepa — 310 OAMH U3 CaMbIX U3BECTHBIX MOIHMAI(haBUTHBIX METOJOB K-
POBaHUs1, KOTOPBI OTHOCHTENILHO MPOCT B PEIN3AIMM U MOXKET ObITh UCIONB30BaH IJIsI CO3/IaHUS
CTOMKHX K B3JIOMY cucTeM ImppoBanust. OnHako, 17151 oOecrieueHrst BRICOKON CTOMKOCTH K B3JIOMY,
HEOoOXO0IMMO UCTIONB30BaTh O0JIee CJIOKHbIE METO/IBI MM POBAHMS ¥ JOTIOTHUTEIbHBIE MEPhI 3aIIUTHI
JAHHBIX.
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IHommancgasurHbie mm@poI

[NonmandaButHbie MUQGPHI — 3TO METOABI MU POBAHKSI, KOTOPbIE CTIONb3YIOT HECKOJIBKO Tal-
JIMIL 3aMEHBI JJ151 3aMEeHbl CUIMBOJIOB B COOOIIEHUU. DTH MH(Pbl OTIMYAIOTCS OT MOHOAI(PABUTHBIX
mmdpoB, Takux Kak mudp Llesaps wim npocToil 3aMeHbl, KOTOpble HCTOb3YIOT TOJBKO OIHY Tad-
JIMITY 3aMEHBI [l BCEX CUMBOJIOB B COOOIIICHUH.

I[epBblii n3BecTHBIN MoMandaBuTHLIN mUdp ObuT paspadoran Jleonapnomo na Bunum B XV
Beke U HasbiBasics «imudp ['porcdenbaa». I[lozanee stot mmdp Obut ynyumen biesom ne Bukene-
POM, KOTOpBIN cO37ajl Oosiee CIOKHBIN MoMuan(aBUTHBIA (P, HA3BAaHHBINA B €r0 YeCTh «IIU(P
Buxenepa».

[pu padote nonurangpaBuTHOrO MU(ppa KA CAMBOJ B COOOIICHUH 3aMEHSIETCsl Ha IPyTroi
CHMBOJI, BBIOpAaHHBIN M3 TaOIUIIBI 3aMEHbI, COOTBETCTBYIOIIEH TEKYIIEeMy CUMBOJIY B COOOIICHHU.
Kimou nmmgpoBanus ornpenensier MOpsiIoK UCHOIb30BaHMS TAOJMII 3aMEHbl 1 MOKET ObITh CITy4Jaii-
HBIM WU NPEIONPENEICHHBIM.

s nmpumepa Bo3bMeM coodiienne «HELLO» u kmoueBoe cioBo «LEMON». Iy Havana
HEOOXOIMMO CO3/1aTh HECKOJIBKO TaOJMIT 3aMEHbI, TIO OTHOM [T KaXJOH OYKBBI KJIIOUEBOTO CJIOBA:

LEMON
ABCDE
FGHIJ
KLMNO
PQRST
UVWXY
z

LEMON
BCDEF
GHIJK
LMNOP
QRSTU
VWXYZ

Ternepb HeoOXomumo 3ammudpoBath coodmeHre. [lepsriii cumBon H 3amensiercst Ha L, ucrosb-
3ysl TIEpBYIO TaOJMIly 3aMeHbI, COOTBETCTBYIMOIIYI0 OykBe L B KittoueBoM ciioBe. Bropoii cumBon E
3ameHnsieTcs Ha G, UCONB3Ys TaOJMILy 3aMeHbI, COOTBETCTBRYIOITYI0 OykBe E B KittoueBoM ciose. Tpe-
T cMBoN L 3amensiercst Ha O, Mcnosb3ysi TaOIUITy 3aMeHBbI, COOTBETCTBYIOIYI0 OyKBe M B KJTIO-
YEBOM CJIOBE, | T. [I. 3aKOAUPOBAHHOE cooOIIeHre OyneT BHIAaeTh Kak «LXAXE».
[NonuandasutHbie MUPH ABIAIOTCA O0Jee CIOKHBIMU [T B3JIOMa, YeM MOHOJI(DaBUTHBIE
mmdpsl, Takue Kak nmgp Lesapst nim npocrtoit 3amensl. OIHAKO, OHKU BCe ellle MOTYT ObITh B3JIO-
MaHBbI C IOMOIIIBI0 YACTOTHOTO aHAJIM3a WK APYTUX METOJOB KPUITOAHAIN3a, OCOOEHHO €CIU JJIMHA
KJII0Ya MU POBAHMSI MaJla WM €CJIU B COOOIIEHNH COIEPXKATCS TIOBTOPSIOIIMECS CJIOBA UM (Ppasbl.
[NonmuandgasutHele U(PBI UCHOIB3YIOTCS B HACTOSAIIEE BPEMs 1Sl 3alUThl KOH(UAESHIUATb-
HOM MH(OpMaIY, HarpuMep, B OAHKOBCKOH cdepe, Mpu nepenade AaHHBIX 1o MHTepHeTy wiau
B apMuu. OHHU TaK:Ke UCTIOJIB3YIOTCS JJIs1 CO3/JaHUSI TOJIOBOJIOMOK Y KPUIITOrpapUyeCcKUX Urp.
[NonmandaButHbie MUQGPHI — 3TO METOABI UG POBAHKSI, KOTOPbIE HCTIONb3YIOT HECKOJIBKO Tal-
JIMIT 3aMEHBI [T 3aMEeHbl CUMBOJIOB B COOOMIEHNH. OHM OTJIMYAIOTCS OT MOHOAI(haBUTHBIX (-
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PoB, Takux Kak mmdp Le3apss wim mpocToil 3aMeHbl, KOTOpbIe MCHOIb3YIOT TOJIBKO OJHY TaOJHILy
3aMeHBI [Isl BCEX CUMBOJIOB B cooOeHuu. [lonumandaButHble mudpbl MOTYT OBITh O0JIee CTOMKUMHU
K B3JIOMY, YeM MOHOaJI(haBUTHBIE MBI, TOCKOJIbKY OHH HUCIIONB3YIOT HECKOIBKO TaOIuUII 3aMEHBI
Y CJIOKHEE MOAJAITCS YaCTOTHOMY aHAJIN3Y.

JI7151 OBBIIIEHUSI CTOMKOCTH K B3JIOMY NOJIMAI()aBUTHBIX IIM(POB MOKHO MCIONB30BaTh CIIy-
YaiHbIIA KJII0Y, KOTOPBII HE MOBTOPSIETCS B COOOIIEHUH, UM UCTIONb30BaTh CJIOKHBIE MaTeMaTHye-
CKMeE OIepanuy AJ1s ONpe/eeHuns MO3MLUHY CUMBOJIOB B TAOJIMIAX 3aMEHBI.

[NonmandgasutHble UQPHI ABISIOTCS UHTEPECHBIMA METOAAMY IIM(POBAHUS, KOTOPbIE MOTYT
OBbITh MCIOJIB30BAaHBI JJIs1 3aIUTHl KOH(UIeHIMaIbHON uH(popMmanuu. OHM Takke MOryT OBITb
UCTIONb30BAHBI /7151 CO3[JaHUsI TOJIOBOJIOMOK M KPUIITOrpa(pUUEeCcKUX Urp.

B uenom, nonuandgasutHeie HM@pPLl — 3TO OAUH U3 caMbIX 3(P(EKTUBHBIX METOJOB HIU(pPO-
BaHMsI, KOTOPBIE MOTYT OOECHEeYNTh CTOMKOCTh K B3JIOMY IMpPU MPaBHJIBHOM MCIIOb30BaHUU. [list
CO3/IaHMSI HAJIS)KHBIX CHCTEM M POBAHUS HEOOXOAMMO MCIIONIB30BaTh HE TOJBbKO MOJTNasI(haBUTHbIE
g pbl, HO U IPYTME METOAbI M TEXHOJIOTUM KpUNTorpaduu, Takue Kak X3IMIKUpoBaHUe, LU(MPOBbIE
TMOAIUCH U ayTeHTU(UKaLIKS.
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CoBpeMeHHBbIE AJropuTMbI IM(POBAHUA

CummeTpuunoe mucponanue (AES, DES, Blowfish)

CummerpuyHOe U pOBaHUE — 3TO METOJ, LM(PPOBAHUS JAHHBIX, ITPA KOTOPOM UCIIOJIb3YETCS
OJIMH 1 TOT K€ KJIIOY /151 32 poBaHUs U paciipoBaHust COOOIEHHI. TOT MeTO[ M POBAHUS
ABJIsAETCS HanOoJee paclipoCTpaHEHHbIM U 3(P(EKTUBHBIM CIIOCOOOM 3allUThl MH(POpMAaLIUH.

CumMMeTprvHOe MM poBaHUE CYILIECTBYET Yke Oojiee CTa JIeT ¥ ObLIO UCIIOIb30BAaHO BO MHO-
I'MX M3BECTHBIX IM(ppax, Harpumep, mmdpe Leszapsa. OgHako, 10 NMOABIEHUS KOMIBIOTEPOB 3TOT
MeTo[ I pOBaHUS MMeJT CBOM OTPaHUYEHU s, TaK Kak TpeOoBas (pU3MUECKOro 0OOMeHa KITIoYeH.

[Mpu paboTe cuMMETpUIHOTO MIM(POBAHKS Kk Jblii CHMBOJI B COOOILIEHIH 3aMEHSIeTCS Ha Y-
IOl CUMBOJI € TIOMOILBIO AJITOPUTMA, KOTOPBIA onpeessercs KodyoM udposanus. s pacumd-
POBaHUs1 COOOILEHNU I UCTIONB3YETCs TOT JKe CaMBIil KJII0Y, HO B 0OPaTHOM MOPSIJIKE.

Heckosbko M3BECTHBIX aJITOPUTMOB CUMMETPUYHOrO IM(poBaHus BKIoyaoT B ceds DES
(Data Encryption Standard), AES (Advanced Encryption Standard) u Blowfish. Onn ommyatorcs
JJTMHOM KJTI0Ya U CJIO)KHOCTBIO aJITOPUTMA.

DES 6511 pazpadotan B 1970-x romax v UCTIONB30BANICS B TE€UEHWE MHOTHUX JIET JUIsl (ppo-
BaHUA KOH(pUIEHIMAIBHOU UH(popMamu. OHAKO, CO BpEMEHEM OH CTaJl yCTapeBaTh, TaK KakK €ro
S56-OUTHBII KJTIOY CYATAIICS HEIOCTATOYHO OE30MAaCHBIM.

AES 6b11 paspadoran B 2001 rogy v cuuTaercsi OTHUM U3 HanOosee HaJIeKHBIX aITOPUTMOB
mmdpoBanusi. OH UCMONB3YeT ATMHY KTioya 10 256 OUT 1 MOXeT OBbITh MCIOIb30BaH JUIs mudpo-
BaHUI JIIOOBIX TUIIOB JAHHBIX.

Blowfish — aT0 anroput™ mugpoBanus, KOTOphIA ObLT pa3padoTan B 1993 rogy u ucrons3yer
KJII0Y JUTUHOM 10 448 6ut. OH cUMTaeTCs JJOCTATOYHO CTOMKUM K B3JIOMY, HO MOXET PadoOTaTh Me[I-
JIEHHEee, YeM Apyrue alropuT™Mbl UG POBaHUSI.

CummerpuyHoe mmgppoBaHue ABISAETCA 3(PEMEKTUBHBIM METOAOM 3allUThl MH(MOPMALUHY,
HO MOXeT OBITh MOJBEP:KEHO aTakaM KpurToaHaansa. Hanpumep, araka nepedopa meltaeTcst B3JO-
Marth KJI04 I poBaHus, nepedrpas Bce BO3MOKHbIE KOMOMHALIMM, YTO MOKET 3aHATh OUE€Hb MHOT'O
BpeMeHU. JIpyroii MeTo[] aTaku — 3TO aTaka 1o BEIOPAHHOMY TEKCTY, PU KOTOPO 3JI0YMBIILUIEHHUK
MOXET KCIIOJIb30BaTh MH(POPMALIMIO, MOITYyYEHHYIO U3 3alIM(POBAHHOTO COOOIIEHUS], U1l pacindg-
POBaHUs APYTUX COOOLIECHUI.

CummerpryHOe IM(pPOBAHUE UCTIONB3YETCA B HACTOAIIEE BpEMS IS 3allUThl KOH(PUIEHINU-
aJIbHOW MH(OpPMALMK, HAIIpUMep, MPH Nepeade AaHHbIX 1o VIHTepHeTy uiaM B OaHKOBCKOM cepe.
OHO Tak’ e MOXeT OBbITh UCIIONB30BAHO JJIS1 CO3AHMS FOJIOBOJIOMOK M KpUIITOrpauecKuX Urp.
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KoHen 03HakoMuUTEJIbHOT0 (pparmMeHra.

Texkcr npenocrasinen OO0 «JIutpec».

IIpounTaiiTe 3Ty KHUTY LIEJIMKOM, KYIMB II0OJHYIO JIETaJIbHYIO Bepcuio Ha JluTpec.

BesomnacHo onnatuTh KHUTY MOKHO OaHKOBCKOM Kaprtoit Visa, MasterCard, Maestro, co cuera
MOOWIIBHOTO TenepoHa, C TUIaTeKHOro tepMuHana, B catone MTC wm Cesi3Hoii, yepes PayPal,
WebMoney, fAunekc.densru, QIWI Komesnek, 60HyCHbIME KapTaMu WX APYTUM YIOOHBIM Bam crio-
coOom.
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